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Abstract of the contribution:

This document analyzes a problem in solution 6.
1 Introduction
Solution 6 uses implicit certificate for PWS security.  This contribution gives an analysis of its problem.
2 Analysis
With regard to implicit certificate solution, in clause 7.7.3.2 Generation of Implicit Certificate, it says that, 
“The PWS Message Signer requests the implicit certificate 
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1. PWS Message Signer generates a random integer 
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 and sends that to the CA. 

2. CA Select a random integer 
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3. CA computes 
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4. CA forms the implicit certificate 
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 is NWMS’s identifying information.

5. CA computes 
[image: image10.wmf](

)

A

IC

H

e

=

, where 
[image: image11.wmf]H

 is a cryptographic hash function. 

6. CA computes 
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7. CA sends 
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 to the PWS Message signer “
From the above description, we can see that there is little or no information about global CA that implicit certificate can carry in solution 6. There is no information about which global CA’s public key is used, signature algorithm and certificate serial number, etc. Lack of CA’s information may cause UE unable to verify PWS message succefully and quickly. 
In a scenario when UE roams to a VPLMN and receive a PWS warning message, an UE holds several global CAs but there is no information about which global CA’s public key the UE should use in the received implicit certificate and also in PWS message in solution 6. In that case, UE may fail to verify PWS warning message. Or UE may verify PWS warning message one by one using global CAs’ public keys it stored. Since the condition being warned is anticipated and may happen very quickly after PWS message has been sent, not being able to verify warning message quickly and correctly can cause devastating consequences. 
3 Proposal

We kindly propose SA3 to agree the following PCR.
**********************************************Begin of Change*******************************************************
7.7.3.3
PWS Security Contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming a ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively. In total this comes to 71-bytes leaving 4 spare bytes for additional fields such as timestamp, CA identity, etc.
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Figure 7.7.3.3 PWS Security Content

Using ECQV, the UE must compute the Message Signers Public key using the implicit certificate in addition to verifying the PWS signature.

Considering available cryptographic signature benchmarks from eBATS and assuming the armeabi platform running at 1782MHz and 128-bit level security, the full implicit certificate based approach will takes roughly 6.5ms and not more than 7.4ms. This is compared with 3.7ms for ECDSA and 18ms for DSA signature verification indicating comparable complexity to other signature schemes. 

The complexity time estimates of the implicit certificate based approach are approximate and were made by considering the steps 3 and 4 of signature verification and comparing with similar steps in algorithms benchmarked in eBATS.

Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.

Keyed-MAC Signature Verification
INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

If MAC’ = MAC then return VALID, else return INVALID.

Editor’s note: The replay protection mechanism is ffs. 

Editor’s note: Countermeasures to a compromise of a signing key of CBE or CA are ffs. Since in this attack a UE could potentially use a pre-provisioned public key in any geographical area outside that of the current CBE, the impact of this should be investigated. (E.g., since a UE is pre-provisioned with a valid set of the public keys of several global CAs, the UE is able to successfully verify and accept warning messages as long as the certificate can be verified. Thus, a warning message that was determined for reception in region X can also be verified and accepted by a terminal located in any other region Y. Therefore assuming a private signing key of any CBE is compromised. This signing key has an implicit certificate from CA1. Then the only condition on the UE for accepting a warning message signed with the compromised CBE key would be that the UE has the root key of CA1.)
Editor’s note: It is FFS how to carry in-used global CA’s information in solution 6 for UE to verify PWS warning message. There is a scenario when UE roams to a VPLMN and receives a PWS warning message.  UE holds several global CAs but there is no information about which global CA’s public key UE should use in received implicit certificate and also in PWS message in solution 6. In that case, UE may fail to verify PWS warning message. Or UE may verify PWS warning message one by one using global CAs’ public keys it stored. Since the condition being warned is anticipated and may happen very quickly after PWS message has been sent, not being able to verify warning message quickly and correctly can cause devastating consequences.
**********************************************End of Change*******************************************************
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