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Abstract of the contribution: 

This contribution provides details on the evaluation methodology for methodology 2. 
An overview of the complete process is provided in section 5.2.4.1 and 5.2.4.2. The definitions introduced for this methodology are grouped into subsection 5.2.3. An complementary contribution (S3-130043) gives more details on how to conduct the evaluation and on its outputs. 
5.2.3
Definitions

Certification Declaration: The certification declaration (CD) is the official document attesting that the evaluation of the 3GPP network product against the 3GPP security assurance specifications was conducted correctly and was successful.
Auditee: The Auditee is the 3GPP network product vendor who is to be evaluated. The Auditee is responsible for supplying all necessary information to the evaluators at the beginning of the evaluation.
Evaluators:  The evaluators consists either 3GPP network product vendors which self-evaluate their products or of a third party evaluation body. The Evaluators must demonstrate they have the skills, working practices and resources to participate in the scheme as defined in details in section 5.2.4.2.
Standardisation group:  The security standards for 3GPP security assurance specifications and methodology are defined by the 3GPP SA3 working group. SA3 is responsible for updating theses standards and makes them available to the Auditors as these documents are in the public domain. 

Certification Body: A certification body is the body that would receive all the data from the evaluation from the evaluators. It would decide if the provided data is complete (meaning all the tests results and mandatory documents are provided by the evaluators) and attests that the evaluation was conducted entirely.

Editor’s note: It is FFS if GSMA can be the entity that takes this role.

5.2.4
Evaluation methodology

5.2.4.1 Overview
The goal of this methodology is to produce a ‘Certification Declaration’ (CD) that proves the compliance of a 3GPP network product with the 3GPP security assurance specifications. One CD will be issued for each 3GPP network product evaluated. Unique identification of the product will be ensured by the product description contained in the CD as detailed in section 5.2.4.2.1. 
This certification declaration is issued by the Evaluators which can be either:

· the 3GPP network product vendors which self-evaluate their products. In this case the vendor is the Auditee and the Evaluator at the same time.

· or by a 3rd party evaluation body. In this case the third party is the Evaluator and the product vendor is the Auditee.

The certification has two phases. The first phase consists in an evaluation of the 3GPP network product against the SAS security requirement according to the test case producing testing output data (self-evaluation by the vendor or third party evaluation). 

The second phase is the declaration phase. Once a 3GPP network product has successfully met all applicable certification criteria and supporting evidence is available, the vendors or the third party evaluation body completes the certification by submitting the Certification Declaration to the Certification Body. Supporting evidence typically includes a list of applicable tests as those described in Annex A.2 with their outputs.  Details about outputs of the evaluation process activities that are also included in this self-declaration are provided in section 5.2.4.3. Based on these documents, the certification body will attests that the process was conducted entirely and publish the CD. If not, the certification body will ask the evaluators to conduct the missing tests or to provide the missing outputs.

NOTE X: The complete details of this validation by the certification body are outside of the scope of this study and left for later normative work if any. 

The Operators shall be alerted when a Certification Declaration is submitted. They will have access to the declaration and supporting data. 
NOTE X+1: The complete self-declaration set of documents is restricted to the Auditors, Auditee and GSMA operators’ members and would be stored in a restricted area. The methodology saves the right for the Auditee to release a copy to its customers that would not be GSMA operators’ member. Details on how the restricted storage is set up are outside of the scope of this study.

In order to be allowed to conduct the assessment, the Evaluators must demonstrate they have the skills, working practices and resources to participate in the scheme by supplying:

· a Quality Assessment Compliance declaration as described in subsection 5.2.4.2.
An option for methodology 2, named methodology 2bis, would be to have Evaluators skills demonstrated by evidence of previous self-evaluations or competency to perform self-evaluations and not by ISO 17025 certification like in subsection 5.2.4.2. It would be up to the certification body to indicate to the vendors how the latter can demonstrate their competency in conducting a self-evaluation for conformance to 3GPP SAS requirements.
The quality and liability of this demonstration is of paramount importance to the integrity of the scheme.
The Evaluators shall also collect from the Auditee:

· a Quality Qualified declaration detailed in subsection 5.2.4.2.

· a document describing the Auditee quality system and a listing of the person(s) from the vendor responsible for the implementation of this one
In the event that evaluation findings in the CD are in dispute (for example: by re-doing the tests an operator finds opposite results to the ones provided by the Evaluators in the CD), this methodology also provides a conflict resolution and revocation mechanism.  This case is believed to be rare and would arise if one or several of the actors (Auditee or Evaluator) are cheating in the evaluation or compilation of evaluation results of a 3GPP network product. 

The entity responsible for deciding that a certificate declaration should be revoked, based on the evidences and the details of the dispute procedure, is the certification body. GSMA might be a good candidate as they are already involved in GCF and SAS scheme.

At the end of the dispute procedure, if the entity responsible for it decides so, the network product certificate would be revoked and added to the network product certification revocation list.

5.2.4.2 Quality Qualification and Quality Assessment Compliance
The Quality Qualified declaration from the vendor is defined below:
· Quality Qualified: declaration that the manufacturer's design, development and manufacturing processes are, and remain, compliant with a recognised quality assurance standard such as ISO 9000 or an appropriate regional equivalent.  The manufacturer's quality system must be under regular review as part of an accredited activity by a suitable third-party certification organisation. 

The Quality Assessment Compliance declaration from the Evaluators is defined below:

· Quality Assessment Compliance: demonstration that the Evaluators possess the skills and expertise to undertake a correct assessment of network product conformity against the 3GPP Certification criteria. Through this declaration Evaluator shall also attach the ISO 17025 certificate (general requirements for the competence of testing and calibration of laboratories) for the test facility used for any part of testing for conformance to 3GPP SAS requirements. The Evaluator shall be under regular review as part of an accredited activity by a suitable third-party certification organisation as defined by ISO 17025.
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