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1.  Introduction
For the network-node security assurance, methodology, hardening requirements, etc, there has been discussion on the security environement, its possible granularity into security levels, and if the security level(s) of the environment may be set or defined.
The discussion has so far lifted several exposure variables or dimensions up in the air:

· Exposed vs non-exposed, physical
· Exposed vs non-exposed, logical

· Location (described in other ways) in the logical architecture 
· Deployment dependencies (IPsec to node or not, FW outside node or not, etc)

The below discussion is strictly limited to the physically so-called ‘non-exposed’ network environment, inside which an attacker is assumed to have no physical access. With this restriction in mind, we address the idea of letting methodology, security, assurance, etc, depend on different possible security levels inside such a non-exposed environment. 
2.  Network classification or ad hoc
An operator’s internal network is usually assumed to be closed, and secure. Much more than that is seldom stated in public communication. Of course, an operator might employ differentiated security levels within their networks. This may be done formally, here denoted as network ‘classification’. That is, security classification of a network, subject to operator-owned policy, rules, own-validation measures, etc. Alternatively, if not formally classified, the network security is differentiated and separated ad hoc, by sound engineering design principles, selected at the time of network design but undefined and unformalised. 
There can be a mixture inside one operator; some networks might be formally classified, say between level 1 and level N with respect to security, whereas some networks might not be classified. In short, the 3GPP system environment could be any mixture of classified and unclassified networks. In addition, it encompasses the variety of all operators’ possible rules sets where classification is used.
Whether the following requirements are desirable and possible can be debated:
· All of an operator’s networks are formally classified and security validated, between security levels 1 and N  (say, at least the networks that host 3GPP equipment)
· Unclassified networks are not allowed, if hosting 3GPP equipment
· All operators use the same rules and policies, for the security classification of networks between security levels 1 and N, including the maximum number of security levels N
We feel that it is questionable if any of these bullets can be fulfilled, at least not the first and the last ones (let alone verified to some assurance level) as a result of 3GPP specification work. It seems that very strong regulatory measures would be needed for such consistency in operators’ networks to become a reality. We therefore argue that defensive security of the network nodes themselves, including its assurance, must cope with some random variety in network-security environment.
3.  Inconsistency when network-adaptating 
The viewpoint that the degree of 3GPP network-node hardening measures can depend on the network environment is possibly based on the following or similar ideas
· Different nodes face different threat scenarios / consequences if attacked
· Nodes are placed in networks of different security level, and that this is done consistently amongst operators
The first bullet suggests that a node facing a more severe threat situation, compared to a node that faces a less-severe one, should possess higher defensive intrinsic security capabilities. This assumes that the threat level, per node, or in relation to one another, can be measured well enough. It is well known that quantitative risk level assessment is a delicate task.
The second bullet suggests that a node placed in a higher-security network environment, compared to a node placed in a less-secure one, need possess somewhat less of defensive intrinsic security capabilities. With the argument that 1) the defensive capabilities are catered for by the security of the network and 2) that the node’s intrinsic security measure should not be unnecessarily high.
With regards to the ambition of network-adapted node security, these two considerations act against each other. A node facing a more severe threat situation is normally subject for placement in a higher security environment, if such network differentiation is used. What would the resultant residual threat difference be, for which the differentiation in intrinsic node security (e.g. hardening) should cater?
4.  Unplanned environment deviations
 Apart from the above suggested unconsistency in the arguments for adapted node security, there is also - in the reasoning for less adaptation - the need for robustness and defense in depth. With robustness we can for example mention the occurance of human error.  Errors in network configurations, FW configurations, can cause a network node to be basically unprotected, exposed towards the internet, until the error and the attacks are discovered. Indeed there needs to be some security overlap between intrinsic node security and that of the surrounding network. This principle is of course already used in practice, everywhere, so it should not be forgotten in this 3GPP context either. 
The human-error consideration is mentioned here since, again, the reasoning for level-adapted network security seems to assume a certain level of order and perfection. The assumed order includes that the level of intrinsic node-security
· is adapted to perfectly known level of threats and risks, for this particular node 
· is adapted to well-defined network security level, classified and validated

· assumes error-free network operation and maintenance, and no insider threats

We believe that none of these perfection-assumptions should be used when defining the methodology for security assurance, and the security, of 3GPP network elements. We believe that such perfection-assumptions make the whole system more fragile, much less operationally efficient, and more problematic to create 3GPP guidelines or standards for.
4.  Summary
To summarize, we have argued that network-node security, its security assurance, and its methodology, needs to be derived for an environment known to be varying and non-perfect rather than well-defined. A single, common baseline of environmental security should be assumed for most if not all physically non-exposed 3GPP network elements.
