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1. Introduction
This contribution discusses another way to list the threats, and proposes some specific security threats for the security assurance study.
For threats study, one way is to include the security threats/attacks based on ITU-T X.800 model which covers all aspects of the threats. The other way is to analyze security threats/attacks per node per interface.

The X.800 way can include complete dimensions of the vulnerabilities, but this way is not specific, which will lead to hard work of generating security assurance methodology and requirements.. 
The threats analysis per node and per interface of LTE can show the specific security threats, and generate security requirement easily. 
So we added the specific threats/attacks analysis in this way around of the sample nodes eNB and SGSN/MME. 
2. pCR
4.3.y Detailed threats analysis per node per interface

4.3.y.1 Threats to eNB


1)Threats on entity:

Physical threats: The eNB would be destructed by malicious attacking like stealing or by accidental event such as earth quake, mouse and bugs, etc. 

User Data disclosure caused by disgruntled employees/crackers: The user data would be disclosed caused by several kinds of attacks: through local console interface, by fake remote management commands, by management commands from an abused account under unauthorized control, or by unauthorized management commands from a low-level account.
User Data corruption by disgruntled employees/crackers: The user data would be modified caused by several kinds of attacks: through local console interface, by fake remote management commands, by management commands from an abused account under unauthorized control, or by unauthorized management commands from a low-level account
User Data from untrustworthy source by disgruntled employees/crackers: The user data would be forged caused by management commands from an abused account under unauthorized control, or by unauthorized management commands from a low-level account

2)Threats from LTE-Uu interface:



eNB Overloaded by crackers: A plenty of user access under one eNB would cause signaling jams attack on such eNB. It would make this eNB overloaded and cause DoS for all the users under this eNB.
3)Threats from X2 interface:



User data disclosure/corruption/from untrustworthy source caused by fake management commands from disgruntled employees: The eNB would receive fake management commands from another compromised eNB. This would cause server kinds of threats listed above.



User context Eavesdropped/tampered/forged by crackers: The user context, especially session keys, transferred on X2 interface could be eavesdropped/tampered/forged by attacker through Internet based on IP protocol if X2 interface is exposed and do not protected by IPsec. 


4)Threats from S1 interface:



User context Eavesdropped/tampered/forged by crackers: The user context, especially session keys, transferred on S1 interface could be eavesdropped/tampered/forged by attacker through Internet based on IP protocol if S1 interface is exposed and do not protected by IPsec.


5)Threats from management interface:

User data disclosure/corruption/from untrustworthy source caused by fake management commands by disgruntled employees: The eNB would receive fake management commands from another compromised eNB. This would cause server kinds of threats listed above.

Weak private password disclosure by brute force attacks from crackers: The private password would be easily disclosed to unauthorized 3rd parties under the brute force attacking.

4.3.y.2 Threats to SGSN/MME

1) Threats on entity:

User Data disclosure by disgruntled employees: The user data would be disclosed by fake remote management commands, by management commands from an abused account under unauthorized control, or by unauthorized management commands from a low-level account.
User Data corruption by disgruntled employees: The user data would be modified by fake remote management commands, by management commands from an abused account under unauthorized control, or by unauthorized management commands from a low-level account
User Data from untrustworthy source by disgruntled employees/crackers: The user data would be forged caused by management commands from an abused account under unauthorized control, or by unauthorized management commands from a low-level account
2)Threats from S6a/S6d interface:

User subscription data eavesdropped/tampered/forged by crackers: The user subscription data, especially authentication data, transferred on S6a/S6d interface could be eavesdropped/tampered/forged by attacker through Internet based on IP protocol if S6a/S6d interface is exposed and do not protected by IPsec.

3)Threats from S10/S3 interface:

User context Eavesdropped/tampered/forged by crackers: The user context, especially session keys, transferred on S10/S3 interface could be eavesdropped/tampered/forged by attacker through Internet based on IP protocol if S10/S3 interface is exposed and do not protected by IPsec.

4) Threats from S11/S4 interface:

User context Eavesdropped/tampered/forged by crackers: The signaling transferred from MME/SGSN to S-GW on S11/S4 interface could be eavesdropped/tampered/forged by attacker through Internet based on IP protocol if S11/S4 interface is exposed and do not protected by IPsec.

5) Threats from S1 interface:

User context Eavesdropped/tampered/forged by crackers: The user context, especially session keys, transferred on S1 interface could be eavesdropped/tampered/forged by attacker through Internet based on IP protocol if S1 interface is exposed and do not protected by IPsec.

6) Threats from management interface:

User data disclosure/corruption/from untrustworthy source caused by fake management commands from disgruntled employees: The SGSN/MME would receive fake management commands from another compromised eNB. This would cause server kinds of threats listed above.

Weak private password disclosure by brute force attacking from crackers: The private password would be easily disclosed to unauthorized 3rd parties under the brute force attacking.
