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Abstract of the contribution: This document analyses whether or not ITU-T cybersecurity information exchange can be one of the methodology consideration in Section 5 of the TR.
1. Introduction
In this document, we analyse whether or not ITU-T cybersecurity information exchange can be one of the methodology consideration in Section 5 of the TR. 
2. Overview of X.1500 
The X.1500 i.e. the cybersecurity information exchange (CYBEX) presents a CYBEX model and discusses techniques that can be used to facilitate the exchange of cybersecurity information. These techniques can be used individually or in combinations, as desired or appropriate, to enhance cybersecurity through coherent, comprehensive, global, timely and assured information exchange. 

2.1      Cybersecurity information exchange model
The general cybersecurity information exchange model used as shown in Figure x, which consists of basic functions that can be used separately or together as appropriate, and extended as needed in order to facilitate assured cybersecurity information exchanges. 
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- structuring cybersecurity information for exchange purposes

- identifying and discovering cybersecurity information and entities

- establishment of trust and policy agreement between exchanging entities

- requesting and responding with cybersecurity information

- assuring the integrity of the cybersecurity information exchange
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Figure x. CYBEX model
The exchange of cybersecurity information may be bidirectional. This bidirectionality allows for verified information requests and responses to facilitate required levels of assurance between the parties or to provide certification of delivery.

2.2     Structured cybersecurity information exchange techniques
For the exchange of cybersecurity information to occur between any two entities, the exchange must be structured and described in some consistent manner that is understood by both of those entities. The goal of CYBEX is to make it easier to share cybersecurity information. 
As a means of describing at a general level the desired attributes of cybersecurity information exchange, the structured information capabilities are organized into six "clusters" of techniques for distinct cybersecurity information exchange groups. These are:
•
weakness, vulnerability and state;

•
event, incident, and heuristics;

•
information exchange policy;

•
identification, discovery, and query;

•
identity assurance;

•
exchange protocol.

The CYBEX techniques identify an array of complementary techniques that enable and facilitate these and other instantiations. The following table lists the related techniques that can facilitate the support of the above clusters:
	No.
	Techniques Cluster
	Related techniques

	1
	weakness, vulnerability and state
	Common vulnerabilities and exposures (CVE), 
Common vulnerability scoring system (CVSS), 
Common weakness enumeration (CWE), 
Common weakness scoring system (CWSS), 
Open vulnerability and assessment language (OVAL),
 eXtensible configuration checklist description format (XCCDF), 
Common platform enumeration (CPE), Common configuration enumeration (CCE), 
Assessment results format (ARF)

	2
	event, incident, and heuristics
	Common event expression (CEE),
 Incident object description exchange format (IODEF), 
Phishing, fraud, and misuse format, Common attack pattern enumeration and classification (CAPEC), 
Malware attribute enumeration and characterization format

	3
	information exchange policy
	Traffic light protocol (TLP)

	4
	identification, discovery, and query
	Discovery mechanisms in the exchange of cybersecurity information,
 Guidelines for administering the OID arc for cybersecurity information exchange, 
Cybersecurity information query language

	5
	identity assurance
	Trusted platforms, Trusted network connect, 
Entity authentication assurance, 
Extended validation certificate framework, 
Policy requirements for certification authorities issuing public key certificates

	6
	exchange protocol
	Real-time inter-network defense (RID), 
Transport of real-time inter-network defense (RID) messages, 
Blocks extensible exchange protocol (BEEP) profile for CYBEX, 
Simple object access protocol (SOAP) for CYBEX


3.  Analysis 
From the above overview of X.1500, we can find that X.1500 focus on the cybersecurity information exchange between two entities that it includes the related basic functions and techniques, which   can be used to facilitate the exchange of cybersecurity information.  The expectation for the techniques (e.g. CVE which refers to X.1520) in X.1500 can enable a coherent approach to manage and exchange cybersecurity information on a global basis. For example, X.1520 on CVE provides a structured means to exchange information security vulnerabilities and exposures that provides common names for publicly known problems in the commercial or open source software used in communications networks, end-user devices. So even though you cannot find the details of vulnerabilities and exposures in X.1500, but we can refer to the  CVE web site (http://cve.mitre.org/).
3GPP SAS focus on the functions and platform security requirements of the 3GPP network products and related tests etc. So, X.1500 may not be suitable to be used as security assurance methodology for 3GPP network products. But the CVE and CWE etc. which were pointed out in x.1500 appendix can be used to test the compliance with the hardening requirements on 3GPP network products. For example, as for the SGSN/MME platform security test, which also uses the common OS (e.g. Linux), so it can be found existing vulnerabilities and weaknesses which have been published in CVE and CWE webs through the test, the test tool can detect the weakness, as a result the  corresponding countermeasures can come out.  
4. Summary
In summary, we think the CVE and CWE etc. which were pointed out in x.1500 appendix can be used to test the compliance with the hardening requirements on 3GPP network products even though the whole X.1500 may not be suitable to be adopted as methodology . So if SA3 agrees, we can mention this possible test reference value in the section 5 or Annex. 
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