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Annex C (informative):
Considerations for GBA security using a web browser

C.1
Usage Scenario 

End user wants to use some service provider’s services (e.g., an operator), and the service provider wants to use GBA to authenticate the user.
1)
End user opens web browser application in the ME, and instructs it to go the service provider’s web page. The web page redirects the web browser to a login page if end user has not yet authenticated.
2)
Service provider’s login page has logic to discover whether Javascript access to GBA is enabled in the browser or not (can be done with Javascript). If this GBA access is not supported, the web page reverts to other means of authentication, e.g., legacy username/password.  If it is supported, proceed to step 3.

3)
The web page has code implemented in Javascript that obtains a NAF specific token (Ks_js_NAF) and the B-TID from the GBA function in the UE. In simplest case, the browser uses these variables as username and password in an HTML FORM, and the web browser to send this information back to the web server.

4)
The web server extracts the NAF specific token (Ks_js_NAF)  and the B-TID, and uses the B-TID to fetch the NAF specific key Ks_NAF from the BSF over Zn interface. The NAF generates then the NAF specific authentication token and compares it with the one received from the UE.  If they are equal, the user is authenticated, and the requested service is provided to the ME and the user.

C.2
Threats
The usage scenarios described in clause A.1 are susceptible to five serious threats:
Threat 1:
ME downloads a web page from an attacker that has Javascript which requests all NAF specific keys that the attacker is interested in.

Threat 2:
ME uses a public access point that is controlled by the attacker, i.e., a classic man-in-the-middle attack. When the ME requests the login page from the service provider, the attacker sends back a rogue login web page as it controls the DNS. This rogue login page has Javascript that is able to extract any NAF specific authentication token of the service provider, and sends it back to the attacker.
Threat 3:
It is possible for any third party on the internet connection to eavesdrop on the B-TID and the NAF specific authentication token, and impersonate the user as long as the B-TID has not expired.

Threat 4: 
If an attacker gets hold of the authentication token Ks_js_NAF, then he can utilize it to attack the communication between theweb browser and the NAF.

Threat 5:
ME downloads a web page from an attacker that has JavaScript which repeatedly triggers GBA re-bootstrapping to be performed. This can have the effect that the malicious web page can coordinate a distributed DoS attack against the BSF/HSS.
C.3 Control of GBA Credentials and GBA Module in the UE

C.3.1
General
The threats identified in clause C.2 are countered using a set of control mechanisms as defined in this clause. Using only a subset of the control mechanisms leaves some threats open. Therefore all control mechanisms need to be applied to mitigate the outlined threats. 
C.3.2
Control Mechanism 1– Same Origin Authentication Tokens
To mitigate threat 1 in clause A.2, the web browser should limit a web page to access only to those NAF specific authentication tokens that belong to the origin web server. This way Javascript has access only to NAF’s authentication tokens, which is the NAF identified by the origin of the web page.  This implies that the browser can authentication the server, cf. control mechanism 2. All web browsers currently implement a single-origin policy where the Javascript is able to send HTTP requests only to the server from where the original web page came from. 
C.3.3
Control Mechanism 2 – Server Authenticated TLS

To mitigate threats 1, 2 and 3, HTTPS, i.e., server authenticated TLS, should be used with integrity and confidentiality protection. This way attacking DNS does not help the attacker as the origin of the web page is authenticated using TLS, and the web page content, and B-TID and Ks_js_NAF are confidentially protected against eavesdropping and the Ks_(ext)_NAF is not used directly here.

C.3.4
Control Mechanism 3 - Channel Binding

The usage of server authenticated TLS as described in clause A3.3 is not sufficient on its own if one were to consider the threat of a compromised TLS server certificate a likely event. Given that in commonly used browsers there are 100+ root certificates from certification authorities (CAs) that have different levels of security protection when issuing and managing certificates, A second line of defense for the case that a TLS server certificate is compromised seems useful.  If one CA is compromised the attacker can use a compromised certificate to lure the user into believing that the attacker’s server is the genuine NAF the user wants to communicate with. The attacker can exploit this to realize the following two threats: 

-
Threat A: If the Javascript used the Ks_NAF directly and an attacker obtained the Ks_NAF from the user, then it could use this Ks_NAF to impersonate the user towards the genuine NAF, obtain the services and let the user foot the bill. 

-
Threat B: The attacker makes the user reveal information valuable for the attacker that the user would want to reveal only to the genuine NAF.

Even though TLS with server certificates can generally be trusted, it imporves the security of usage of GBA from a web browser if the authentication token derivation process of GBA and the TLS tunnel are bound together. This shall however not be taken as a general clue that TLS with server side certificate authentication is insecure. As the key derivation of Ks_(ext)_NAF is already defined with a fixed set of input parameters, and backward compatibility by not changing this key derivation should be ensured, a new Javascript specific authentication token (Ks_js_NAF) should be derived from Ks_(ext)_NAF using a channel binding mechanism.  This channel binding mechanism shall be based on RFC 5929 (Channel Bindings for TLS) [y].
This mechanism does not help against threat B. The mitigation of threat B is further discussed in clause C.4.
C.3.5
Control Mechanism 4 – Key Usage

In Threat 4 in clause C.2, the attacker may get hold of the Ks_js_NAF by one of the following means:

· One of the endpoints can be considered as compromised i.e. NAF or web browser are compromised.

· Ks_(ext)_NAF and authentication token derivation parameters are compromised.

The compromise of an endpoint might be made more difficult by usage of additional hardware functionalities, but those would require that all communication for usage of such keys would be routed over the secure hardware. This would still leave the challenge, how to ensure that no fake traffic is routed over the secure hardware. The handle used to authorize the usage of the Ks_js_NAF authentication token inside the secure module need to be secured to avoid unauthorized usage, but that would require a trustworthy browser, which then negates the effect of using a handle for authentication tokens. The usage of the Ks_js_NAF should be done in the TLS session that was used to create the token. This makes usage in another TLS session impossible, as long as the end points check that the TLS tunnel used to receive the information is the same as was used to derive the token.
If the compromised token has been derived, by usage of the compromised Ks_(ext)_NAF key and corresponding parameters, then usage of additional secure hardware would not gain any significant security improvement for the usage from the token of the originating terminal, since the source of the Ks_js_NAF token is compromised. 
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