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Abstract of the contribution: 

Details on the difference between Remote Node Management/Local Node Management and Node Access are provided to remove the related Editor’s Note.

**** Beginning of first change ****

5.2
Methodology 2

5.2.1
Overview

Each 3GPP network product listed in section 4.4 can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. This methodology assumes the 3GPP nodes listed in section 4.4 as the target. 

A 3GPP network product is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the node is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

The features/capabilities relevant for the scope of this study are listed hereafter: 

· Remote Node Management

· Local Node Management

· Password Management

· Software 

· System Secure Execution Environment

· Network Services 

· 3GPP Capability Configuration 

· Node Access Control

NOTE: Remote Node Management consists of functions, methods and protocols enabling the node management from an external device without the need for physical access. Local Node Management in contrast requires physical access. Node Access Control consists of a set of rules restricting the access to the node (i.e. user authentication and authorization) and these rules apply both to Remote and Local Node Management.


Editor’s Note: The difference between Remote Node Management/Local Node Management and Node Access has to be clarified. 

For each feature/capability the most relevant security requirements have been identified based on common security best practice and existing 3GPP specifications (e.g. TS 33.320[13], TS 33.401 [8], and TS 33.310[12]). 

NOTE 1: More security requirements can be added if deemed appropriate.

In the following, each security requirement is described in Annex A.2 using the methodology template proposed in Clause 5.2.2.

**** End of first change ****
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