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Abstract of the contribution: This contribution adds the threats of privacy violate in scenario of device triggering.
1 Introduction and proposal
As scenario of device triggering involved privacy issue, we propose to add privacy violate in this treats parts.

*************************************Begin of Change*********************************************

5.1.2
Threats

Editor's Note: This clause is intended to capture the relevant threats and impacts of the issue detailed above.

False network attack: When a UE is in detached state, the attacker can impersonate a network to send a trigger indication to the UE. 

Although there are existing mechanisms in the current network to prevent a UE to connect to a false network, there is still an issue. UE used only for MTC are different from normal UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a UE and waste its power. So the false network attack is more serious for UE used only for MTC compared to non-MTC communications and therefore we need to improve the network to deal with this security threat. 

By means of sending fake triggering messages, an attacker can also obtain information on whether a particular UE is at that particular location at that point in time. If the UE can be linked to an individual, this may have privacy implications.

Tamper attack: The trigger indication may contain the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the UE has to contact. If the IP@ (or FQDN) and/or TCP (or UDP) port of the application server is tampered by the attacker, the UE may establish the PDN connection to the wrong MTC server or be rejected by the MTC server. It will cause that UE is unable to communicate with the correct MTC server and it will also waste the UE’s power consumption.

When the SMS is used to trigger UEs, SMS spam could be exploited by the attackers to send fake trigger indication. Fake / fraudulent SMS trigger could be sent by malicious SME or by a man-in-the-middle (MitM) on Tsms. Although the human holding a normal UE can make his own judgment, the fake trigger indication sent in SMS spam could be a serious attack  on the unattended UEs and will lead to battery draining (particularly for the devices with limited power supply) and improper action. Moreover the fake trigger indication sent in SMS will cause UEs trying to access the network and lead to the waste of network resources. In addition, malicious SMS flooding / spamming will adversely impact resources of HLR, network and UE. Replay of SMS trigger may also happen. It is possible that MitM happens on Tsms interface that can lead to several different attacks, some of which are mentioned above.
User Plane based triggering would be more prone to tampering and fake triggering attacks if application layer integrity solution is not employed, as there is no integrity and replay protection provided to the user plane traffic on the (radio) access link by the core network.

Tracking UEs: The 3GPP network has to keep track of the location of the UE in order to sent the Device trigger to it. Some types of UE can be linked to an individual. Contrary to normal UE, UE used only for MTC are often not under the control of the particular individual (i.e. can not turn it off). As such, the individual has no control over their privacy with respect to location information tracking by the network.
Privacy violate: AS UE used only for MTC are often not under the control of the particular individual, the privacy violation will be more serious. From the applications by M2M, the information collected or generated by the UE which involves privacy may store in UE, as the individual has no control of  that, the privacy violate may occur unaware(e.g. location information tracking by the network). 
The threats mentioned above possibly invoke privacy violate as well, e.g. according to false network attack, the attacker can obtain information on whether a particular UE is at that particular location at that point in time even linked to an individual through the UE. 
*************************************End of Change*********************************************
