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Abstract of the contribution: This contribution adds the security requirement of spiteful triggering detection in scenario of device triggering.
1 Introduction and proposal
According to threats analysis in TR 33.868, there may exist the false network attack in device triggering. That is to say, when a UE is in detached state, the attacker can impersonate a network to send a trigger indication to the UE.   Obviously, how to detect the source of spiteful triggering may incur an additional security requirement. We kindly propose SA3 to agree this additional security requirement.

*************************************Begin of Change*********************************************

5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an UE from receiving a trigger indication from a fake network. Therefore it should be studied further whether the device trigger could be protected so that the impact of fake device triggers to the battery lifetime and unauthorized tracking of the UE would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized network entities(e.g. MTC Server, MTC Application, entities acting as a SME) will lead to triggering of UEs.

The system should provide a mechanism to detect the source of spiteful triggering (e.g. attacker impersonate a network), and then, response to this spiteful triggering timely (e.g. limit its authority of triggering).
Editor Notes: the detect mechanism need FFS.
Upon receiving a trigger indication from a source that is not an authorised network entity, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized network entities.

It has to be ensured that an UE responds only to genuine trigger messages.

The system should ensure that only authentic triggers will be conveyed to the UEs. For 3G/LTE system, trigger indication should be integrity protected.
The system should also provide a mechanism that doesn't require continues tracking of location information of the UE by the network. This prevents privacy implications for those UEs that can be linked to an individual and are not under the direct control of the particular individual.
*************************************End of Change*********************************************
