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This document proposes a way forward for PWS security solution.
1 Introduction
In SA3#69, SA3 had discussed evaluation of PWS security solutions in S3-121053. But no consensus was made. The report of SA3#69 said that “”The Chairman pointed out that SA3 is running out of time for finding a solution in Rel-12. A better method of evaluating each solution should be discussed in the next meeting in order to fix such evaluation method in SA3#71.”” This contribution gives a way forward for PWS security solution choosen.  
2 Discussion and Analysis

2.1 Timescale of PWS Work Item

In PWS work item SP-110223, SA3 had planned to put TR33.869 to SA plenary for approval in SA#53, i.e. September, 2011. However, due to the progress of the TR, this work moves from R11 to R12, i.e. to the end of this year. There are four types of solutions on the table now, i.e. 
-NAS based solution for LTE and UMTS (solution 3 in TR33.869, which merges solution 1 and 2), 
-Implicit certificate PKI solution (solution 6) which is access independent, 
-GBA based solution (solution 4) which is access independent,

-enhanced NAS based solution for UMTS and GSM/GPRS (solution 5).
Note that there is also a section for solutions to security issues in GSM/GPRS and with 2G subscribers in UMTS. There are only two kinds of solutions for it in section 7.4, i.e. NAS based solution (section 7.4.2, 7.4.3, 7.4.4, 7.4.5) and UE-controlled timer solution (section 7.4.6). This contribution is mainly for solution 1 to 6 in TR33.869. For each solution, there are several open issues and several editor’s notes to solve. There are only three meetings left this year except this meeting. If we do not push this work forward, it seems there is a risk that this work may not catch Release 12 timescale. So to get a consensus on way forward for PWS security solution is essential for this meeting.
2.2 Two out of four solutions for further study
It is more realistic to further study and compare some of the remaining solutions than to directly select a single solution from the four available. Both, the NAS based solution (solution 3) and implicit certificate PKI based solution (solution 6) have been discussed for several SA3 meetings and observations show that most people are interested in these. 
For GBA based solution (solution 4), in section 7.5.1 of current TR, it shows that solution 4 “is so far just a sketch of how a solution based on GBA could work, it is not comparable one-to-one with the solution based on NAS security. However, it gives a hint about how such a solution could work and some pros/cons can be identified.” Moreover, it depends on operator’s network deployment for whether to use this solution or not. For the terminal, it may force users to always open PS connect for the GBA application connection and add users inconvenientness. The above issues somewhat blocks this solution to be widely used for PWS. 
With regard to enhanced NAS based solution (solution 5), it is a complementary solution for UTRAN and GERAN based on solution 3. From standard point of view, although all the solutions need to make more or less modifications to the network and UE, this solution makes bigger modifications to the current security mechanism than other solutions on the table while others use the current AKA procedure and protocol flows. This solution makes changes in the mobility messages from the UE, changes to the AKA procedure and changes to context transfers between core network nodes. It seems this trade-off is beyond operator’s preference.
Although some issues remain to be solved, there seems to be more pros in NAS based solution (solution 3) and implicit certificate PKI based solution (solution 6) than the other two. 
Given that phones in many countries will need to be configured to receive PWS warning messages in GSM/GPRS for the foreseeable future, an attacker will exploit that weakness. So it is essential to select a solution used for in GSM/GPRS and with 2G subscribers in UMTS. With regard to it, there are only two kinds of solutions in section 7.4, i.e. NAS based solution (section 7.4.2, 7.4.3, 7.4.4, 7.4.5) and UE-controlled timer solution (section 7.4.6). Please note that if implicit certificate PKI based solution (solution 6) is chosen as the one, we need to analyze the trade-off and make a decision on which kind of solution to use, i.e. implicit certificate PKI based solution or UE-controlled timer solution since both can be seen as access independant. If NAS based solution is chosen as the one, we need to analyze the trade-off and make a decision on which kind of solution to use, i.e. NAS based or UE-controlled timer solution. 
3 Proposal

We kindly ask SA3 to agree the following proposals:
- To study and evaluate only two security solutions further in future, i.e. NAS based solution (solution 3) and implicit certificate PKI based solution (solution 6) and leave other solutions just it is in TR33.869. 

- Capture the decision in TR33.869.
