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Abstract of the contribution:
This contribution discusses open questions on parameters to be sent when distributing public keys or broadcasting warning messages: whether they are needed and, if so, whether and when they need to be transferred between UE and/or network elements.
1. Introduction
The current version of the TR presents several solutions (based on NAS, GBA and implicit certificates (IMPCERT)) on how to securely transfer from the CBE to the UE the public key. The discussion during the last meetings was related to algorithm choice, possible key length, whether a key (or how many) would actually fit in the message formats, and whether additional parameters need to be sent. Furthermore it was discussed how many keys could/should be simultaneously transferred. 
The following parameters, some of them with similar meaning, have been proposed so far in the protocols for NAS-based solutions. Note: a consolidation of all proposals with respect to the naming and combining into one NAS-based solution is needed; cf. our companion contribution in S3-130136.
· Solution 1: latest public key, PKSI (public key identifier), NSUC (network security use counter), signing entity ID (CBE?), SAI (signature algorithm identifier), signature
· Solution 2: two public keys (current key, next key), corresponding public key identifiers (PKIDs) (current key ID, next key ID)
· Solution 3: public key, public key ID, [next key, next key ID], CBE ID, NSUC, Signing entity ID, SAI, signature
· Solution 5: COUNT value, PWS key identity,  PWS key, MAC, authentication challenge for an enhanced AKA, enhanced authentication response EAR = KDF (KASMEU/KASMEG, other parameters)

While for the NAS-based solutions a consolidation of all proposals is needed, for GBA- and IMPCERT-based solutions further investigation may be needed to exactly describe the identifiers needed. Parameters may differ from the NAS-based solution. In particular the IMPCERT approach does not need a public key identifier since the public key is reconstructed from the implicit certificate broadcast with the warning message. For the GBA-based solution, the above mentioned parameters may be necessary as well, but there is not necessarily an impact on NAS messages, since the public key may be distributed by a NAF server via different transport means.
The questions, we believe, need to be clarified are: Which parameters need to be available in the UE to be capable of verifying a signature? Which of these parameters need to be sent to the UE with the public key? Which could be provisioned separately and/or beforehand? Which parameters need to be sent with the signed warning message? Which parameters need to be sent by the UE?
This contribution presents a pCR to TR 33.869v020 and aims at the clarification of parameters necessary to be sent or known to the UE or network entities.
2. Pseudo Change Request
*** Note to editor: reference to Section 8.3.X refers to contribution S1-130130.
*************************START OF CHANGES*********************************

8.3.3
Frequency of NAS message carrying public key

Public key may be updated when the UE firstly initiates Attach/TAU/RAU/LAU procedure to a new PLMN.

In addition, normally, the CBE rarely changes its public key. However, when this happens, there will be one key update per UE.
<REMOVE CHANGES OVER CHANGES IN THE FINAL VERSION>
Note to Editor:  ***** new text for pCR starts here ******

8.3.Y 
Discussion on parameters to be sent when distributing public keys or broadcasting warning messages

8.3.Y.1

Public key identifier (PKID)

It was suggested in several solutions to send the public key and the next public key. The advantage of keeping two keys of one signing entity at the terminal are: to facilitate the verification of a signed warning message by the UE during the period of a key change and, particularly interesting for the network operator, to reduce overload as this mechanism allows extending the key change over a longer period. If a new public key needs to be distributed, it is not possible for e.g. the MME to do this at once, a longer period is needed in which step by step public keys can get renewed. Thus, if the terminal already holds two keys, an indicator would be sufficient to notify the terminal to use the next public key. If indicated, the terminal knows it needs to deactivate the old public key, to use the next public key as the active public key and to request within a certain timeframe a new “next public key”.

There are two dimensions, on which the number of public keys in the same MME/SGSN/MSC region depends: The signing entity could decide to supply one or two public keys (active and next) and/or there could be more than one signing entity which wants to broadcast in the same MME/SGSN/MSC region. The latter multiplies the number of public keys by the number of signing entities within one region. Thus, a public key identifier may be needed to indicate in a warning message which public key the terminal should use. However, if it is easier for the UE to figure out itself, which is the active public key, an identifier may not be needed at all in the warning message.
The introduction of a public key identifier (PKID) allows the UE to determine the active public key to be used for verifying a warning message very fast. If different public keys are used among several signing entities as described above, a public key identifier could be useful as well. Furthermore, if the UE wants to indicate at registration time which public keys it has available and which one is the active one, the PKID could be used in the warning message.

Furthermore, for all NAS-based solutions the PKID is needed so that the MME/SGSN/MSC can tell from the PKID whether the UE already has the correct public key(s) or whether the public key(s) need to be distributed to the UE. In the former, only a short ACK to the UE is needed which saves a lot of bandwidth.
What could be an acceptable identifier for a public key? Its usage purpose implies a worldwide unique identification. To achieve this, a structure is needed. Note that a regulator may want to be able to act independently in assigning a part of the PKID within its authority. Thus, one could imagine a representation of a public key identifier that breaks it down to national level, e.g. a PKID could include “country + public key number” or “regulator ID + public key number” or “Region + public key number”. E.g. a regulator ID could be worldwide, European, country, state, or region specific. At minimum one authority should be able to assign a public key number without conflicting with other authorities. Furthermore the current active and the next public key need to be identifiable as well. Thus, a PKID could have an additional bit which indicates “active” or “next”.

Editor’s Note: 
It is for further study, how the structure of the PKID looks like.

The consideration on PKID is similar for NAS-based and GBA-based solutions. For the IMPCERT solution no identification mechanism is needed since the public key can be reconstructed from the implicit certificate that is always broadcast together with the warning message.

8.3.Y.2
Signing entity identifier

A signing entity identifier is an identifier proposed in one of the NAS-based solutions. If the public key has been securely distributed to UEs, a PKID should be enough for authentication. No extra signing entity identifier is needed.

However, in case there is still a need to identify the signing entity, a standardized generic structure how to present this identity should be in place. One could imagine a similar structure as done, e.g., for the PKID. 

The signing entity identifier would be used to identify a CBE. In case a signing proxy is in place, it needs to be identified accordingly. In this case, CBE identification would most likely not be needed.

Editor’s Note: 
It is for further study if a signing entity identifier is needed.

8.3.Y.3
Signature algorithm identifier (SAI)

If more than one signature algorithm is standardized, the signature algorithm identifier may be useful to ease the verification mechanism for the UE. An x-bit indicator could tell whether to use ECDSA or DSA or another algorithm, and which set of domain parameters (see 8.3.Y.4). In general, the number of algorithms should be limited as much as possible. If domain parameters are pre-installed, this identifier is not needed since the indication of the set of domain parameters implies which algorithm is to use.
8.3.Y.4
Domain parameters 

As discussed in section 8.3.X domain parameters are necessary to indicate the correct parameters, e.g., curve parameters for ECDSA. If not pre-installed, domain parameters would be sent and may be then combined with the indication for the signature algorithm identifier. 

8.3.Y.5 
Domain set indicator
If it was possible to standardize and pre-install a few sets of domain parameters, a domain set indicator should be used to signal with which set a distributed public key is associated, i.e., an x-bit indicator would be needed that would be sent together with the public key.

Editor’s Note: 
It is for further study if a domain set indicator would be acceptable as the most sufficient way of indicating pre-provisioned parameters for signature verification.

8.3.Y.6
Hash function indicator
Currently all NIST recommended ECDSA curves use SHA-1 as the hash algorithm. However, in future maybe also other hash algorithms may be in use to avoid collisions. Therefore an indicator for ‘which hash function to use’ should be available to the UE. If the hash function is known due to the algorithm used, this parameter is not needed as it would be considered to be included in the signature algorithm identity.

8.3.Y.7
NSUC (network security use counter)
The network security use counter (NSUC) was introduced as a countermeasure to replay attacks. The NSUC is used by three entities: CBE signs the warning message including the NSUC and monotonically increases the value of NSUC each time the public key is used, i.e. a fresh signed warning message is generated by the CBE. Whenever the CBE increases the NSUC the updated value of NSUC, together with the PKID, is communicated to the MME/SGSN/MSC. UE sends the NSUC to the network, such that the MME can decide whether it has to send an updated NSUC to the UE.

This counter or another freshness indicator needs to be used in all proposed public key distribution solutions, but the solutions for the IMPCERT approach and the GBA approach are ffs, cf. Editor’s notes. 
8.3.Y.8 
Conclusion

Above, all parameters included in NAS-based, GBA-based and IMPCERT-based solutions have been discussed. The following can be concluded.
NAS-based and GBA-based solutions 

It is suggested that the following parameters are sent to the UE with the public key or are pre-provisioned: 
· PKID and if used, next PKID

· NSUC
· Signature algorithm and/or domain set indicator as follows
· Domain set indicator, if domain parameters are pre-installed and there is more than one domain parameter sets, or

· Domain parameters, if not pre-installed in terminal

· SAI, if domain parameters are not pre-installed

It is suggested that the following parameters are sent with the broadcast message, i.e. the signed warning message:
· NSUC
· PKID , if more than one signing entity within one MME/SGSN/MSC area

Parameters that need to be sent by the UE:

· All PKIDs it has available (it may make sense to keep old PKIDs stored while roaming)

· NSUC, if not always sent by the network

IMPCERT solution

For the IMPCERT solution the public key can be reconstructed from the implicit certificate, which is sent together with the warning message.  Therefore PKID are not needed. 

It is suggested that the following parameters are sent with the implicit certificate broadcast message:
· NSUC or another parameter for replay protection should be included before signature generation

· Signature algorithm and/or domain set indicator as above if not limited to one with the implicit certificate approach

Note, in the implicit certificate approach, there is the broadcast channel only, i.e. the UE cannot indicate any parameters. 
*************************END OF CHANGES*********************************
















































