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1
Introduction

This contribution discusses what is the intended audience for a potential certification, evaluation or security declaration for network products. In particular, this is important to understand this since this will determine the need for acceptance or recognition of the certification or the assessment. If several different parties have an interest, we should try to find ways were one process could satisfy all these parties, to avoiding having to perform multiple certifications.
2
Analysis

Security is an important feature or property of network products. Unlike functionality or features that may be relatively easy to verify by the customer, security may be more intrinsic and may be seen both as presence of security functionality as well as the absence of any exploitable vulnerabilities. For this reason security is difficult to determine and there is often a need for some sort of developer declaration, assessment or third-party certification of security.
We see that there are the following reasons for security certification and a well-defined evaluation process.

· First there is in the interest of the vendor to ensure that the network product is secure. And the vendor has a range of assurance measures to ensure the security by having certain processes and requirements on the design, implementation and testing in place. Offering a secure product is seen as positive for the product even if there is no explicit customer requirement. That alone is usually never a basis for any certification or communally agreed evaluation process.
· Second there is that operator that may have certain business and customer interest to provide reliable and secure services. This may come from explicit customer demands, roaming parties, as well as from the need of the operator to protect its assets.

· Thirds there may also be a national interest from the national regulatory agencies (FCC, BNetzA, PTS, etc.) to meet any national standard for critical infrastructure, personal integrity as well as industry and national security interest.

Today we have seen some examples where operator or national regulatory agencies have specific demands on security and security certifications. Often these requirements originate from actual security incidents and lack of effective measures taken from vendors or operators may ultimately lead to that measures are taken by the national regulatory agencies. It is very similar to the financial industry where any failure to handle financial problems or risks will ultimately lead to regulation of the market by the national regulatory bodies, maybe without the involvement of the financial industry.
Requirements from operators
Each operator may have different experience (technical experience as well as experience of security problems) and therefore tend to favor different security standards. Operators may not primarily be interested in internationally recognized standards or accreditations, but may develop or tailor security requirements and frameworks that address their security problems.
The practical security issues and security requirements are well-known to the operators and this input is essential to ensure that the security standards actually are addressing the security issues.

If the security requirements are mainly operator driven, the security requirements may be based on the experience and problems known to that operator, different standards may be applied. By sharing this experience among the operators or using a common the 3GPP security assurance methodology, it may proactively address problems.

To avoid (the cost and effort of) repeated complete evaluations and/or certifications, it is in the interest of the vendor (and indirectly also to the operator) to do only one certification and the operators use the same security requirements. As some operators are buying equipment from different vendors, the methodologies cannot be vendor specific.

This means that the security requirements must either be internationally recognized or recognized within the business as de facto standard. The operator may also benefit from sharing a common 3GPP security assurance methodology with other operators as that may address problems which the operator might not have addressed by himself.
Requirements from the national regulatory agencies
Regulatory agencies may be driven by different mechanisms and may want to rely on the existing national or international frameworks that are available. National initiatives used to secure the critical infrastructure may be applied. Such initiatives may be considered national standards, but may not be international standards. This means that vendors and operators will have to comply with different national standards and may have to be assessed by third-party organizations operating nationally.

The security standards used also must not prevent innovation and the development of new services. It is in the interest of the vendors and operators, but may not be the main objectives of the national regulators. On the other hand, national regulators must be confident that the security standard is satisfying any national interest such as critical infrastructure and public safety. Also the acceptance of one national regulator can provide the backing for a wider international recognition among other nation regulators.
3
Conclusion

It is important to understand that different stakeholders may have different views or approaches to security and security requirements. It is important to respect and recognize these different views and at the same time find a common ground so that all stakeholders can have confidence in the security measures without having to use multiple standards and assessments. Doing so would drastically increase the cost and delay deployment of secure network products.
