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1.
Introduction

This proposal clarifies the iFire requiremen for distributed IMS architecture.
*******************************Start OF CHANGES*******************************
6.1
Functional Requirements

The solution shall

1. Support traversal of IMS services across firewalls which only allow outbound HTTP/HTTPS traffic
2. Support traversal of IMS services across firewalls which require outbound traffic to be routed through an HTTP proxy 
3. For traversal  not require changes to the Firewall 

4. Minimize changes to the UE

5. Support all the existing IMS protocols (SIP, RTP, MSRP, RTSP, HTTP…..). 

6. Support detection of IMS restrictive firewalls.

7. Be transparent to the existing IMS core
· Editor’s note: The trade-off between transparency and efficiency should be studied further for requirement 7.
8. 
9. . Be compatible to all IMS architectures allowed by existing standards, particularly the separation between user and control plane, and minimize the impacts on the architecture that uses the traversal function.

10. Allow other 3GPP Firewall traversal mechanism to exist in parallel.

11. Allow selective invocation of firewall traversal and/or security functionality introduced through the proposed solutions when needed.

12. Not break the IMS threat model

13. iFire shall not preclude the operation of non-3GPP IP access methods defined in 23.402, GAN/UMA defined in 3GPP TS 43.318 [10], or 3GPP system to Wireless Local Area Network (WLAN) interworking defined in 3GPP TS 23.234 [11].
14. The methods for iFire shall consider whether an existing IP access mechanism, such as non-3GPP IP access, GAN/UMA, or 3GPP system to Wireless Local Area Network (WLAN) interworking will traverse a firewall.
15. Support all kinds of IMS UE, both fixed and mobile.

16. Support the firewall operator’s need to make local policy decisions on traffic that is intended to traverse its firewall(s) and policy enforcement function(s).

17. Support integration with and provide access through policy architecture elements and functions including PCRF, TDF, and PCEF placed with or separately from firewall(s).

18. Support network (including mobile) operator policy enforcement objectives, such as the need to make policy decisions on traffic that passes through the network.

19. Support access through multiple firewalls and multiple policy enforcement functions placed within the traffic flow between a subscriber’s IMS application and their IMS network services.

20. Support access through NAT devices and multiple NAT(s) as may be placed within the traffic flow between a subscriber’s IMS application and their IMS network services.

21. Support access through HTTP proxies.

22. Allow a NIMSFW to detect IMS traffic shall not 

· add considerable overhead 

· nor compatibility problems,

·  nor deviate from standards, 

· nor require extensions to standard implementations to the entities communicating over a NIMSFW.

Editor’s note:
Considerable overhead needs to be defined.

The solution(s) should:

1. Consider the detectability of traffic through firewalls or other policy enforcement functions and the complexity of such detection.
*******************************END OF CHANGES*******************************
