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Abstract of the contribution: This contribution discusses the security in transmission of MTC small data and proposes to add a requirement of authenticating the UEs for MO uplink small data.
1. Analysis 

In SA2’s TR 23.887, the key issue of small data transmission becomes a main SIMTC topic in Rel-12 and many different solutions have been proposed. However, all small data transmission solutions should consider the MO small data from UEs and MT small data from SCSs, and these two types of data flow need to be processed differently. From the security point of view, it needs to not only protect the transmission of small data but also verify the source authotiry of small data. 

In current TR 33.868, it gives the security requirements of confidentiality and integrity protection for small data transfer and authentication of SCS which is the source of MT small data, however, the UE also needs to be validated to make sure that it is a valid UE and that it is authorized to send small data (i.e. valid small data subscription that is MO-enabled). 

For MO small data transmission, UE generates small data and delivers it to related SCS through operater network. The number of UEs may be large and the types of UEs vary.  If the network does not verify the UEs, a number of threats are possible. A normal UE may send fake MO small data to SCSs through operator network to get some services, or a malicious but legitimate UE which is only permited to receive small data (e.g. simple controller) may send UE MO small data to SCSs, or yet another malicious but legitimate UE which has MO small data function may deliver fake small data to SCSs with which UE has no MO small data service subscription, or millions of malicious UEs may send MO small data simultaneously to perform DoS attacks on the operator network or SCSs. These may lead to false action of SCSs, waste of network resources, waste of SCS resource, free service, wrong charging, privacy information leak from SCS, DoS attacks on Network or SCSs and so on.  
In order to prevent above potential attacks, it is necessary to verify the validity of UE’s identity and whether it is authorized to send MO small data to SCSs. In other words, the 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission.
2. Proposals 

It proposed to add the following pCR for small data transmission into TR33.868.
PCR
*************************************Begin of Change*********************************************
5.8.3 
Security requirements 
The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option.

The small data should be integrity protected (for 3G/LTE system) and may be confidentiality protected. 

Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.
The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface.
     Editor’s Note: It is ffs whether 3GPP networks need to distinguish the small data and how that can be achieved.
The 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission.
*************************************End of Change*********************************************
