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Abstract of the contribution: This document discusses the environment of functions and nodes.
1. Introduction
The question of the location of the functions and nodes was pointed in last meeting. This contribution will analyse the environment of the functions and nodes.

2. Analysis
In last meeting, it was pointed that the location of functions and nodes needed to be taken into account when deciding what definition of the term “3GPP network product”.  The environment of functions and nodes can be divided into two aspects: logically exposed location and physically exposed location. 

As for the logically location, there is another attack scenario: The attackers remotely access the interface of the nodes to achieve attack, for example: the attacker can launch traffic attack to SGi via internet. In this case, the node (e.g. PGW) needs filtering traffic requirement if there is no deployed firewall on the borders of the 3GPP network security domain.   So, we think that the logical network architecture also needs to be taken into account when deciding what definition of the term “3GPP network product”. 

3. Proposal
From above analysis, we can find that both of the physical location and the logical location in the network architecture need to be taken into account when deciding what definition of the term “3GPP network product”. The physical location and the logical location in the network architecture can be covered by the general word” environment”. So, we kindly propose the following pCR.
********************** 1st CHANGE ***************************
4.1.3
Environment of functions and nodes

Physical  location of functions and nodes

3GPP functions in the core network have traditionally been considered to be placed in secure location. Their location are considered trusted to not be physically accessible to attackers. Functions and nodes physically located in secure locations, such as in the core network, still must be considered to be safe from physical tampering. The requirements on functions/nodes in the RAN may in most cases not make this assumption.

A problem here is that functions may be located in both the core network and in the RAN depending on implementation. Therefore more than one type of SAS may apply to a single function (if that is the chosen target) depending on the deployment of the function. For example, one SAS module could describe requirements for only the physical protection of a function/node, whereas a second SAS module may describe the requirements for only the function provided. If the node is built to be located in an physically vulnerable location then the first SAS and the second SAS are applied. If the node is built to be located in physically secure location, then only the second SAS is applied
If requirements are put on a high enough abstraction level they will be independent of the location. However, it is likely that requirements would be sufficiently detailed to make the physical location important. For example, RNCs located in so called exposed locations are required to implement IPsec to protect the backhaul like just like eNBs, whereas when the RNC is not in an exposed location the requirement on IPsec would not be cost effective.  

Logical location of functions/nodes in the network architecture
3GPP functions on the borders of the 3GPP network security domain can be considered to be placed in a more hostile location than nodes assumed only to be accessible from within the network security domain.  For example, the PGW can be attacked by the attackers via internet, the filtering traffic requirement is needed for PGW if there is no deployed firewall. It is likely that requirements would be sufficiently detailed to make the logical network architecture important.
From the above analysis, the environment (i.e. physical location and the logical network location) needs to be taken into account when deciding the definition of the term "3GPP network product".
**********************END OF CHANGE***************************

