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1. Overall Description:

SA3 would like to thank SA1 for their LS on PWS Security Requirements. 

There was discussion in SA3 about the intentions of the security requirements:
Where regional or national regulations allow, the integrity of the Warning Notification shall be protected. 

Where regional or national regulations allow, the PWS shall protect against false Warning Notification messages.

Note 1:
These requirements are subject to regulatory policies.

SA3 interpreted this text such that integrity protection and protection against false warning message are mandatory to deploy when explicitly required by regional or national regulation and warning messages are not protected only when explicitly disallowed by regional and national regulation. 
However, SA3 couldn’t agree on an interpretation of what is mandatory when regulation doesn’t make any provision. These default setting could be interpreted in different ways, which may lead to situations, where due to default settings warning messages are not received.
SA3 is concerned that any default in 3GPP specification would amount to 3GPP making a decision between the impact of protection from false warning messages and the potential of warning messages not being received because of failed security checks. SA3 believes that the local regulator shall decide this tradeoff.
SA3 would like to ask SA1 to clarify which protection is mandatory to provide on messages if no explicit requirement on protection is stated by regional or national regulations. SA3 is interested in understanding which requirements are placed on (1) UEs and (2) network elements in terms of implementing support for protection, and (3) on network operation in terms of applying the protection.

2. Actions:

To SA1 group.
ACTION: 
SA3 asks SA1 to clarify the requirements and rephrase the appropriate section of TS22.268 accordingly.
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