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1
Introduction
The SA#68 contribution S3-120722 discusses issues with MIKEY-TICKET support of deferred delivery and concludes that MIKEY-TICKET cannot support deferred delivery. What the authors do not mention however is that there are two  types of deferred delivery:
· Deferred delivery of end-to-end protected media (i.e. SRTP or MSRP)

· Deferred delivery of end-to-end protected immediate message (i.e. SIP message with S/MIME body)
The goal of this paper is to explain why the MIKEY-TICKET based solution for immediate messaging in TR 33.829 works in the deferred delivery case. Deferred delivery of media is more problematic
 and is out of scope for this paper.
2
Deferred delivery of SIP MESSAGEs protected using MIKEY-TICKET 
The MIKEY-TICKET based solution for immediate messaging is described in clause 8.3.1.1 of TR 33.829. Basically, the initiator protects the body of the SIP MESSAGE with S/MIME and transports the key inside a TRANSFER_INIT message. When the responder receives the SIP MESSAGE (possibly much later in time) it extracts the TRANSFER_INIT message and uses the contained key to decrypt the body. No TRANSFER_RESP message is sent back to the initiator (this is a difference compared to end-to-end protection of media). 
S3-120722 mentions two problem with using MIKEY-TICKET in a deferred delivery scenario:
· The TRANSFER_INIT message will be rejected by the responder since the timestamp is outdated

· The responder cannot send a TRANSFER_RESP message back to the initiator (e.g. if the initiator is no longer online when the TRANSFER_INIT message arrives )

The second problem does not apply in the case of immediate messaging since TRANSFER_RESP is not used. To cope with the first problem  it is suggested to use a modified replay cache which doesn’t enforce any strict time window. The replay cache would accept a new entry as long as the cache is not full or if the entry is more recent than the oldest entry (determined from the message timestamp). If the cache is full and the oldest entry is older, the oldest entry is deleted and the new entry is inserted. With this strategy a message that is, say, several weeks old would still be accepted as long as there is at least one message in the replay cache that is older.
There are a couple of things that can be done to reduce the likelihood that a message is rejected by the modified replay cache.  First of all, the AS that holds the deferred messages can make sure to deliver the messages in order, starting with the oldest one. By doing this the responder would be able to successfully receive all messages with only a one-entry replay cache. Of course, other parties may be sending protected messages to the responder at the same time as the AS. To be able to still accept the messages from the AS one would have to increase the size of the replay cache.
For example, let’s assume the responder goes back online and that it takes the AS one hour to deliver all the deferred messages.  If the replay cache has a size of 1 MB and the size of a cache entry is 4 + 20 B (timestamp + sha1 hash), the responder could receive approximately 
10^6 / (4 + 20) 
[image: image1.wmf]»

 10^6 / 25 = 40000 messages

from other parties during the one hour period and still be able to accept all messages. This shows that deferred delivery of immediate message works is possible and that messages will be only be rejected under very unusual circumstances when there is extreme message intensity.
2
Proposal
The proposal is to undo the changes to TR 33.829 introduced in S3-120724 (the pCR accompanying the discussion paper S3-120722). It is also suggested to remove the editor’s note on deferred delivery of immediate messages in Clause 8.1.2 of TR 33.829.
3
pCR

************* START OF CHANGE 1 ***************
8.1.2
Immediate security observations

-
For immediate message e2ae security and even hop-by-hop security covering the whole signalling path is already standardized (SIP security).  To accomplish e2e security in the same way as for RTP-based media some type of application layer security e.g. an enhanced version of S/MIME is needed.

-
For immediate message the key management signalling has to be half-roundtrip (i.e. no negotiation). The key management signalling could be transferred in a SIP header or in the SIP body.

- 
The solution should also support sending of messages to multiple recipients. 


-
For session-based messaging (MSRP), e2ae, hop-by-hop security could be achieved by using TLS. If no application servers are involved then TLS may provide end to end security.To accomplish e2e security in the same way as for RTP-based services e.g. an enhanced version of S/MIME is needed.  

-
For MSRP, the key management is not limited to half-round trip and can therefore include some negotiation. For TLS, the key management could be transferred in a SIP header. Some extra per-message information may also be needed in the MSRP body. For end-to-end security, the credentials for key management could be transferred in a MSRP header or in the MSRP body with an appropriate MIME type (e.g. application/mikey).

-
For session-based messaging conferencing, an end-to-end security solution may use a group key. As the architecture for session-based messaging conferencing and ordinary voice conferences are similar, they could eventually use similar security solutions. However, in contrast to voice, messages may typically not require mixing, i.e. there may be less need for cleartext media access by the conference server.

-
MSRP is also used for services like file transfer and image share. A solution for secure MSRP should therefore also take requirements for such services into consideration. 

************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
8.3.1.1.2
UE receives a SIP MESSAGE

Upon receipt of a protected SIP MESSAGE, the UE extracts the protected content and hands it over to S/MIME for integrity verification and decryption. The responder also checks if the sender identity reported back by S/MIME matches the identity contained in the From header field. In case the identities differ, the S/MIME identity takes precedence and must be displayed to the user. As described above, this may happen when a list server re-encrypts the content but leaves the From header field intact. The same thing happens when a list server adds its own protected content to a forwarded message (for example the identities of the other recipients). Otherwise the handling is as described in clause 5.3.1.3 of TS 24.247 [9].

To accommodate deferred delivery with MICKEY-TICKET by using a replay cache for TRANSFER_INIT messages which does not enforce any message age restriction (this is not required either by [19]). The replay cache would accept a new entry as long as the cache is not full or if the entry is more recent than the oldest entry (determined from the message timestamp). If the cache is full and the oldest entry is older, the oldest entry is deleted and the new entry is inserted. Furthermore, the size of the cache must be adjusted according to the expected message intensity and the offline time (i.e. the period during which the UE is unreachable). The AS can also reduce the likelihood that a valid message gets rejected by delivering all the deferred messages in order, starting with the oldest one. However, even with the increased cache size, in case of high volume of messages or extended offline time the entry may not be found in the cache and needs to be dropped at the UE due to the outdated Timestamp. 

************* END OF CHANGE 2 ***************
�Deferred delivery of media is problematic since the initiator  is unaware that the responder is offline  and expects to receive a TRANSFER_RESP message back. A solution would most likely require additional signaling and new types of tickets.
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