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Abstract:

This LS is about a proposal in SA3 to modify a procedure for changing certain cryptographic keys while the UE is in connected mode. This LS is meant to solicit views from CT1 and RAN2 on this matter. These views would be desired as an input for a decision by SA3.

1. Overview:

At their meeting #69, SA3 discussed a proposal to introduce KeNB re-keying without a change of KASME. The current specifications only address the case of KeNB re-keying in conjunction with a change of KASME, cf. TS 33.401, clause 7.2.9.2. The advantage of the modified procedure would be avoiding to have to first contact the HSS and run an AKA procedure. 
The current view of SA3 is that the proposed KeNB re-keying without a change of KASME would require only changes in the MME, but not in the UE nor in the eNB. The reason why changes to the specifications are seen as necessary nevertheless is that existing text in TSs 33.401, 24.301, and 36.331, seems to tie KeNB re-keying to a change of KASME. (More on this can be found in the Reason for Change of the attached draft CR in S3-121171.) 

The changes to TS 33.401 that were proposed to, but not agreed by, SA3#69 can be seen from the two attached draft CRs, which are explained in section 2 below. The resulting changes to TS 24.301 and TS 36.331 that have so far been identified by SA3 are listed in sections 3 and 4 below. 
2. Proposed changes to TS 33.401:

a) The attached draft CR in S3-121171 removes text that would – unnecessarily - tie the KeNB re-keying procedure to a change of KASME. 
b) The attached draft CR in S3-121172 adds the case of KeNB re-keying without a change of KASME. The main required change is pointing out that, if the KASME remains unchanged, then a new NAS Security Mode Command procedure needs to be run prior to the KeNB re-keying. This is so because, in KeNB re-keying, a new KeNB is derived from only two input parameters, the current KASME and the parameter ‘uplink NAS COUNT used in the latest NAS Security Mode Complete message’. As KASME does not change the second parameter needs to change through a new run of NAS SMC to obtain a fresh KeNB.  
3. Possible changes to TS 24.301 identified so far by SA3:

TS 24.301, clause 5.4.3.1, lists the purposes of the NAS Security Mode Control procedure. The purpose of running a NAS SMC just for updating the parameter ‘uplink NAS COUNT used in the latest NAS Security Mode Complete message’ (cf. section 2b) of this LS) is not listed in this clause and would have to be added.
4. Possible changes to TS 36.331 identified so far by SA3:

a) In TS 36.331, clause 5.3.5.4
 on “Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)”, the word ‘fresh’ would have to be deleted in the sentence 
“2>
update the KeNB key based on the fresh KASME key taken into use with the previous successful NAS SMC procedure, as specified in TS 33.401 [32];”. This corresponds to the change to TS 33.401 explained in section 2a) of this LS. An explanatory NOTE may be added to help people who compare old and new versions of TS 36.331.
b) In TS 36.331, clause 6.2.2 on “Message definitions”, the word ‘native’ would have to be deleted from the text explaining the keyChangeIndicator: “true is used only in an intra-cell handover when a KeNB key is derived from a native KASME key taken into use through the successful NAS SMC, as described in TS 33.401 [32] for KeNB re-keying…”. This is so because the current KASME used in KeNB re-keying without a change of KASME is not necessarily native. 
5. Actions:

To CT1 and RAN2 groups.

ACTION: 
CT1 and RAN2 are kindly asked to provide feedback on the material in sections 1 through 4 of the present LS and, in particular, on the question whether you see any impact on the UE.
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