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Abstract of the contribution:

Proposes to update the first four clauses of draft TR 33.sso in accordance with the approved SSO requirements in TS 22.101 v12.2.0.
The content of this PCR is the same as in S3-121066. The difference between previously submitted S3-121066 and this contribution is in the revision marks which are absent in S3-121066.
Introduction
Normative requirements for SSO were approved for inclusion in TS 22.101 (Service principles) during SA#57.  Thus, it is necessary to update the initial clauses in TR 33.sso to reflect this fact.
+++ Begin Change 1 +++

1
Scope

The present study investigates the security aspects of the service requirements specified by SA1 in TS 22.101 [11], as well as the use cases identified in their study (TR 22.895) on the integration of SSO frameworks with 3GPP networks for various operator authentication configurations (e.g. configurations using GBA or not using GBA).


In particular, this study evaluates existing interworking solutions between SSO frameworks and 3GPP authentication mechanisms against the findings of the SA1 service requirements and study. The study is not limited to evaluation of existing interworking solutions and new interworking solutions may be developed as appropriate. 

The study covers the security requirements to enable the operator to become the preferred SSO Identity Provider by allowing the usage of credentials on the UE for SSO services, as well as ways for the 3GPP operator to leverage its trust framework and its reliable and robust secure credential handling infra-structure to provide SSO service based on operator-controlled credentials.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 22.895: "Study on Service aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms".

[3]
3GPP TR 33.980: "Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Service Framework (ID-WSF) and the Generic Authentication Architecture (GAA)".

[4]
3GPP TR 33.924: "Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking".

[5]
3GPP TR 33.804: "Single Sign On Application Security for Common IMS – based on SIP Digest".

[6]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[7]
3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[8]
3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[9]
OpenID Foundation "OpenID Authentication 2.0", http://openid.net/.

[10]
3GPP TS 33.222, “Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)“
[xx]
3GPP TS 22.101, “Service aspects; Service principles”.
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.101 [11] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1], TS 22.101 [11] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Relation of the present study to other related work in 3GPP


Other SSO related work in 3GPP

Completed SA1 work

-
SSO requirements, TS 22.101 [xx];

-
Study on integration of SSO frameworks with 3GPP, TR 22.895[2].
Completed SA3 work

-
Liberty - GBA interworking, TR 33.980 [3];

-
OpenID – GBA interworking, TR 33.924 [4].


-
SSO with SIP Digest, TR 33.804 [5].  

What is the relation of this study to other work in 3GPP

This study should evaluate the completed and ongoing SA3 SSO work against the use cases and service requirements identified bySA1.  

All input in this study should have a clear relation to the SA1 “parent” study, i.e. to a related use case or service requirement.
In particular existing solutions in other SA3 specifications are evaluated and new ones should be proposed only if the findings in SA1 point that an existing solution would not meet the SA1 findings. 

In particular the ongoing SSO SIP Digest study should describe the technical solutions for SIP Digest-based SSO and only the relevant aspects related to the SA1 requirements should be evaluated in the present study.  

--- End Change 1 ---

