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Abstract of the contribution: This contribution provides a comparison with between solution 5 and other solutions in the PWS Security TR
Discussion

It is proposed that SA3 approve the following pCR for inclusion into TR 33.869.

Proposed pCR
***** FIRST CHANGE ****
7.6.1
High level solution discussion 

This solution is for both UTRAN and GERAN and is motivated by the desire to protect the delivery of PWS keys from the core network to reduce the risk of compromised RAN nodes. The proposed solution is designed to work with a current USIM and only require changes in the ME and core network node of the serving network. This ensures that if serving network wants to use secured PWS messages, then any roaming users with handsets that support the functionality will be able to receive the warning messages. The solution currently focuses only on subscriptions with USIM. This is because with a SIM, it will always be possible to replay a particular challenge to the UE and hence if the Kc for one challenge can be obtained then it will be possible to send a false PWS key to a UE. Adding some of the functionality described in this solution to the SIM case will avoid some of the ways that an attacker could get a false key onto a UE. Such enhancements may be worth deploying but some more analysis needs to be done on the issue. 



Editor’s note: Extending this solution to the SIM is FFS.

The proposed solution uses part of solution 2 in the UTRAN KH  (see TR 33.859 [aa]) to generate a root key that remains in the core network (note: the rest of that solution, e.g. providing a fresh key at idle to active is not needed here). From the key and the COUNT values used to ensure a fresh key, the UE and core network node can generate a key when needed to protect the delivery of the PWS key. 

In addition the solution needs to provide a mechanism to ensure that the root key (or keys that could derive the root key) never leave the core network. This is provided by the following three bits of functionality. Firstly, the UE with a USIM will never accept a PWS key protected by a security context generated by a run of GSM AKA. In general, this could happen with a pre-Rel 99 VLR/SGSN or an ME that does not support the ME to USIM interface (see TS 33.102 [2]). Both these cases can be ruled out for PWS security and hence there is no need to fall back to GSM AKA for the protection of PWS keys. This prevents an attacker forcing a UE to fall back to GSM AKA in order to be able to deliver a false PWS key. 

Secondly, in response to a challenge requesting it to establish the enhanced security context, the UE does not respond with RES but rather with an enhanced response derived from CK and IK. When the core network receives such a response, it will not release CK and IK to the RAN nodes. Similarly, the UE will only accept PWS keys when protected using a security context where it returned the enhanced response. This means that an attacker that breaks into a RAN node would not be able to get CK and IK unless RES can be provided to the core network. An attacker deploying a false GSM base station could get 32 bit of information about RES due to the way that the GSM response is calculated from the UMTS response (X) RES (see TS 33.102 [bb]). Hence the level of security provided by this is 32 bits less the length of (X)RES. Milenage (see TS 35.206 [cc]) uses a 64 bit (X)RES and hence a USIM using standard Milenage would get 32 bit of security from this. 

Thirdly, an AMF bit is assigned and when that bit is set a UE will not use the security context derived from such an AV to protect the delivery of PWS keys. A core network node that wishes to send PWS keys to a UE shall inform the HSS that it intends to use the AV to generate a security context that will protect the delivery of PWS keys. This means that a HSS can control which core network can receives AVs that can be used to provide protection of PWS keys. If the HSS sends an AV with the AMF bit set to all other nodes, this means that it is not possible for an attacker to get CK and IK unless it breaks into a core network node. This functionality would be optional to implement in the HSS. It should be noted that by having the AMF bit set to mean that the AV can be used for PWS security would require a change in the home network before a roaming UE could receive PWS keys and would be against the design principle of the solution.

In summary the above solution provides a NAS level solution to protecting the delivery where the home operator has control over the level of security that is provided to each UE. 

Editor’s note: A comparison of this solution with the other solutions, especially the GBA approach, is needed.
**** NEXT CHANGE *****

7.6.3
Comparison with other solutions 

In some ways solution 4 using GBA and solution 5 are similar in that they both use a run of the relevant 3GPP authentication algorithm to generate keying material to protect the deliver y of PWS keys to the subscriber. The solutions differ in that solution 4 proposes to deliver the keys from an application outside the 3GPP access networks whereas solution 5 proposes that the PWS keys are delivered by the core network nodes in the 3GPP access networks. When delivering the keys directly from the UTRAN/GERAN core network nodes, there seemed no value in replicating the full GBA architecture as this would require the relevant core network node to act as a BSF and support the Zn interface when keying material for the protection of PWS keys can easily be derived directly from the authentication between the UE and core network node. Furthermore a GBA based solution requires the home network to deploy a BSF whereas with solution 5 only the core network node in the serving network and the UE need to be changed. For 2G subscribers, the GBA based solution provides a higher level of security due to the certificate based network authentication. 
When comparing against the solution in clauses 7.1 to 7.4, solution 5 provides a higher level of security for the delivery of PWS keys over UTRAN/GERAN due to the fact the PWS keys is protected from the core network by keys that do not leave the core network. This is particularly true for subscriptions with USIM where the authentication can not be replayed. The cost of this gain is some additional complexity in the NAS signalling. 
**** END OF CHANGES ****

