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Abstract of the contribution:
This contribution contains an evaluation of the solutions in clause 7.4 of the TR entitled “Solutions to security issues in GSM/GPRS”.  
1. Introduction
Section 2 of this contribution presents a pCR to TR 33.869v010. The pCR is to reflect the findings of a review of clause 7.4 of the TR entitled “Solutions to security issues in GSM/GPRS”. It is proposed to include the pCR in a new subclause 7.8.x.
Main conclusions: 

· None of the proposed GSM enhancements for the purposes of PWS really solves the problem.
· Forbidding to accept key updates when connected over GERAN seems to help to some extent for subscribers with a USIM, but there may be concerns about the practicality of the scheme.   

2. Pseudo Change Request
*************************START OF CHANGES*********************************

7.8.x
Evaluation of solutions to security issues in GSM/GPRS
7.8.x.1
General
We first describe basic forms of attack here and then evaluate how the solutions proposed in clause 7.4 are suited to mitigate these attacks. 

The basic attack an attacker can perform in GERAN access networks is first distributing a false public key, for which the attacker knows the corresponding private key, to victim UEs and then send false warning messages signed with this private key, e.g. in order to create a panic in a crowded place. The difficult part is feeding sufficiently many UEs the false public key; once this has been done the signing and broadcasting of false warning messages is straightforward. So, this clause concentrates on the distribution of false public keys. 

The main tool for the attacker is a false base station. Once the attacker has managed to make a UE camp on the false base station the attacker can enforce unciphered communication by simply not sending a Cipher Mode command or setting the algorithm to A5/0 or GEA0. The attacker has to also simulate a communication with the GSM/GPRS core network. This is the easiest form of the attack as the attacker can then feed the false public key unciphered. 

But even if the communication was ciphered the attacker could still feed a false public key to the UE if the attacker managed to play a man in the middle (Mitm) between UE and BTS or UE and SGSN. In this variant of the attack, the attacker just forwards the communication between UE and network unchanged, with one exception: it modifies the ciphered public key sent from the MSC or SGSN in such way that the attacker’s own public key is delivered to the UE in a ciphered way. The attacker can do this, if the attacker can play Mitm, because 2G uses stream ciphers, the public key is known, the position of the ciphered public key in a LAU/RAU message is known, and the error detecting code is linear; hence the public key can be modified by a Mitm even when the message is ciphered by XOR-ing the delta between the genuine and the false public key to the ciphered public key and adjusting the error detecting code. 
7.8.x.2
Re-use current GSM/GPRS security mechanism with initiating ciphering
This solution is described in clause 7.4.2. 

a) The protection by the basic variant described at the start of clause 7.4.2 seems to consist in mandating the network to switch ciphering on. But this does not help if an attacker with a false base station attack, as described in clause 7.8.x.1, can enforce NULL encryption. Ciphering would only help if a UE rejected LAU/RAU messages without encryption. But this concept of rejection of unciphered calls has been discussed in 3GPP for at least ten years and not found feasible (e.g. because of problems with roaming). But even if rejection of unciphered communication by the UE could be mandated the Mitm attack from 7.8.x.1 would still apply. So, this basic variant offers at most marginally better protection than unciphered communication as far as PWS is concerned.

b) A variant of this solution in clause 7.4.2 is entitled “Only cipher LAU/ RAU ACCEPT with UP still remaining unencrypted”. The same arguments as against the basic variant, cf. a) above, apply. Furthermore, only ciphering LAU would be difficult as, in the CS domain, ciphering is done in the BTS, so the BTS would have to parse the signalling to identify LAU ACCEPT messages. The latter argument would also apply to other forms of partial ciphering, e.g. ciphering only the public key. I.e. all forms of partial ciphering would require changes to the BTS in GSM. This is considered unwelcome due to the involved cost. 

c) The final subheading in clause 7.4.2 “Not initiating ciphering in the whole GSM/GPRS system” somehow contradicts the overall heading of clause 7.4.2. This variant discusses the security when ciphering is not applied. The considerations have indeed some merit as the NAS-based solutions add a margin of security by the mere fact that (1) public keys are distributed over a separate channel from warning messages, (2) NAS messages provide a periodic check whether the public key is the correct one, (3) it may be difficult to set up powerful false base stations in crowded places without being noticed. Still, the added security margin may be insufficient to discourage a well-prepared attacker with considerable resources, so, variant c) on its own may not be good enough (but this is a matter of trade off). 

7.8.x.3
Enhanced integrity protection mechanism for GSM /GPRS
This solution is described in clause 7.4.3. 

It is proposed there to derive an integrity key Kmac from the ciphering key Kc. But, for 2G subscribers, an attacker can use a false base station and enforce a weak encryption algorithm, to obtain a valid GSM triplet (RAND, RES, Kc). This triplet can then be used in the next attempt to communicate with the UE using a Kmac derived from Kc. Furthermore, it is not clear from the description whether the integrity protection would, in the CS domain, be applied in the BTS or in the MSC. Burdening the BTS with this task would be an unwelcome change due to the cost, and adding integrity to the MSC would be a significant architectural change as cryptographic protection would then be split over base station and core network entities. 

7.8.x.4
Limiting key updates in GSM/GPRS
This solution is described in clause 7.4.4. 

Clause 7.4.4 already contains a piece of evaluation: “…introduce some kind of enhanced GSM/GPRS security context. … seems unjustified just for PWS”. This seems in line with the findings in clause 7.8.x.3.

The alternative solution presented in clause 7.4.4 is, for “UMTS or LTE capable UEs”, to refuse accepting a key change while accessing the network over GERAN. This should rather read, ‘for subscribers with a USIM’, in view of the fact that 2G subscribers may also access UTRAN and are also vulnerable over UTRAN. Furthermore, as explained in clause 7.4.4, a user could have GERAN access for weeks, so it seems difficult to determine the right period after which the private key corresponding to a newly distributed public key can be taken into use for signing warning messages. If this period is up and the user is still in GERAN he may not be able to accept genuine warning messages. Finally, this proposal seems not well compatible with fast public key change, required e.g. in cases of a key compromise. But the solution has the merit of being simple and enhancing security for subscribers with a USIM in the absence of other countermeasures. 

7.8.x.5
Mechanisms of NAS solution for GSM/GPRS
This solution is described in clause 7.4.5. It contains two mechanisms. 

The first mechanism is quite similar to the solution clause 7.4.4, cf. evaluation there. 

The second mechanism consists in sending periodic test warning messages so that the UE can check whether it has the right public key by verifying these test messages. But this approach would not help against the false base station attack described in clause 7.8.x.1: an attacker would be able to distribute false public keys and broadcast false test warning messages because the attacker would also know the corresponding private key. And if the UE received test warning messages verifiable with the correct public key shortly before or after receiving the false public key it would still accept or keep the false key as a UE may keep, according to the concept of NAS-based public key distribution, two public keys, a current one and one for future use. Once the distribution of false public keys was complete the attacker could start sending false serious warning messages, and not only test messages. 
***************************** END OF CHANGES*********************
















































