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1
Introduction
With any of the proposed solutions in TR 33.869, a compromised CBE signing key would unavoidably provide an attacker with the opportunity to forge warning messages within the area of that CBE, until the corresponding public key is somehow taken out of use in the UE. 

This pCR discusses the impact of such a compromise in solution 6 (implicite certificates) and suggests as an editorial note, that countermeasures limiting the geographical area impacted by a signing key compromise are ffs.
It is proposed that the following pCR is agreed for inclusion in TR 33.869. 
2
pCR

**************************START OF CHANGES**********************

7.7.3.3
PWS Security Contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming a ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively. In total this comes to 71-bytes leaving 4 spare bytes for additional fields such as timestamp, CA identity, etc.
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Figure 7.7.3.3 PWS Security Content

Editor’s Note: Using ECQV, the UE must compute the Message Signers Public key using the implicit certificate. Computational impact on UE is FFS.

Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.

Keyed-MAC Signature Verification
INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

If MAC’ = MAC then return VALID, else return INVALID.
Editor’s note: Countermeasures limiting the geographical area impacted by a signing key compromise are ffs. 

**************************NEXT CHANGE*********************

7.8
Evaluation of different solutions

7.8.X
Solution 6

7.8.X.z
Impact of signing key compromise
With any of the proposed solutions, a compromised CBE signing key would unavoidably provide an attacker with the opportunity to forge warning messages within the area of that CBE, until the corresponding public key is somehow taken out of use in the UE. 

However, in solution 6 a UE can use a pre-provisioned public key of any of the CAs to accept a signed warning message as long as the implicit certificate accompanying the message can be verified. 

This implies that a compromised signing key of any CBE in the world can be used by an attacker to forge warning messages that would be accepted by any UE anywhere else in the world, unless countermeasures limiting the geographical area impacted by a CBE signing key compromise are employed. Similar considerations apply to the compromise of a CA signing key, except that they may be rarer, but the consequences would be more severe.

**************************END OF CHANGES**********************
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