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1
Introduction
In SA3#68 the pCR S3-120749 was approved. It outlines the usage of a network security usage counter (NSUC) in solutions 1 and 3 in order to avoid the replay of messages. The same replay protection mechanism should, in principle, be applicable to the other NAS-based solutions, 2 and 5. 
For solution 4 (based on GBA), a general replay protection mechanism has not been provided, but one of the security mechanism mentioned there is the Generic Push Layer (GPL, cf. TS 33.224), which has an inbuilt replay protection mechanism. We therefore suggest adding an Editor’s Note to solution 4 in clause 7.5.2 that a replay protection mechanism needs to be provided if GPL is not used.
For solution 6 (based on implicit certificates), a replay protection mechanism has not been provided either.  This pCR describes how the replay attack would work for solution 6 and notes that the attack would impact a larger geographical area than for the other solutions. We suggest adding this evalution to clause 7.8 and a corresponding Editor’s Note to clause 7.7.7.3. 
It is proposed that the following pCR is agreed for inclusion in TR 33.869. 
2
pCR

**************************START OF CHANGES**********************

7.5.2
GBA based protection of public key distribution

On a high level a GBA based solution would work something along these lines:

1.
After registering with the network, the terminal performs a GBA Ub bootstrap or the network establishes a Ks_NAF using GBA Push using some form of transport for the GBA related traffic. The transport could for example be over a packet switched data bearer, SMS, USSD, or even using NAS messages.

2.
A NAF pushes the public key(s) to the terminal protected by Generic Push Layer or some other protocol. Alternatively, the terminal pulls the public key(s) from the NAF, e.g., via HTTP. Also here the transport for the messages can be any of several options, SMS, USSD etc.

3.
In case a terminal is without a public key for warning message verification for some reason, it can bootstrap via Ub and pull the public key from the NAF. The network need to provide the terminal with information about which is the current key (e.g., by including the current key identity in some SIB, by the terminal receiving or requesting the identity of the current key from some server).


A NAF, as defined in the GBA architecture, assumes the task of distributing the PWS public keys (called ‘PWS key center’).

Editor’s note: it is ffs whether this NAF is part of CBC, CBE, or is a standalone entity. 

Editor’s note: If the Generic Push Layer is not used a separate replay protection mechanism needs to be provided. 
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1.
UE becomes aware that it does not have the correct key.
2.
If the UE doesn’t have the new public key, it will request the key from the NAF acting as PWS key center.

3.
The GBA procedure is performed among the UE, the BSF and the NAF with the result the UE and the PWS key center share a key Ks_NAF.

4.
The new public key protected by Ks_NAF is sent to the UE.

   Editor’s note: Overload control for the PWS key center is ffs.
**************************NEXT CHANGE*********************

7.7.3.3
PWS Security Contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming a ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively. In total this comes to 71-bytes leaving 4 spare bytes for additional fields such as timestamp, CA identity, etc.
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Figure 7.7.3.3 PWS Security Content

Editor’s Note: Using ECQV, the UE must compute the Message Signers Public key using the implicit certificate. Computational impact on UE is FFS.

Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.

Keyed-MAC Signature Verification
INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

If MAC’ = MAC then return VALID, else return INVALID.
Editor’s note: The replay protection mechanism is ffs. 
**************************NEXT CHANGE*********************

7.8
Evaluation of different solutions

7.8.X
Solution 6

7.8.X.y
Replay attack description and analysis

A warning message (with a digital signature and implicit certificate) is broadcast in region X using any 3GPP radio technology. The attacker takes the publicly available warning message and initiates that it is sent again in another region Y. 
In solution 6 a UE is pre-provisioned with a valid set of the public keys of several global CAs. The UE is able to successfully verify and accept warning messages as long as the certificate can be verified. Thus, a warning message that was determined for reception in region X can also be verified and accepted by a terminal located in any other region Y. 

If a genuine warning message is received in a region which has no disaster but could actually have the same source of disaster (e.g. a region which also has a power plant) the attacker can achieve a panic situation.
In the case of the implicit certificate PKI solution the replayed warning messages would be accepted globally unless further countermeasures are taken. In the NAS-based solutions and the GBA-based solutions, the geographical area impacted by a potential replay attack is smaller because the terminals receive the public key in a one-to-one relation from an operator or a network application server, which involves security procedures that bind the public key to a certain CBE area.
**************************END OF CHANGES**********************
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