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Abstract of the contribution:
This contribution introduces an editorial note on signature algorithm choice and domain parameters used. Flexible domain parameters could block roamers from verifying a signature or create performance problems as the size of parameters that would have to be distributed would become quite large. An explicit decision needs to be made whether a small number of domain parameters for DSA or ECDSA is to be standardized.
1
Introduction
1.1 Problem addressed

PWS security will be defined for users in home networks and for roaming users in visited networks. It needs to be decided whether the domain parameters, associated with a private/public key pair used for digital signature generation and verification, should be fixed globally or whether additional parameters need to be negotiated when distributing the public key over a separate channel or sending it with the signed message. We are under the impression that it was tacitly assumed for the current work on PWS security that a small set of domain parameters would be standardised by 3GPP, but this is not documented in TR 33.869 and needs to be made explicit. If the domain parameters were not fixed globally, it could block roamers from verifying a signature or create performance problems as the size of parameters that would have to be distributed would become quite large. It is proposed to add an editorial note that this issue is for further study.

1.2 Background information, quoted from [X1]:

DSA (and ECDSA) require that the private/public key pairs used for digital signature generation and verification be generated with respect to a particular set of domain parameters. These domain parameters may be common to a group of users and may be public.
Although domain parameters may be public information, they shall be managed so that the correct correspondence between a given key pair and its set of domain parameters is maintained for all parties that use the key pair. A set of domain parameters may remain fixed for an extended time period.

· Domain parameters for DSA are the integers p, q, and g, and optionally, the domain_parameter_seed and counter that were used to generate p and q (i.e., the full set of domain parameters is 
(p, q, g {, domain_parameter_seed, counter})) ([X1], Section 4.3).

The integers p and q shall be generated as specified in [X1] (Appendix A.1). The input to the generation process is the selected values of L and N (see [X1], Section 4.2); the output of the generation process is the values for p and q, and optionally, the values of the domain_parameter_seed and counter. 
· Domain parameters for ECDSA are of the form (q, FR, a, b {, domain_parameter_seed}, G, n, h), where q is the field size; FR is an indication of the basis used; a and b are two field elements that define the equation of the curve; domain_parameter_seed is the domain parameter seed and is an optional bit string that is present if the elliptic curve was randomly generated in a verifiable fashion, G is a base point of prime order on the curve (i.e., G = (xG, yG)), n is the order of the point G, and h is the cofactor (which is equal to the order of the curve divided by n). ECDSA is defined for two arithmetic fields and NIST recommends three types of curves ([X1], Section 6.1)).

Each digital signature key pair shall be correctly associated with one specific set of domain parameters (e.g., by a public key certificate that identifies the domain parameters associated with the public key ([X1], Sections 4.3.2 and 6.1.2). 
It is proposed that the following pCR is agreed for inclusion in TR 33.869. 

2
pCR

***********************START  OF CHANGES*************************************

6.2.3
Algorithm Agility of PWS

The network should indicate to UE which algorithm to be used. By this way, UE can obtain signature algorithm and know which signature key should be used to verify the signature of PWS Warning Notifications.

Editor’s Note: It should avoid negotiation of security information during PWS warning.

An n-bit identifier is allocated to identify the signature algorithm with the following algorithm defined in table 6.2.3.1.

Table 6.2.3.1 Signature algorithms

	Value
	Signature algorithm

	0
	128-ECDSA

	1
	128-DSA

	2-2n
	For further use


It has been agreed to limit the number of standardized algorithms to at most the two algorithms listed above. If companies or governments wants to use the “For further use”-range, the registration of new signature algorithms must be handled and approved by 3GPP.

Editor’s Note:
The number of bits in the signature algorithm identifier is FFS.

Editor’s Note:
It is FFS is the number of standardized algorithms should be narrowed down to only a single algorithm.
Editor’s Note: It is FFS if additional parameters, e.g. the so-called domain parameters [X1], are necessary to send or negotiate together with the distribution of the public keys in order to allow the UE to verify a signature, or whether these parameters are globally standardised, and, if so, how many sets of such parameters.

****************************NEXT CHANGE**************************************
Additions to clause 2 ‘References’

[X1]
Federal Information Processing Standard 186-3, Digital Signature Standard (DSS), 

(Revision of FIPS 186-2, June 2000), June 2009.

http://csrc.nist.gov/publications/fips/fips186-3/fips_186-3.pdf
***********************END  OF CHANGES*************************************
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