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Abstract of the contribution:

This contribution will provide a method of Android software signature matching, and kindly suggest SA3 to include the research area of the security issues on Mobile devices.

1. INTRODUCTION
Android application has two types, one is written in the Java programming language and the other is written in C programming language. The Android software develop tools compile the code along with any data and resource file, into an android package, which is an archive file with an .apk suffix. All the code in a single .apk file is considered to be one application and is the file that Android-powered devices use to install the application. Once installed on a device, each Android java code application lives in its own security sandbox in the dalvik layer while native code was mapped into the process context or running stand along on top of linux kernel layer. To match software signature, we have to get software version and code file hash code.
2. ANALYSIS

SOFTWARE SIGNATURE FORMAT
Software signature consists of four parts: the code file name, code version, code type and hash value. Code version stands for the software version. Code type stands for native code or java code. Hash value stands for the MD5 hash value of the program code section. It was saved as a structure in the database.
struct Software Signature{


char

softwareName[256];


DWORD
version

DWORD
codeType;

DWORD
hashValue;
}
The softwareName variable is a string. The version variable is 32-bit code. The codeType variable has two value, 1 for java code and 2 for native code.
MATCH JAVA CODE SIGNATURE
Software in Android is packed in an APK file. Android application package file (APK) is the file format used to distribute and install application software and middleware onto Google's Android operating system. This holds all of that program's code (such as .dex files), resources, assets, certificates, and manifest file. An APK file is an archive that usually contains the following folders:

META-INF directory, res directory, AndroidManifest.xml, classes.dex. And there can also be some native code in the same apk file. The native code should be in .so mode and packed in the package.
Software version and software name could be got by analysing AndroidManifest.xml. And software signature is computed by using MD5 algorithm to the class.dex file. If the four fields of an APK file are the same with one structure in database, the java code is regarded as matched with the code signature.
Match Native Code Signature
The other type of android program is compiled in native code . Native code software in android platform are standard ELF file format.  ELF describes three types of Object File: relocatable file, executable file and shared object file. In this document, we focused on executable file.
ELF format consisted of several segments. .data, .code, .raw. Among these segments, we get code signature of the .code segment by using MD5 hash algorithm. The same to java code program, we also get software version and software name by analysing AndroidManifest.xml. If the four fields of an native code file are the same with one structure in database, the native code program is regarded as matched with the code signature.
3. PROPOSAL
It is proposed to compare the signature of android java code program and native code program in a unified approach. And kindly suggest SA3 to include the research area of the security issues on Mobile devices.
