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Abstract of the contribution:
This is a discussion paper to propose a mitigation of a security risk in GERAN: Ciphering on TCH using algorithm A5/1 is vulnerable to known-plain-text attacks via SACCH. It is proposed to use separate cipher keys for TCH and SACCH in order to de-couple the ciphering of the two channels. A successful attack on SACCH then would not automatically mean that the TCH could also be decrypted.
If SACCH was encrypted completely a known plain text attack could be performed with a memory-time-tradeoff (GSM rainbow tables) attack, since parts of SACCH are known by the attacker. Therefore in GERAN WG2 it was concluded that only unknown parts of SACCH shall be encrypted. This discussion paper doesn’t propose to challenge this solution, but to point out that there is still a remaining security risk with A5/1 and SACCH:
The attacker could send chosen plain text as hidden SMS to the target UE. The SMS will be transmitted to the UE in connected mode via SACCH. This part of SACCH is encrypted, so the current solution is still open to choosen plain text attacks. 
This additional solution has been contributed to GERAN WG2. In the related discussion GERAN WG2 asked for an endorsement of the proposal by security experts in SA3.

The following text summorizes the proposed changes. The original contribution to GERAN WG2 is attached: 
The network initiates the channel assignment procedure by sending an ASSIGNMENT COMMAND message to the mobile station on the main signalling link. 

When sending this message on the network side, and when receiving it on the mobile station side, all transmission of signalling layer messages except for those RR messages needed for this procedure and for abnormal cases is suspended until resumption is indicated. 

Upon receipt of the ASSIGNMENT COMMAND message, the mobile station initiates a local end release of link layer connections and packet resources, if in dual transfer mode, disconnects the physical channels, commands the switching to the assigned channels and initiates the establishment of lower layer connections (this includes the activation of the channels, their connection and the establishment of the main signalling links).

The ASSIGNMENT COMMAND message contains the description of the new configuration, including for the multislot configuration and the TCH/H + TCH/H + ACCHs configuration, the exact ACCHs to be used and a power command. 

The ASSIGNMENT COMMAND message may contain a cipher mode setting IE. In that case, this ciphering mode has to be applied on the new channel. If no such information is present, the ciphering mode is the same as on the previous channel. In either case the ciphering key shall not be changed as long as the key length remains unchanged. However, in case of a switch between ciphering algorithms requiring different key lengths, i.e. 64 or 128 bits, a change from the 64 bit key to the 128 bit key or vice versa must be performed. The ASSIGNMENT COMMAND message shall not contain a cipher mode setting IE that indicates "start ciphering" unless a CIPHERING MODE COMMAND message has been transmitted earlier in the RR connection or ciphering has been started earlier in UTRAN: if such an ASSIGNMENT COMMAND message is received it shall be regarded as erroneous, an ASSIGNMENT FAILURE with cause "Protocol error unspecified" message shall be returned immediately, and no further action taken. 

The ASSIGNMENT COMMAND message may contain a SACCH cipher mode setting IE. If commanded to do so, the MS shall use for ciphering on SACCH a cipher key different from the one used on TCH or SDCCH (see 3.4.7.1a). Otherwise, or if no cipher key for ciphering on SACCH was generated during the cipher mode setting procedure, the same cipher key shall be used for encryption on TCH or SDCCH, and SACCH.
The ASSIGNMENT COMPLETE message may contain a CK_SACCH used IE. This IE shall be added if a SACCH cipher mode setting IE was included in the ASSIGNMENT COMMAND message, and shall indicate whether or not the MS uses a cipher key for ciphering on SACCH different from the one used on the TCH or SDCCH.

Optionally a SACCH cipher mode setting IE. If commanded to do so, the MS shall use for ciphering of the SACCH of  the new channel a cipher key different from the one used on TCH or SDCCH (see 3.4.7.1a). Otherwise, or if no cipher key for ciphering on SACCH was generated during the cipher mode setting procedure, the same cipher key shall be used for encryption on TCH or SDCCH, and SACCH.

Separate cipher key for SACCH

If the CIPHERING MODE COMMAND contains a SACCH cipher mode setting IE, a separate cipher key shall be generated for ciphering the SACCH in uplink and downlink. The cipher key to be used on SACCH shall be derived as follows:


ckSACCH(i) = ckTCH(i) xor c(i) for i from 1 to 64

where 

· ckSACCH is the cipher key which shall be used on SACCH

· ckTCH is the cipher key which shall be used on TCH or SDCCH (generated during the Authentication  procedure)

· c is the cipher block used for ciphering the first burst carrying the CIPHERING MODE COMPLETE message

· xor is the exclusive-or operation

If the SACCH cipher mode setting IE indicates that no separate key shall be derived or if it is absent, the same key is used for ciphering TCH or SDCCH and SACCH.

If the SACCH cipher mode setting IE is included in the CIPHERING MODE COMMAND, but ciphering is not started, the derived key shall be stored, and shall be used if one of the messages received subsequently indicates the start of ciphering (by means of the Cipher Mode Setting IE), and if the SACCH cipher mode setting IE is present in the same message and indicates that for the ciphering of the SACCH a separate key shall be used.
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Ciphering mode setting sequence

If the CIPHERING MODE COMMAND message contained a SACCH cipher mode setting IE, indicating that a separate cipher key shall be used for encrypting the SACCH, this key shall be generated according to the text above on both the network and the MS side. This key shall be used for ciphering the SACCH in uplink and downlink. If this IE indicates, that no such key shall be derived, the same key is used for ciphering TCH or SDCCH, and the SACCH. In any case, the MS shall add a CK_SACCH used IE to the CIPHERING MODE COMPLETE message, indicating whether or not the MS uses a separate key for ciphering the SACCH. This IE shall be included regardless of whether ciphering is started or not.
Recommendation

It is proposed to endorse the solution above and to send an LS to GERAN WG2 in order to inform them of the endorsement.
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