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1. The Common Criteria Recognition Arrangement (CCRA)

About the CCRA:

The Common Criteria for Information Technology Security Evaluation (CC) [1], and the companion Common Methodology for Information Technology Security Evaluation (CEM) [1] are the technical basis for an international agreement, the Common Criteria Recognition Arrangement (CCRA), which ensures that [2]: 

· Products can be evaluated by competent and independent licensed laboratories so as to determine the fulfillment of particular security properties, to a certain extent or assurance; 

· Supporting documents [3], are used within the Common Criteria certification process to define how the criteria and evaluation methods are applied when certifying specific technologies; 

· The certification of the security properties of an evaluated product can be issued by a number of Certificate Authorizing Schemes, with this certification being based on the result of their evaluation; 

· These certificates are recognized by all the signatories of the CCRA.

Purpose of the Arrangement:
The Participants in this Arrangement share the following objectives [4]: 

· To ensure that evaluations of Information Technology (IT) products and protection profiles are performed to high and consistent standards and are seen to contribute significantly to confidence in the security of those products and profiles; 

· To improve the availability of evaluated, security-enhanced IT products and protection profiles; 

· To eliminate the burden of duplicating evaluations of IT products and protection profiles; 

· To continuously improve the efficiency and cost-effectiveness of the evaluation and certification/validation* process for IT products and protection profiles.

The purpose of this Arrangement is to advance the CCRA participant objectives by bringing about a situation in which IT products and protection profiles which earn a Common Criteria certificate can be procured or used without the need for further evaluation. It seeks to provide grounds for confidence in the reliability of the judgments on which the original certificate was based by requiring that a Certification/Validation Body (CB) issuing Common Criteria certificates should meet high and consistent standards [4].

The CCRA-licensed laboratories [5] are situated in the CCRA member countries, which are categorized as either a ‘Certificate Authorizing’ country or a ‘Certificate Consuming’ country.

A Certificate Authorizing country is one that produces Common Criteria certificates that are recognized by all signatories to the Arrangement on the Recognition of Common Criteria Certificates, of which they are also a member [6].

A Certificate Consuming country is one that agrees to recognize Common Criteria certificates produced by the Certificate Authorizing Partners [6].
The list of CCRA certified products and PPs are updated on the relevant CCRA sections [7].
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