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1. Common Criteria

The Common Criteria (CC) is a standardized framework for evaluating Information and Communication Technology (ICT) products against two types of requirements:

· security functional requirements

· security assurance requirements

The CC provides a robust evaluation scheme of the security capabilities of Information Technology products. The international scope of Common Criteria allows users from different countries to purchase Information Technology products, with reasonable confidence, that the purchased products will meet the regulatory requirements of their respective country since the CC certification is recognized across all complying nations. It also eliminates the requirement of various regional certification processes and resultant certifications. [1]

Target Audience of the CC [2]:

There are mainly three groups with a general interest in evaluation of the security properties of Target of Evaluations (TOEs). They are as follows:

a) Consumers: Consumers can use the results of CC evaluations to help decide whether a TOE (Information and Communications Technology (ICT) product) fulfils their security needs. Consumers can also use the evaluation results to compare different TOEs. The CC gives consumers, especially in consumer groups and communities of interest, an implementation-independent structure, termed the Protection Profile (PP), in which to express their security requirements in an unambiguous manner.

b) Developers: The CC is intended to support developers in preparing for and assisting in the evaluation of their TOEs and in identifying security requirements to be satisfied by those TOEs. These requirements are contained in an implementation-dependent construct termed the Security Target (ST). This ST may be based on one or more PPs to show that the ST conforms to the security requirements from consumers as laid down in those PPs. The CC can then be used to determine the responsibilities and actions to provide evidence that is necessary to support the evaluation of the TOE against these requirements. It also defines the content and presentation of that evidence.

c) Evaluators: The CC contains criteria to be used by evaluators when forming judgments about the conformance of TOEs to their security requirements. The CC describes the set of general actions the evaluator is to carry out.

d) Others: Auditors (internal and external), Security architects and designers, system security officers, etc

The CC and the International Organization for Standardization/ International Electro-technical Commission (ISO/IEC)

The CC has been adopted and published by the International Organization for Standardization/ International Electro-technical Commission (ISO/IEC), following earlier attempts to integrate information technology and computer security criteria by various regional SDO’s.

By the ISO/IEC-developed Standards, the CC is composed of three parts [3]; these parts or documents are used by the certifying body of a CC scheme and the evaluation facilities. Brief explanation of each document is given below
a) ISO/IEC 15408-1:2009: Information technology -- Security techniques -- Evaluation criteria for IT security -- Part 1: Introduction and general model [4]:

ISO/IEC 15408-1:2009 establishes the general concepts and principles of IT security evaluation and specifies the general model of evaluation given by various parts of ISO/IEC 15408 which in its entirety is meant to be used as the basis for evaluation of security properties of IT products.

It provides an overview of all parts of ISO/IEC 15408. It describes the various parts of ISO/IEC 15408; defines the terms and abbreviations to be used in all parts ISO/IEC 15408; establishes the core concept of a Target of Evaluation (TOE); the evaluation context; and describes the audience to which the evaluation criteria are addressed. An introduction to the basic security concepts necessary for evaluation of IT products is given. It defines the various operations by which the functional and assurance components given in ISO/IEC 15408-2 and ISO/IEC 15408-3 may be tailored through the use of permitted operations. The key concepts of protection profiles (PP), packages of security requirements and the topic of conformance are specified and the consequences of evaluation and evaluation results are described. ISO/IEC 15408-1:2009 gives guidelines for the specification of Security Targets (ST) and provides a description of the organization of components throughout the model. General information about the evaluation methodology is given in ISO/IEC 18045 and the scope of evaluation schemes is provided. 

b) ISO/IEC 15408-2:2008: Information technology -- Security techniques -- Evaluation criteria for IT security -- Part 2: Security functional components [5]:

ISO/IEC 15408-2:2008 defines the content and presentation of the security functional requirements to be assessed in a security evaluation using ISO/IEC 15408. It contains a comprehensive catalogue of predefined security functional components that will meet most common security needs of the marketplace. These are organized using a hierarchical structure of classes, families and components, and supported by comprehensive user notes. ISO/IEC 15408-2:2008 also provides guidance on the specification of customized security requirements where no suitable predefined security functional components exist.

c) ISO/IEC 15408-3:2008: Information technology -- Security techniques -- Evaluation criteria for IT security -- Part 3: Security assurance components [6]:

ISO/IEC 15408-3:2008 defines the assurance requirements of the evaluation criteria. It includes the evaluation assurance levels that define a scale for measuring assurance for component targets of evaluation (TOEs), the composed assurance packages that define a scale for measuring assurance for composed TOEs, the individual assurance components from which the assurance levels and packages are composed, and the criteria for evaluation of protection profiles and security targets.
ISO/IEC 15408-3:2008 defines the content and presentation of the assurance requirements in the form of assurance classes, families and components and provides guidance on the organization of new assurance requirements. The assurance components within the assurance families are presented in a hierarchical order.

There is also an accompanying document ISO/IEC 18045:2008: 

d) ISO/IEC 18045:2008: Information technology -- Security techniques -- Methodology for IT security evaluation [7]:

ISO/IEC 18045:2008 is a companion document to ISO/IEC 15408, Information technology - Security techniques - Evaluation criteria for IT security. ISO/IEC 18045:2008 defines the minimum actions to be performed by an evaluator in order to conduct an ISO/IEC 15408 evaluation, using the criteria and evaluation evidence defined in ISO/IEC 15408. ISO/IEC 18045:2008 does not define evaluator actions for certain high assurance ISO/IEC 15408 components, where there is as yet no generally agreed guidance.

The Common Criteria (Technical) Process overview [8]
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Figure 1. Overview of the CC Technical Evaluation process.

Referring to Figure 1, the Common Criteria approach to the overall evaluation process is broadly divided into three stages as follows:

a) The Development Stage 

In this stage, the CC defines a set of IT requirements of known validity which can be used in establishing security requirements for a network element. For a network element, such requirements can be derived from Third Generation Partnership Project (3GPP) Specifications pertaining to it, such as 3GPP Technical Specification (TS) 33.401  [9], TS 33.402 [10], TS 23.401 [11], TS 23.402 [12], etc. The CC also defines the Protection Profile (PP) construct which allows prospective network element manufacturers (or developers) to create standardised sets of security requirements for a network element -PP which will meet their needs. The Target of Evaluation (TOE) (a mobile network element, for our case) is that part of the product or system which is subject to evaluation. The TOE security threats, objectives, requirements, and summary specification of security functions and assurance measures together form the primary inputs to the Security Target (ST). The PP is transformed into ST and is used by the evaluators as the basis for evaluation of a network element.
b) The Evaluation Stage

The principal inputs to evaluation are the Security Target, the set of evidence about the TOE (a mobile network element, for our case) and the TOE itself. The expected result of the evaluation process is a confirmation that the ST is satisfied for the TOE, with one or more reports documenting the evaluation findings.

The Common Evaluation Methodology (CEM) [13] document describes the evaluation process that consists of the evaluator performing the evaluation input task, the evaluation output task and the evaluation sub-activities.
c) The Operation Stage

Once a TOE (mobile network element, for our case) is in operation vulnerabilities may surface, or environmental assumptions may require revision. Reports may then be made to the developer requiring changes to the TOE. Following such changes re-evaluation may be required.
References
[1] “Report on Common Criteria”, GISFI_SP_201206260
[2] "Common Criteria for Information Technology Security Evaluation: Part 1: Introduction and general model", by the Common Criteria portal; Ver. 3.1, Rev. 3, Final; July 2009.

[3] Brief History of the Common Criteria: http://www.niap-ccevs.org/cc_docs/
[4] The ISO/IEC 15408-1:2009: 
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50341

[5] The ISO/IEC 15408-2:2008: 

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=46414

[6] The ISO/IEC 15408-3:2008: 

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=46413

[7] The ISO/IEC 18045:2008: 

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=46412

[8] “Common Criteria, An Introduction”, by Syntegra on behalf of CC Project Sponsoring Organizations, Version 2, 21 February 2002.
[9] “3GPP System Architecture Evolution (SAE); Security architecture”, 3GPP TS 33.401, Version 11.4.0, 2012-06.
[10] “3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses”, 3GPP TS 33.402, Version 11.4.0, 2012-06.
[11] “General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”, 3GPP TS 23.401, Version 11.3.0, 2012-09.
[12] “Architecture enhancements for non-3GPP accesses”, 3GPP TS 23.402, Version 11.4.0, 2012-09.
[13] “Common Criteria for Information Technology Security Evaluation: Evaluation Methodology", Ver. 3.1, Rev. 3, Final; July 2009.
