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Abstract of the contribution: In this document we propose security association between MTC-IWF and UE as a means for secure trigger delivery.
1 Introduction
It was agreed in earlier SA3 meeting to study the “Security for MTC communication between the UE and MTC-IWF”, as described in section 4 of TR 33.868 (see A3 in Figure 1). Further 3GPP SA2 is also discussing non-SMS based triggering solutions. This document presents a discussion for security between UE and MTC-IWF and proposes a solution.
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Figure 1 SIMTC architecture

2 Discussion
Trigger Security
Securing the trigger from SCS to UE is one of the important parts of SIMTC security activity. Looking at the architecture, see Figure 1, we can categorize how trigger security can be provisioned as follows:

1. Case 1: Securing each hop between the trigger source (SCS or AS) and UE separately, i.e. (B1 or B2) + D + A2

2. Case 2: Providing security between trigger source (SCS or AS) and MTC-IWF together with security between MTC-IWF and UE, i.e. (B1 or B2) + A3

We would like to point out a few things:

1. End-to-end security (C1 & C2) is out-of-scope for our study in 3GPP SA3. 
2. External interface security (B1 & B2) can be secured by NDS/IP or other means depending on the operator, this is also discussed in the external interfaces section of the TR 33.868.

3. “D” in Figure 1 is between MME/SGSN/MSC and MTC-IWF, it is added by us and is not considered by any solution discussed in the TR.

4. We have not discussed A1 because our focus is on the control plane.

Solutions in the TR

In the current TR security for control plane based trigger is provisioned by securing A2 and B1. Security for A2 is provided by SAE/LTE security. B1 is taken care of by solution for external interface security. The current TR says that if security over B1 is verified and UE trusts the network, then the security between UE and SCS is ensured. However, there is no discussion of security for “D” which also means that MTC-IWF cannot securely provide proof to UE that B1 is secured. MME does not perform any B1 verification and simply forwards the message from MTC-IWF thus the UE cannot trust the message even if A2 is secured. 

As given in Case 1 above, security between UE and SCS can be ensured only if A2, D and B1 are all secured, and the B1 verification result can be provided to UE. B1 is discussed in the TR in external interface security. Solution for A3 and D is not yet taken care of in the TR. If A3 is secured, MTC-IWF can provide proof the B1 verification. Having A3 secured means we have a secure solution for roaming case as well as for non-3GPP (say WiFi) case if we go on that path in future.
Securing A3
So as to achieve security over A3 we need security association together with associated security context at the MTC-IWF and the UE. This requires provisioning of keys in the UE and MTC-IWF. 

We propose a new key hierarchy for UE and MTC-IWF to protect the communication between them. The key hierarchy will constitute of a root key (K_iwf) and a pair of confidentiality (K_di_conf) and integrity (K_di_int) protection keys. Communication between UE and MTC-IWF should have confidentiality and integrity protection, using the keys K_di_conf and K_di_int. When UE receives the message from MTC-IWF, it should first perform integrity check to verify whether the message is sent from an authorized MTC-IWF. When the integrity check is completed successfully, the UE will decrypt the message and respond to it accordingly. The key hierarchy is shown in Figure 2.
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Figure 2 Key hierarchy
K_iwf can be derived in the network by HLR or MME/SGSN/MSC and passed on to MTC-IWF or the MTC-IWF can derive K_iwf by itself. The network element can send K_iwf to the UE or the UE can derive it by itself. After the key K_iwf is derived, UE and MTC-IWF will derive K_di_conf and K_di_int.
3. Proposal
We propose SA3 to take the above discussion as a third solution (besides NAS and UP) for trigger security. pCR to TR 33.868 is given in S3-121117.
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