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Abstract of the contribution: This contribution provide possible solutions for group based messaging using cell broadcast. The security requirement and threats relevant to these solutions are detailed in the pCR S3-121113.
1. Introduction:
SA2 is currently discussing the potential solutions for the group based messaging. Group based messaging using cell broadcast is considered as one of the alternative. In this contribution, possible security solutions for group based messaging using cell broadcast are detailed. It is proposed to include the solutions proposed in section 2 for further study. 
2. Proposed solutions 
Solution A: Application layer based protection
Security protection applied at MTC application layer is a straightforward solution. However, the network should trust the SCS and assure/ensure that SCS protects the group message and MTC application in the UE verifies it. In case, if the security is not applied in the application layer, then there can be attacks on the network.  
SCS should apply encryption, signature and replay protection to the group message. The MTC application on the UE should verify the source of the group message and ensure the integrity of the received group message. The mechanism to verify the integrity of the group message, encryption/decryption and replay protection by the MTC application layer is out of scope of this specification. 
The UE should discard the group message if it is not signed and replay protected by the SCS.
Solution B: Network based protection
In network based protection, MTC-IWF generates the keys for group message protection and protects the group message. The figure below shows the message sequence and describes the mechanism for EPS.
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1. The MTC-IWF creates the group and generates the group encryption key for encrypting the group message. MTC-IWF use the PKI infrastructure for signing the group message.
Editor’s Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation are FFS.
2. The MTC-IWF updates the HSS with the public key and the encryption key for a particular group with the Group ID. The HSS maintain/maps the group based feature subscription details along with the UE subscription data.

3. During authentication, the MME fetches subscription data. If the UE is subscribed for group based feature, then the subscription data contains the group based feature information (GID, encryption key, public key and the key index). 
4. After successful authentication, the MME passes the group keys to the UE. The MME protects the keys using the NAS security context.

Editor’s Note: Further study may be required on the possibility of using dedicated NAS message for group key distribution
5. When the SCS wants to send the group message, it provides the group message over Tsp interface.

6. The MTC-IWF protects the group message based on the Group ID received from SCS or from the HSS.
7. The MTC-IWF sends the protected group messages to the selected CBC. The protected group message includes the key ID and also algorithm ID used for protection.
Editor’s Note：Mechanisms for signature algorithm selection is FFS. 
3. Conclusion:

It is proposed to include the solutions proposed in the above section, in the TR 33.868 for further study.
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