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1
Introduction
As mechanisms to enable blocking of IMS traffic has been studied in clause 4.8 the editor’s note in clause 8.3 requesting study of this topic can be deleted.

The other three editor’s notes request information about keep alives, access network availability changes, and IMS session maintenance. As the solution does not affect these mechanisms in any way, references to the relevant IMS specifications are inserted. Maintenance of the TLS tunnels with keep-alive messages and IMS session continuity are standardized in TS 24.229 and TS 24.237. The Editor’s notes can therefore be deleted.

2
PCR
***
BEGIN CHANGES
***

2
References

Editor’s notes: This section lists the documents which are referenced in this TR.

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

[4]                       3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[5]
3GPP TS 22.228: “Service Requirements for Internet Protocol (IP) multimedia core network subsystem (IMS)

[6]
3GPP TS 43.318: Generic Access Network, Stage 2

[7]
3GPP TS 24.229: IP Media Call Control protocol based on SIP and SDP; Stage 3

[8]
3GPP TS 33.203: Access security for IP-based services

[9]
3GPP TS 23.228: IP Multimedia Subsystem (IMS); Stage 2

[10]
3GPP TS 44.318: Generic Access Network (GAN); Mobile GAN interface layer 3 specification

[11]
3GPP TS 23.234: 3GPP system to WLAN interworking; System description

[xx]
3GPP TS 24.237 IP Multimedia Subsystem (IMS) Service Continuity; Stage 3
***
NEXT CHANGE
***

8.3
Reuse of Existing Solutions

Before introducing new nodes or functionality, we should study if the current mechanisms can be extended to support traversal of most or all types of restrictive firewalls. This candidate solution achieves firewall traversal by reusing existing solutions without introducing any new network elements. Existing nodes are required to support TLS on port 443 (the default port of HTTPS). This is already allowed by existing standards.
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Figure 8.2.1: Architectural overview

The solution relies on the use of existing TLS connections:

· IMS control plane (SIP): One for the Gm interface.

· IMS media plane (RTP, RTCP, MSRP, etc.): One for the TURN control connection and one for each allocated TURN TCP connection.

The TLS connections are maintained by sending keep-alive messages as described in TS 24.229 [7].
The additional requirements on the UE, P-CSCF and TURN server is as follows.

1) UE to support the option to transport SIP over TLS, and for P-CSCF to support SIP over TLS on port 443 instead of the default SIP TLS port.

NOTE: This is in full accordance with RFC 3261, TS 24.229, and TS 33.203.

NOTE: Before Rel-12, TS 33.203 specifies in its Annex O.2.2 that the TLS session set-up comprises as its first part a REGISTER not yet secured by TLS that includes a sip-sec-agree negotiation resulting in TLS to be used subsequently. In the solution proposed here it is however required that a TLS tunnel is established before any SIP traffic is exchanged. In this respect, the proposed solution is not covered by TS 33.203 before Rel-12.

2) UE to support ICE with TURN over TLS, and for TURN server to support TURN over TLS on port 443 instead of the default TURN TLS port.

NOTE: This is in full accordance with RFC 5245 and RFC 5766.

3) UE to support normal web proxy procedures (HTTP CONNECT) to set up TLS connections on port 443 to the P-CSCF and TURN servers.

NOTE: One HTTP CONNECT request is needed for each TCP connection. Where HTTP_CONNECT is implemented in the UE is implementation specific.

While RFC 5766 only allows UDP allocations, RFC 6062 defines TCP allocations for TURN. The solution can therefore be used for both UDP and TCP based IMS media plane protocols.

The number of TLS connections to the TURN server (and therefore the number of HTTP_CONNECT) depends on the IMS service and the protocols used. For immediate messaging, a single TLS connection is needed, whereas for MSRP three TLS connections are needed.

The UE proceeds as follows:
1) The UE tries to register according to normal procedures, if this fails the UE continues according to 2).

2) The UE tries to register using alternative procedure for NAT traversal UE, if this fails the UE continues according to 3).

3)  The UE tries to register using alternative procedure for NAT traversal UE, but sets up TCP connections on port 443 using HTTP_CONNECT as described above.

NOTE: This requires the P-CSCF to accept TLS connections without preceding negotiation, which is not covered by existing 3GPP specifications before Rel-12.

When changing access, the existing procedures for session continuity as described in TS 24.237 [xx] still apply.

The solution supports both encrypted and unencrypted connections.

· If confidentiality is desired, a cipher suite with encryption (e.g. TLS_RSA_WITH_AES_128_CBC_SHA) is negotiated. This achieves traversal for all NIMSFW types (1-9).

· If confidentiality is not needed, a cipher suite with NULL encryption (e.g. TLS_RSA_WITH_NULL_SHA) is negotiated. ). This achieves traversal of NIMSFW types 1-8.

As the solution just requires the P-CSCF and TURN server to support TLS on port 443, and the P-CSCF to accept TLS connections without a respective preceding negotiation, the solution has little impact. Existing IMS authentication mechanisms can be reused.





***
END OF CHANGES
***

