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1
Introduction
For USAT pairing solution, the rogue operator problem was discussed before in some emails. So this contribution discusses the rogue operator problem and we propose to add anassumption for all pairing solutions.
2
Discussion
(1) UE-based pairing solutions
For UE-based solutions, the UICC needs to authenticate the MTC device. The UICC can be configured by the operator(e.g. the operator can configure the UICC via the UICC vendor at manufacturing). So, the rogue operator can configure the UICC not to authenticate the MTC device. In this case, there is no the pairing authentication when the UICC of the rogue operator is inserted into the MTC device. The UICC and the MTC device would not perform the pairing authenticationand normally work in the rogue operator network.
(2) Network-based pairing solutions
For IMSI-IMEI binding in HSS, the HSS can be configured to not check the IMSI-IMEI pair by the rogue operator. In this case, the UICC and the MTC device can still work in the rogue operator network even without binding. 
For enhanced AKA authentication, the MME/SGSN/MSC can be configured not to send device authentication challenge to UE by the rogue operator. So in this case, the rogue operator can still make the UICC and the MTC device work in the rogue operator network without binding.
For pairing based on symmetric shared secret, the HSS can be configured to not encrypt RAND by the rogue operator. The MTC device can be configured to directly transmit RAND to the UICC by MTC user. In this case, there is no pairing authentication,the UICC and the MTC device can also work in the rogue operator network when the UICC is inserted into the MTC device.
From the above analysis we can find that the rogue operator can break into all pairing solutions. The premise that all pairing solutions are success is the operator shall be trusted. 
Then, the following assumption is proposed: the operator shall be trusted.
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7.5
Solution 5 – Restricting the USIM to specific MEs/MTC Devices

7.5.1
General Description

Several mechanisms exist to address this issue.The assumption is the operator shall be trusted.
Editor’s Note: To consider the standard platform security robustness requirements for securely storing the private key is FFS

