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1.

Introduction

Details of an implicit certificate approach to public key distribution were agreed in SA3#68 and include in the study item on PWS. During discussions on the approach questions were raised concerning its complexity.

This contribution seeks to provide further details on operations involved and provides a complexity comparison between the implicit certificate based approach, ESDSA and DSA.
2.
Signature Algorithms
In this section we examine the dominant complexity terms of the Implicit certificate approach, ECDSA and DSA signature schemes and provide an estimate of their complexity cost for 128 bit level security based on published data.

All cryptographic signature benchmarks used in this section are publically available from eBATS [1] benchmark output version “supercop-20120928” and assume the platform: armeabi [2] running at 1782MHz.
2.1
DSA Verification
A description of DSA verification is provided in the appendix. The complexity in verifying a DSA signature is dominated by step 6:
v = ((gu1.yu2) mod p) mod q
where p is a length L prime, q is a length N prime and u1, u2 are less than q. DSA implementation costs of this term can be expected to grow quadratically in L and linearly in N.
The highest security level DSA algorithm listed for the armeabi platform is “donald 2048” which uses a 2048-bit prime for L and 224-bit prime for N resulting in 112-bit level security and costing 12409237 cycles or equivalently 7.0ms.
Per NIST recommendations [3] DSA requires a 3072-bit prime for L and 256-bit prime for N to achieve 128-bit level security. Therefore an increase in complexity in going from DSA 112-bit level security to the equivalent DSA 128-bit level security should use the approximate scaling factor of: ((3072/2048)2)*(256/224)
This means that DSA verification at 128-bit level security will take roughly 18ms.
2.2
ECDSA Verification
The steps in verifiying ECDSA are provided in the appendix. For now we note the complexity in verifying a ECDSA signature is dominated by step 5:
(x1, y1) = u1G + u2QA
eBATS lists the verification portion of “ecdonaldp256”, a 128-bit level security ECDSA algorithm as requiring 6477837 cycles on the armeabi platform. This allows us to determine directly that ECDSA verification at 128-bit level security will require approximately 3.7ms
2.3
Implicit Certificate & Keyed MAC Verification

The implicit certificate and keyed MAC approach consists of two portions. In the first, the implicit certificate ICA is used along with the CA’s public key QA to generate the signer’s public key. The steps involved in this are listed in TR 33.869 and are dominated by:

Eqn. IC1: QA = eP + QCA
In the second portion the signer’s public key QA is used along with the received keyed MAC security information to verify the signature. Complexity in this portion is dominated by Eqn. IC2:
Eqn. IC2: Q’ = sG-eQA.

As Eqn. IC2 is identical in form to the dominant term for ECDSA, to a first approximation the keyed MAC verification portion is the same in terms of complexity as for ECDSA.
In comparing Eqn. IC1 to Eqn. IC2, we note QCA is known apriori and need not need computed. For this reason generation of the implicit certificate portion will take less time than verification of the keyed MAC and is likely to take only ¾ of the time.
Therefore reconstruction of the signer’s public key followed by verification of the keyed MAC will take roughly 6.5ms and not more than 7.4ms at the 128 bit security level.
Finally it is worth observing using similar reasoning and noting “ecdonald224” requires 4947369 cycles on the armeabi platform, implicit certificate reconstruction and verification will take roughly 5.0ms and not more than 5.7ms at the 112 bit security level.
4.
Conclusion
This contribution investigates and provides further clarification on the computational impact of the implicit certificate approach.
Using available cryptographic signature benchmarks from eBATS and assuming the armeabi platform running at 1782MHz and a 128-bit level security it was estimated the full implicit certificate based approach will take roughly 6.5ms and not more than 7.4ms compared to 3.7ms for ECDSA and 18ms for DSA.
It is proposed to consider these results and include the associated pseudo CR in TR 33.869.
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6.
Appendix
DSA Verification
Public key is (p, q, g, y) where:
q is an N-bit prime

p is an L-bit prime modulus such that p-1 is a multiple of q
g is a number whose multiplicative order modulo p is q
y=gx mod p where x is the private key

The signature pair is computed as parameters (r, s) by the signer.
Verification Steps
Step 1: Reject the signature if 0<r<q or 0<s<q is not satisfied

Step 2: Calculate w = s-1 mod q
Step 3: Calculate u1 = H(m).w mod q
Step 4: Calculate u2 = r.w mod q
Step 5: v = ((gu1.yu2) mod p) mod q
Step 6: Signature is valid if v=r
ECDSA Verification
Public key is QA.

Ln is the bit length of the group order n.
The signature pair is computed as parameters (r, s) by the signer.

Verification Steps
Step 1: Reject the signature if r and s are not integers in [1, n-1].
Step 2: Calculate e = HASH(m). Let z be the Ln leftmost bits of e.
Step 3: w = s-1 (mod n)
Step 4: u1 = zw (mod n) and u2 = rw (mod n)
Step 5: (x1, y1) = u1G + u2QA
Step 6: Signature is valid if r=x1 (mod n)
