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1.

Introduction

The current PWS study contains an editor’s note requesting further clarification on the role of CAs in the implicit certificate approach. This contribution proposes text for such clarification based on the associated contribution.
2.
Proposal
We propose the following changes to TR33.869.

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start change ###
7.7


Implicit Certificate PKI based PWS solution
7.7.1

General
An overview of the implicit certificate based approach is shown in figure 7.7.1.1. UE firmware is provisioned with public keys of several global CAs. The message signer periodically obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.

Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. This could be achieved though a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user.  To ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate.

As a security measure at least two approaches could be considered:

Approach 1: UEs would be required to receive at least one and preferably multiple update messages from a CBE where the implicit certificate of each message is from a different existing CA.

Approach 2: A separate CA could be assigned as a signing authority of the CBEs CA list. As the signing authority is critical to system operation it should be long lasting and well protected.

An additional approach worth mentioning would be to update the CA list through a push mechanism similar to (U)SIM Application Toolkit. However operators would bear greater responsibility and cost with this approach.
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Figure 7.7.1.1: Overview of Implicit Certificate approach
7.7.2

Certificate Authorities
CAs act as the trust anchors for PKIs.  It is essential for a functioning PKI to have at least one universally accepted CA.  However, in systems like PWS that span multiple government and regulatory authorities, agreement on a sole trust anchor is encumbered.  There are a few working models in similar fields that are worth consideration such as:

· Advanced Access Content System used in Blu-ray

· Zigbee Smart Energy uses a single commercial CA vendor that issues certificates to devices that are certified at an approved testing lab.

· CA Browser Forum (CAB) used in support of web browser’s.

· WiMax uses two CA’s, Verisign and Motorola that are approved to service the community.

Most of these examples are focused on issuing certificates to a large number of devices so that they can securely operate in an ecosystem.  However the PWS situation requires a large number of devices to be able to authenticate messages from a relatively few entities, in this aspect it is perhaps most similar in use as example 3 (many browsers compared to TLS servers).  

Here UE firmware is provisioned with public keys of several CAs much in the same way as for CAs used with browsers today. 

As responsibility for security in the implicit certificate approach rests at the national level, creating requirements on CAs UE vendors must support as well as upkeep of these CAs rests at the national level and not with operators. Operator responsibility in this regard is simply to pass requirements necessitating support of CA public keys mandated by government agencies to UE vendors.
As shown in Figure 7.7.2.1, CBEs from different regions need not necessarily share the same set of CAs. There may be some overlap and indeed agreement between CBEs from different countries to share the same CAs is possible however no such requirement need be exist within 3GPP. Moreover the responsibility for root management concerns such as the number of CAs or cross certification of CAs if needed would be decided and enforced at the national level.
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Figure 7.7.2.1: Certificate Authorities mandated at the national level in various regions
As occurs with browsers today, it can be expected a set of world recognized CAs would be pre-provisioned in the handset. Although only a certain subset of CAs may be required in one region, this subset and CAs required in other regions can be expected to be provisioned in a UEs sold globally allowing support for PWS security while roaming.
### End change ###
