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1.

Introduction

Initial details of an implicit certificate approach to public key distribution were agreed in SA3#68 and include in the study item on PWS. While potential advantages in simplifying key distribution and network impact are considerable and deserve serious consideration, some clarification on configuration and operation of CAs remain to be addressed.

This contribution seeks to provide further details on these aspects and clarify role of government agencies in selecting CAs.
2.
Certificate Authority
Many variants of the public key infrastructure exist however this contribution concentrates on the approach previously presented in SA3#68 and outlined in Figure 1. Here UE firmware is provisioned with public keys of several CAs much in the same way as for CAs used with browsers today. 
As responsibility for security in the implicit certificate approach rests at the national level, creating requirements on CAs UE vendors must support as well as upkeep of these CAs rests at the national level and not with operators. Operator responsibility in this regard is simply to pass requirements necessitating support of CA public keys mandated by government agencies to UE vendors.
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Figure 1 - Implicit Certificate PKI Approach
As shown in Figure 2, CBEs from different regions need not necessarily share the same set of CAs. There may be some overlap and indeed agreement between CBEs from different countries to share the same CAs is possible however no such requirement need be exist within 3GPP. Moreover the responsibility for root management concerns such as the number of CAs or cross certification of CAs if needed would be decided and enforced at the national level.
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Figure 2 Certificate Authorities mandated at the national level in various regions

As occurs with browsers today, it can be expected a set of world recognized CAs would be pre-provisioned in the handset. Although only a certain subset of CAs may be required in one region, this subset and CAs required in other regions can be expected to be provisioned in a UEs sold globally allowing support for PWS security while roaming.
CAs are assumed to be long lived entities (~20 years), however allowance must be made for changing the set of CAs and their public keys. This could be achieved though a PWS message type containing a new public key thereby updating the available CA information relevant to the country the UE is in rather than an actual warning message. On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user. To ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate.

As a security measure at least two approaches could be considered:
Approach 1: UEs would be required to receive at least one and preferably multiple update messages from a CBE where the implicit certificate of each message is from a different existing CA.

Approach 2: A separate CA could be assigned as a signing authority of the CBEs CA list. As the signing authority is critical to system operation it should be long lasting and well protected.

An additional approach worth mentioning would be to update the CA list through a push mechanism similar to (U)SIM Application Toolkit. However operators would bear greater responsibility and cost with this approach.
4.
Conclusion
This contribution provides further clarification of the implicit certificate PKI approach to PWS security. 
The promise of the PKI implicit certificate approach is minimizing public key distribution issues and the impact of PWS security from a network perspective. However central to the functioning of the implicit certificate approach is setting up of a trust structure and CAs in particular. While it is accepted responsibility of setting up these CAs lies with governmental agencies this contribution seeks to clarify the following points:
1) While CAs can be global, not all regions need agree on the same set of CAs
2) Several mechanisms exist with which a CBE may update the list of CAs within its region without impacting CBEs outside its national boundary.

In consideration of points it is kindly proposed the associated pseudo CR contained in S3-121088 be included in TR 33.869.
