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Abstract of the contribution:
This contribution proposes to closely align the behaviour for end-to-access edge security in the cases of RTP and MSRP. This alignment is missing in the current version of TS 33.328. One reason for the proposed closer alignment is that, otherwise, pre-Rel-12 IMS UEs or non-IMS MSRP peers could be denied service. Therefore, the proposals in this discussion paper are implemented in a companion CR S3-121080. 
1. Introduction
In the current version of TS 33.328, the conditions for establishing e2ae security are different for RTP and MSRP. The intention was to terminate TLS per default at the network edge in order to ensure that Lawful Interception (LI) requirements can be met easily. For e2ae security, MSRP is secured with TLS based on certificates and fingerprints (as specified in RFC4975). If TLS was used this way also e2e between two UEs then LI would only be possible if the Lawful Enforcement Agency acted as a man-in-the-middle. But this could be recognized by the terminals, contrary to LI requirements. Furthermore, interception would be technically difficult and computation-intensive. Hence, there is the requirement to terminate TLS at the network edge. 
The approach taken in the current version of TS 33.328 also complies with RCS 5.1 that states that TLS for MSRP is terminated always in the network. From Rich Communication Suite 5.1, ‘Advanced Communications Services and Client Specification’, Version 1.0, 13 August 2012, clause 2.13.1.3.2:

“When using MSRPoTLS, and with the following two objectives:

· Avoid a complex end-to-end negotiation, and

· Allow compliance to the legal interception procedures.

The MSRP encrypted connection shall be terminated in an element of the Service Provider network providing service to that UE.”
The conditions specified currently in TS 33.328 are:

e2ae security for RTP:

Originating side: e2ae security is done if e2ae security has been negotiated during registration (“e2ae is registered”), a media stream is offered with SRTP and usage of e2ae security is indicated in the offer for this media stream. (The behavior is unspecified if e2ae is not registered but all the same e2ae security is indicated for a media stream offered with SRTP.)

Terminating side: e2ae security is done if e2ae is registered and plain RTP (not SRTP) is offered to the terminating P-CSCF. (TS33.328 is not fully clear about whether e2ae security procedures may also be invoked when SRTP is offered to the terminating P-CSCF. But this would not make much sense; this is clarified in our companion CR in S3-121078.)

e2ae security for MSRP:

Originating side: e2ae security is done per default if TLS is offered and e2e security according to the TS 33.328 is not requested (under the assumption that an e2e security variant will be added to TS 33.328). A network operator may also have the policy not to do e2ae security, i.e. to allow TLS to pass into the core, if e2ae security is not indicated for a media stream.

Terminating side: The current specification seems not fully clear about the conditions, but the intention was to specify that e2ae security is done if e2ae is registered, and to terminate any TLS that might be offered to the terminating P-CSCF that is not e2e security according to TS 33.328 (under the assumption that an e2e security variant will be added to TS 33.328).

Further analysis showed however that there are cases of TLS usage for MSRP that comply with current specifications but would no longer work with this approach:

· According to TS 23.228, usage of TLS for MSRP is not excluded, and authentication methods according to RFC 4975 may be used. These are NOT restricted to self-signed certificates plus transmission of fingerprints in the SDP. A pre-Release-12 IMS UE may use such methods. Terminating TLS at the edge, however, may not work, for example, if a UE expects a certificate of the peer signed by a trusted CA. Then the session set-up would fail. This implies that the requirement from RCS 5.1 cited above that the network shall always terminate TLS cannot be fulfilled without leading to session set-up failures for pre-Release-12 IMS UEs.  

· MSRP peers outside the IMS may require usage of TLS with authentication methods different from self-signed certificates. An IMS UE would no longer be able to do MSRP with such peers, if the network enforces usage of TLS with self-signed certificates and termination of TLS at the network edge.

So we consider it reasonable to abandon the goal to try to fully comply with RCS 5.1 in this point, but specify e2ae security for MSRP in a way that it does not lead to failures for pre-Release-12 IMS UEs and still allows interworking with non-IMS MSRP peers. The most obvious way to do so would be to use the same conditions that hold for RTP, i.e. in the originating case doing e2ae security only if e2ae for MSRP is registered and indicated for an MSRP stream offered with TLS, and in the terminating case only if no security is offered over the core and e2ae for MSRP is registered. If in the terminating case TLS is offered over the core, it would not be terminated at the terminating IMS‑AGW. Note that, if the terminating IMS-AGW attempted to terminate any incoming offer with TLS, session set-up failures could result in the same way as described for the originating case as the originating peer or network could be pre-Release-12 or even non-3GPP. 
Note that our approach is fully in line with RCS 5.1 when the involved entities are 3GPP Rel-12-compliant.
