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	Reason for change:
(

	1) The condition for a key change on-the-fly procedure “If the UE has determined that the eKSI has changed,…” describes the intention of the current KeNB re-keying procedure, but is superfluous for specifying the actual procedure and may be misleading. In fact, the preceding sentence clearly states that “When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall use the KASME from the current EPS NAS security context as the basis for KeNB derivations.” Receiving such an indication about key change on-the-fly is part of an AS level procedure that simply uses the current EPS NAS context without requiring any further knowledge about how this EPS NAS context originated. Establishing this EPS NAS context as the current one is done by a preceding NAS level procedure, as NOTE 1 correctly states. We therefore believe that the nature of the proposed change, which deletes the above-mentioned condition, is editorial as it does not modify the procedure itself and only removes a descriptive part.
2) There is an erroneous indentation of a paragraph (the one before the paragraph starting with “The NH parameter…”) that may cause confusion regarding the logical dependencies of the paragraphs. 
Note that 2) is completely independent of 1).

	
	

	Summary of change:
(

	1) The condition “If the UE has determined that the eKSI has changed,…” is removed and the remainder of that sentence is made to directly follow the preceding paragraph to make the dependency clear. NOTE 1 is consequently moved one paragraph down (without any textual change). 
2) Erroneous indentation is corrected. 
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	Other comments:
(

	The expected changes to TS 36.331 would be of similar editorial nature as change 1) in the present CR as also TS 36.331 includes text about the intention of the procedure and about how the current EPS NAS context originated, which are not required for the description of the AS level procedure. 


******************START OF CHANGES************

7.2.9.2
KeNB re-keying

The re-keying procedure is initiated by the MME after a successful AKA run with the UE to activate a partial native EPS security context, or to re-activate a non-current full native EPS security context after handover from GERAN or UTRAN according to subclauses 9.2.2.1 and 10.3.2. 

In case the procedure is initiated by the MME after a successful AKA run with the UE, the MME derives the new KeNB using the key derivation function as specified in Annex A.3 using the new KASME and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The KeNB is sent to the eNB after a successfully completed NAS SMC in a S1 AP UE CONTEXT MODIFICATION REQUEST message triggering the eNB to perform the re-keying. The eNB runs the key-change-on-the-fly procedure with the UE. During this procedure the eNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KeNB derivation steps shall be taken as in a normal handover procedure. 

When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall use the KASME from the current EPS NAS security context as the basis for KeNB derivations.

The UE shall then derive a temporary KeNB by applying the key derivation function as specified in Annex A.3, using the uplink NAS COUNT in the most recent NAS Security Mode Complete message and the new KASME as input. From this temporary KeNB the UE shall derive the KeNB* as normal (see clause A.5). The eNB shall take the KeNB it received from the MME, which is equal to the temporary KeNB, as basis for its KeNB* derivations. From this step onwards, the key derivations continue as in a normal handover.

NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the MME has to change the EPS NAS security context before changing the AS security context.

If the AS level re-keying fails, then the MME shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KeNB is used.

In case the re-keying procedure is initiated by the MME to re-activate a non-current full native EPS security context after handover from GERAN or UTRAN the same procedure as above applies. 

The NH parameter shall be handled according to the following rules: 

-
UE and MME shall use NH derived from old KASME before the context modification is complete, i.e. for the UE when it sends the RRC Connection Reconfiguration Complete, and for the MME when it receives the UE CONTEXT MODIFICATION RESPONSE. In particular, the MME shall send an NH derived from old KASME in the S1AP HANDOVER RESOURCE ALLOCATION, S10 FORWARD RELOCATION, and S1AP PATH SWITCH REQUEST ACKNOWLEDGE messages before the context modification is complete.
-
The eNB shall delete any old NH upon completion of the context modification.
-
The UE and MME shall delete any old NH upon completion of the context modification. After the completion of the context modification, the UE and the MME shall derive any new NH parameters from the new KeNB and the new KASME according to Annex A.4.
******************END OF CHANGES************
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