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Assessment of candidate solutions

10.1
Existing 3GPP Solutions

10.1.1
STUN, TURN and ICE

It is clear from this study that the existing solution in 3GPP based on STUN, TURN and ICE over default ports will achieve traversal of NIMSFW types 1-4 and type 6 (TCP Restricted NAT/FW). 

If the P-CSCF and the TURN server is made to listen on allowed TCP port 443, we will be able to achieve the traversal of NIMSFW types 5, type 7 and type 9 (Port Restricted NAT/FW, Specific Port TCP Restricted NAT/FW and Firewall with Deep Packet Inspection (DPI) capability and Application Awareness) using the STUN, TURN and ICE protocols. However, most of the P-CSCF deployments are configured to listen on default SIP port 5060/5061 which means to achieve NIMSFW traversal, the PCSCF would have to listen on two different ports, the legacy one for non-iFire-enabled IMS UE’s and the new one for iFire-enabled IMS UE.
STUN, TURN and ICE over the allowed TCP ports (TCP port 443) does not allow traversal of NIMSFW type 8 (Firewall with HTTP Proxy) unless the TCP/TLS connections are setup with HTTP_CONNECT. One HTTP_CONNECT will be required for each TCP connection. This means if we are running message and file transfer services with MSRP and real time media using RTP, we will need up to four HTTP_CONNECT, one TLS connection and one HTTP_CONNECT for SIP, one TLS connection and HTTP_CONNECT for TURN control channel and one TLS connection and HTTP _CONNECT TURN data channel for RTP and one TLS connection and HTTP_CONNECT for MSRP. Also, if you are running additional protocols and services you will need additional TLS connections and HTTP_CONNECTS. In addition to requiring multiple TLS connections and HTTP_CONNECT, the HTTP_CONNECT mechanism is not standardized in 3GPP and implementations will be very specific to the UE.

10.1.2
IPSEC/IKEv2

Another solution specified in 3GPP standards for FW/NAT traversal is IPSEC with IKE v2 as the keying protocol. It is clear from the study that IPsec ESP-UDP packets will not traverse strict TCP firewalls since the transport protocol for IPsec ESP-UDP mode is UDP. Also, the default port for IPSEC while running in the ESP-UDP mode is UDP port 4500 and hence “port restricted FW/NAT” could block the IPSEC traffic and “specific port TCP restricted FW/NAT” will definitely block the IPsec ESP-UDP packets. In addition, many firewalls are configured to explicitly block IPsec traffic in turn blocking the IMS traffic carried over IPsec.

10.2
Candidate Solutions

It is clear from the study that for efficient traversal of the NIMSFW, we will need a tunnelling mechanism based on TLS with the Tunnelling End Point (TEP) listening on port 443. The two candidate solutions discussed in this study items are the enhanced Security Gateway (eSEG) and Tunnelled Service Control Function (TSCF).

The candidate solution eSEG requires TCP encapsulation of IKE and IPSEC over the TPKT header to allow IPSEC and IKE to go through NIMSFW. This means that both IKE and IPSEC RFC’s have to be modified in IETF or 3GPP has to adopt a new form of IKE and IPSEC, which accommodates TrIKESec. Going back to IETF to modify IKE and IPSEC to allow IMS traffic to traverse NIMSFW could be time consuming and may not be successful. Defining a new form of IKE and IPSEC (namely TrIKESec) in 3GPP is like defining a brand new protocol based on IKE and IPSEC to allow IMS traffic to go through NIMSFW could be a complicated task and can also impact the existing 3GPP architectures and standards defined based on IKE and IPSEC. Also, further looking at the eSEG architecture, to allow the eSEG to go through FW type 9 (Firewall with Deep Packet Inspection (DPI) capability and Application Awareness), we might have to implement eSEG over TLS instead of TCP and have eSEG listen on port 443. Also, to take care of NIMSFW type 8 (Firewall with HTTP Proxy) eSEG will require UE to implement HTTP_CONNECT and this implementation can be very specific to the UE.

The candidate solution TSCF solves the NIMSFW traversal issue for IMS traffic by introducing two logical elements, namely Tunnelled Service Element (TSE) and Tunnelled Service Control Function (TSCF). TSCF approach suggests use of existing 3GPP mechanism whenever possible. If the existing 3GPP mechanisms fail, TSCF approach suggests establishing a TLS tunnel as described in section 8.4.2. TSCF solution has the advantage of solving the problem of traversal of IMS traffic through NIMSFW for all NIMSFW types and requires a single TLS tunnel between the TSE and the TSCF function to achieve this. This approach will completely eliminate requiring multiple TCP/TLS connections for signalling and media and optionally could eliminate double encryption by just requiring encryption/authentication at the TSCF protocol level. However, TSCF approach requires defining a new protocol for negotiating the TLS tunnel between TSE and TSCF and will require stage 2 and stage 3 works to be done in 3GPP to define the architecture and protocol required for TSCF.
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Conclusions and recommendations

Based on the assessment done in section 10, we recommend that the TSCF solution should be considered as one of the possible solutions for solving the NIMSFW issue and we should go through the stage 2 and stage 3 works on this solution.
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