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Abstract of the contribution:

This contribution adds the security requirements to PWS TS33.269.
1 Introduction
SA3 has been working for PWS security solution for a year and identified PWS security requirements. According to SA3 chair’s  SA#57 plenary report, it says that ‘’SA1 submitted a CR on “Introduction of PWS Security requirements”. The CR was approved in SP-120529. With the approval of this CR, SA1 has completed the Stage 1 work for PWS security in Rel-12.’’
From the above, we can see that the security requirements can be seen as  almost completed. We can add security requirements into TS33.269.
2 Analysis
SA1 has updated some security requirements in section 4.8 of TS22.268vc00 as follows.

Security requirements are as follows: 

PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.

Where regional or national regulations allow, the integrity of the Warning Notification shall be protected. 

Where regional or national regulations allow, the PWS shall protect against false Warning Notification messages.

Note 1:
These requirements are subject to regulatory policies.

NOTE 2:
The authentication and authorisation of the source are outside the scope of 3GPP Specifications.

SA3 has identified some additional requirements in TR33.869.
We should add both parts into TS33.269 to include a completed security requirements for PWS.

3 Proposal

It is kindly proposed to include the following into TS33.269.

**********************************************Begin of Change*******************************************************
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Security requirements
Security requirements are as follows:
PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.

Where regional or national regulations allow, the integrity of the Warning Notification shall be protected. 

Where regional or national regulations allow, the PWS shall protect against false Warning Notification messages.
For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

The authentication solution shall be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

A serving network shall periodically send test warning messages on the broadcast channel.

If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

Whether the PWS message has been properly authenticated or not shall be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

It shall be possible to configure whether or not primary notifications are displayed.

Additional SA3 working assumptions are as follows:

The working assumption is that the signing entity is on a national level.
NOTE 1:
These requirements are subject to regulatory policies.

NOTE 2:
The authentication and authorisation of the source are outside the scope of 3GPP Specifications.
**********************************************End of Change*******************************************************

