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Abstract of the contribution:
This document provides analysis and evaluations for the current solutions in TR 33.869.
1. Introduction 
S3-120804 for SA3#68 meeting has analysed the impact of NAS Length for PWS NAS Solution. By far, several PWS security solutions have been proposed in previous meetings: NAS based solution, enhanced NAS based solution, GBA based solution and the implicit certificate based solution. In order to select the last solution, some further evaluation needs to be added in section 7.8 of TR 33.869. The following section gives the analysis and evaluation.
2. Analysis and Evaluation
Solution 3: NAS based solution
· In solution 3, the distribution of PWS public key is based on NAS signalling. The distribution of public     key is protected from the core network node to the UE by legacy NAS security mechanism. The protection function for PWS public key is based on the current legacy protocol and signalling. No new or additional function needs to be deployed for operator. So it provides a relatively simple solution. 
· In solution 3, it needs some modifications for the NAS protocol and signalling. 
· In solution 3, UE needs to support PWS security algorithm.
· In solution 3, a lot of discussion about NAS impact issue for NAS based solution. The main issue focus on the length restriction of NAS message. S3-120804 for SA3#68 analyzed system bandwidth restriction of NAS based solution. And several Reply LS from CT1, GERAN, and RAN3 have discussed the NAS limitation. According to the analysis of these Reply LSs, the main impact is in GERAN CS domain. It is applicable to distribute PWS public keys in LTE and UMTS with NAS messages. In GSM, 1~3 public keys with ECDSA are possible to be distributed with NAS message.
· Solution3 is suitable for LTE and UMTS. It needs to introduce additional integrity protection for the distribution of PWS public key in GSM.
Solution 4: GBA based solution
· In solution 4, the PWS public key is protected all the way from NAF to UE. It would not suffer from the weaknesses for that are at the edge of the network, such as, collapsed BSS, NodeBs or HNB in UMTS and GERAN CS.
· Solution 4 depends on the deployment of GBA for operator. If there is no GBA deployment in the operator PLMN, solution 4 cannot work. Then it cannot guarantee the security of the PWS public key distribution and update. It will increase additional function entity and cost for the operator who does not deploy GBA function, such as, the development of BSF, the function of GBA and GBA push.
· In order to receive public key, UE needs to open PS connection all the time. And UE needs to support GBA function.

In solution 4, If GBA push is used over SMS, the maximum limit for one message is 160 octets. If we use 128 level security, the length of ECDSA key is 32 octets, and the length of DSA key is 384 octets. So the maximum limit of SMS is another issue that needs to be considered. In order to deliver the PWS public key, it may need several SMSs and the PWS key may be fragmented. It needs to ensure that UE must receive the whole public key, or else, the validation of PWS message may fail. Or a trigger may be used to push to the terminals and the terminals then pull down the key from the NAF. Then, it may put overload on the NAF and SMSC.
· In solution 4, NAF can be located on CBC or CBE, the security protection is based on the Ks_NAF generated during the GBA procedure. For different operators, there will be different CBCs and CBEs. That is, if UE attaches to different operator network, NAF will be also changed.  When UE initial attaches to the network or roams to VPLMN, it needs to request PWS public key and establish security association with NAF. So UE needs to achieve the information related NAF. How to gain the NAF information (CBC or CBE) need to be considered.
· In solution 4, the PWS public key is protected with Ks_NAF, the lifetime of the Ks_NAF needs to be considered.
Solution 5: Enhanced NAS based solution

· Solution 5 provides the security protection for PWS public key with complexity mechanism from the implementation perspective. 
· In solution 5, a new key will be generated based on the legacy AKA mechanism. The function of UE and network entity is modified to generate the KPWS-int which is used to protect PWS public key. The legacy AKA mechanism is also changed. So there will be important impact on the current AKA procedure and the logic function of the network entity and UE. Both the network entity and UE must meet the requirement of new key and the algorithm.
· As the security mechanism provided by solution 5 can only apply for UTRAN and GERAN. It cannot work in EUTRAN.
· In solution 5, it provides an enhanced NAS solution, the distribution of PWS public key still depends on the NAS protocol and signalling. All of the consideration of solution 3 is also reconsidered. 
Solution 6: Implicit Certificate based solution
· In solution 6, the security protection of PWS public key is based on implicit certificate. CBE sends the PWS message which contains the implicit certificate and signature. The only work for CBC and PLMN is delivering the PWS message. There is little impact for the operator network. 
· In solution 6, the security root locates in CA. It brings the certificate management problem. Such as, certificate enrolment procedure should be considered and certificate storage (whether the implicit certificate will be stored), certificate update and revocation have to be performed. Also, the issue of equipment maintenance needs to be considered.
· The deployment of CA is an important issue. It needs to have an agreement among all of the countries in the scope of the whole global. Each country and government may have their different requirement respectively. Suppose several global CAs have been deployed, if some country or government cannot deploy any one of the global CAs, all of the UE that roams to this VPLMN will not be preconfigured with the global CA’s public keys. So it may not widely used in all of the countries and governments in the world. 
· In solution 6, the PWS message verification is based on the implicit certificate. Comparing to X.509 certificate, there is little information included in the content of implicit certificate, such as, the signer information, algorithm information. So some new security problems will be introduced. Suppose UE have been preconfigured with several global CAs’ public keys, and it receives PWS messages. It needs to consider which correct CAs’ public key should be used to verify the PWS message, as there are several CAs’ public keys preconfigured in UE, and no CA information indication is included in the implicit certificate.
· In solution 6, although CAs are assumed to be global and long lived entities, it also needs to consider the issue of CA’ update and the CA’s public key update.
Based on above analysis, the evaluation of the solutions is as following:
	
	NAS based solution
	GBA based solution
	Enhanced NAS based solution
	Implicit Certificate based solution

	Network entity impact
	            ---
	It may put an overload on the NAF and SMSC, if SMS is used for key transmission in particular.
	The function of network entity is modified to generate the KPWS-int which is used to protect PWS public key. There will be modifications for authentication entity, such as, MSC, SGSN/VLR. 
	           ---

	Terminal impact

	UE needs to support PWS security algorithm defined in TR 33.869.


	UE needs to support PWS security algorithm defined in TR 33.869.

In order to receive public key, UE needs to open PS connection all the time.

UE needs to support GBA function.
	UE needs to support PWS security algorithm defined in TR 33.869.

UE needs to support the additional function to calculate the KPWS-int.


	UE needs to preconfigure CA’ public key or root certificate. 
UE needs to support some algorithms for signature and verification. 



	Modifications on legacy protocol and signalling
	It needs to modify the NAS signalling.
	It needs to modify the transport mechanisms for public key distribution.
	The legacy AKA mechanism is changed.
	          ---

	Management and Implementation complexity
	It is a relatively simple solution. The distribution of public key is protected from the core network node to the UE by legacy NAS security mechanism.
	It needs to consider the management complexity of BSF and NAF additionally.
	The new key will be generated based on the legacy AKA mechanism. It brings complexity from the implementation perspective.
	It brings the certificate management complexity. Such as, certificate enrolment procedure should be considered and certificate storage, certificate update and revocation have to be performed. 

	Use limitation and dependency
	It is suitable for LTE and UMTS. In GSM, it needs to introduce enhanced integrity protection.
	It depends on the deployment of GBA for operator. It cannot work if there is no GBA deployment in the operator PLMN,
	It is only suitable for UTRAN and GERAN. It cannot work in EUTRAN.
	UE needs to preconfigure CA’ public key or root certificate.
It needs to consider the cost of certificate licence.


	Operation  cost


	---
	It will increase additional cost for the operator who does not deploy GBA function, such as, the development of BSF, the function of GBA.
	          ---
	The only work for CBC and PLMN is delivering the PWS message. There is little impact for the operator network cost. 

It needs to consider the cost to deploy global CAs for the regulator. And it also needs to consider the management and maintenance cost of the global CA for the regulator.

	Policy and law regulation limitation
	           ---
	---
	             ---
	It needs to have an agreement among all of the countries in the scope of the whole global. Each country and government may have their different requirement respectively. It is quite difficult to deploy the global CAs.

	New issues to be considered
	---
	 How to gain the NAF information (CBC or CBE) need to be considered for UE.
The lifetime of the Ks_NAF needs to be considered.
	           ---
	How to verify the PWS message signature if there is no global CA’s public key preconfigured in UE?
If several global CAs’ public keys are preconfigured in UE, which correct public key should be used to verify the PWS message?
It needs to consider the issue of CA’ update and the CA’s public key update.


As discussed above, the GBA based solution and implicit certificate based solution cannot be widely used for operation cost, use limitation and policy and law regulation limitation in particular. The enhanced NAS based solution is only suitable for UTRAN and GERAN, and brings implementation complexity. The NAS based solution is a simple solution and can be widely used by comparison.
3. Proposal

It is kindly proposed SA3 to agree the following PCR to be included into TR 33.869. 
*********************************start of  change **********************************
7.8
Evaluation of different solutions

Solution 1 can support country roaming.
7.8.X
Evaluation of different solutions 
	
	NAS based solution
	GBA based solution
	Enhanced NAS based solution
	Implicit Certificate based solution

	Network entity impact
	            ---
	It may put an overload on the NAF and SMSC, if SMS is used for key transmission in particular.
	The function of network entity is modified to generate the KPWS-int which is used to protect PWS public key. There will be modifications for authentication entity, such as, MSC, SGSN/VLR. 
	           ---

	Terminal impact

	UE needs to support PWS security algorithm defined in TR 33.869.


	UE needs to support PWS security algorithm defined in TR 33.869.

In order to receive public key, UE needs to open PS connection all the time.

UE needs to support GBA function.
	UE needs to support PWS security algorithm defined in TR 33.869.

UE needs to support the additional function to calculate the KPWS-int.


	UE needs to preconfigure CA’ public key or root certificate. 
UE needs to support some algorithms for signature and verification. 



	Modifications on legacy protocol and signalling
	It needs to modify the NAS signalling.
	It needs to modify the transport mechanisms for public key distribution.
	The legacy AKA mechanism is changed.
	          ---

	Management and Implementation complexity
	It is a relatively simple solution. The distribution of public key is protected from the core network node to the UE by legacy NAS security mechanism.
	It needs to consider the management complexity of BSF and NAF additionally.
	The new key will be generated based on the legacy AKA mechanism. It brings complexity from the implementation perspective.
	It brings the certificate management complexity. Such as, certificate enrolment procedure should be considered and certificate storage, certificate update and revocation have to be performed. 

	Use limitation and dependency
	It is suitable for LTE and UMTS. In GSM, it needs to introduce enhanced integrity protection.
	It depends on the deployment of GBA for operator. It cannot work if there is no GBA deployment in the operator PLMN,
	It is only suitable for UTRAN and GERAN. It cannot work in EUTRAN.
	UE needs to preconfigure CA’ public key or root certificate.
It needs to consider the cost of certificate licence.

	Operation  cost


	---
	It will increase additional cost for the operator who does not deploy GBA function, such as, the development of BSF, the function of GBA.
	          ---
	The only work for CBC and PLMN is delivering the PWS message. There is little impact for the operator network cost. 

It needs to consider the cost to deploy global CAs for the regulator. And it also needs to consider the management and maintenance cost of the global CA for the regulator.

	Policy and law regulation limitation
	           ---
	---
	             ---
	It needs to have an agreement among all of the countries in the scope of the whole global. Each country and government may have their different requirement respectively. It is quite difficult to deploy the global CAs.

	New issues to be considered
	---
	 How to gain the NAF information (CBC or CBE) need to be considered for UE.
The lifetime of the Ks_NAF needs to be considered.
	           ---
	How to verify the PWS message signature if there is no global CA’s public key preconfigured in UE?

If several global CAs’ public keys are preconfigured in UE, which correct public key should be used to verify the PWS message?

It needs to consider the issue of CA’ update and the CA’s public key update.


As discussed above, the GBA based solution and implicit certificate based solution cannot be widely used for operation cost, use limitation and policy and law regulation limitation in particular. The enhanced NAS based solution is only suitable for UTRAN and GERAN, and brings implementation complexity. The NAS based solution is a simple solution and can be widely used by comparison.
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