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Abstract of the contribution:  
This contribution analysis the length of PWS public key according to reply LSs.
1 Introduction
In SA3#69, an LS(S3-120805) was sent to related groups for the answers of three questions. In response, CT1, RAN2, RAN3 and GERAN2 gave their answers in C1-123453, R2-125160, R3-121966, GP-121170. This contribution will give an analysis based on these reply LSs for public key distribution of NAS solution. 
2 Analysis
2.1 LTE
In CT1’s LS C1-123453, it says that ‘’Except for the NAS protocols via Gb interface, CT1's specifications do not specify restrictions on the size of NAS messages (including the NAS SMC message, AUTHENTICATION AND CIPHERING REQUEST message and LAU/ATTACH/RAU/TAU ACCEPT messages).’’  
For the lower layers, CT1 says ‘’Note, however, that there may be a restriction from the lower layers’’ and would like to let other working groups to provide the exact length restrictions currently applicable. In RAN2 and RAN3’s LS, they did not list any size restriction for LTE and LTE lower layers. RAN2 says that ‘’According to current RAN2 specification on UMTS and LTE, there is no size limitation for the dedicated RRC messages transmitted over the radio interface.’’ RAN3 says that ‘’RAN3 does not see any constraint in size or in number of public keys sent in RANAP/S1AP message.’’
In LTE, public key will be distributed in NAS SMC and TAU ACCEPT. CT1 gives the current sizes of the NAS messages : NAS SMC: 21 bytes, TAU ACCEPT: 246 bytes. Please note that CT1 says that current ATTACH ACCEPT is already 4629 bytes. It means the capability of LTE NAS at least can carry 4629 bytes. We can assume 4608bytes(4629-21) for NAS SMC and 4383bytes(4629-246) for TAU ACCEPT are the maximum sizes and calculate the maximum numbers of public keys in NAS SMC using 128-DSA : 4608/384=12, 128-ECDSA : 4608/32=144 and in TAU ACCEPT using 128-DSA :4383/384=11, 4383/32=136. CT1 also says that ‘’According to the above NAS message size, the maximum LLC length value and the PWS public key sizes in SA3's LS, it is feasible from NAS protocol point of view to include 1 or 2 public keys in the NAS SMC and TAU ACCEPT messages in E-UTRAN and any of the above NAS messages in GERAN Gb mode.’’ 
In RAN2’s LS R2-125160, it says that ‘’Since NAS message will be filled in PDCP in LTE but not in UMTS, so the size of a dedicated RRC message is actually limited by the maximum PDCP SDU size of 8188 bytes in LTE.’’ So the maximum size over the radio interface is 8188 bytes. Obviously, this size can contain more than 20 128-DSA public keys and more than 200 128-ECDSA public keys. RAN2 also says that in some scenarios, delay and overload should be avoided by sending public keys. Two factors decides the happen of delay and overload, i.e. the ratio of NAS message capability vs the normal number of public keys carrying in it and the frequency of sending public key.Normally public keys will not send as maximum numbers as the capability of message can do. It depends on the number of CBEs in one area. We can imagine that the number of CBE will not be so many, for example, normally 3(one for earthquake and tsunami, one for nuclear explosion and one for some social emergency like fire or terroristic attack). Obviously, the capability of NAS message is much more than the size of normal public keys carrying in it. Moreover, public key will not carry in every NAS message. It only carry in the very first message. When public key update, the next key will be sent. The frequency of sending it is as much as public key update. So the case of delay and overload will not occur. 
From the above analysis, we can see that it is applicable in E-UTRAN using NAS messages to distribute public keys.
2.2 UMTS

UMTS has similar analysis as LTE. CT1 also says that ‘’Except for the NAS protocols via Gb interface, CT1's specifications do not specify restrictions on the size of NAS messages (including the NAS SMC message, AUTHENTICATION AND CIPHERING REQUEST message and LAU/ATTACH/RAU/TAU ACCEPT messages).’’  

CT1 also says that 

‘’- in GERAN/UTRAN:

AUTHENTICATION AND CIPHERING REQUEST: 49 bytes, LAU ACCEPT: 119 bytes, ATTACH ACCEPT: 160 bytes, and RAU ACCEPT: 191 bytes.’’
For the lower layers, In RAN2 and RAN3’s LS, they did not list any size restriction for LTE and LTE lower layers. RAN2 says that ‘’According to current RAN2 specification on UMTS and LTE, there is no size limitation for the dedicated RRC messages transmitted over the radio interface’’. RAN3 says that ‘’RAN3 does not see any constraint in size or in number of public keys sent in RANAP/S1AP message.’’

From the above analysis, we can see that it is applicable in UTRAN using NAS messages to distribute public keys.
2.3 2G

2.3.1 2G CS/GSM
In GERAN2’s LS, it says that ‘’When NAS message like AUTHENTICATION REQUEST and LAU ACCEPT messages or AS message like Ciphering Mode Command message are sent in CS domain via radio interface, the size of these message shall not exceed 251 octets as required in TS 44.006.

The message sent on A interface shall not exceed 272 octecs according to the Signaling System No.7, which bears NAS message like AUTHENTICATION REQUEST and LAU ACCEPT messages or BSSMAP messages like Cipher Mode Command.’’
GERAN2 also provide the current sizes of these messages. 

‘’LAU ACCEPT (NAS message for CS domain)                                                                      119 bytes

Ciphering Mode Command (AS message for CS domain)                                                      3    bytes

Cipher Mode Command (BSSMAP message for CS domain)                                                 35 bytes’’

So there are 237 bytes (272-35) and 248 bytes (251-3) for BSSMAP messages like Cipher Mode Command and AS message like Ciphering Mode Command message.  It is obvious public key using ECDSA is suitable for CS. The maximum number using 128-ECDSA is 237/32=7.
There are 153 bytes (272-119) and 132bytes (251-119) for LAU ACCEPT. It is also obvious public key using ECDSA is suitable for CS. The maximum number using 128-ECDSA is 132/32=4.
From the above, it is applicable in GSM to distribute normally 1~3 public keys in NAS message using ECDSA.
2.3.2 2G PS/GPRS

In GERAN2’s LS, it says that ‘’When NAS message like AUTHENTICATION AND CIPHERING REQUEST and RAU ACCEPT messages are sent in PS domain via radio interface, the size of such upper layer PDUs shall not exceed 1560 octets as required in TS 44.060.

There is no specific limitation of NAS messages sent via Gb interface. So it’s GERAN2 understanding that the limitation in radio interface will be applied.’’
GERAN2 also provide the current sizes of these messages. 
AUTHENTICATION AND CIPHERING REQUEST(NAS message for CS and PS domain)  49   bytes
RAU ACCEPT(NAS message for PS domain)                                                                       191 bytes

So there is 1511 bytes (1560-49) left for AUTHENTICATION AND CIPHERING REQUEST. The maximum number using 128-DSA is 1511/384=3, 128-ECDSA is 1511/32=47.

There is 1369 bytes (1560-191) left for RAU ACCEPT. The maximum number using 128-DSA is 1369/384=3, 128-ECDSA is 1369/32=42.

From the above, it is applicable in GPRS to distribute public keys in NAS message using 128-ECDSA and it is applicable to distribute normally 1~3 public keys in NAS message using 128-DSA.
3 Summary
In summary, the maximum numbers of public key which can be carried in NAS message in different systems are as follows :
NOTE : Since there is no maximum size given by other groups’ reply LSs for UMTS, no actual maximum number  can be figured out for UMTS. However, from the analysis we can see that it is applicable in UTRAN using NAS messages to distribute public keys.

	
	LTE
	UMTS
	2G

	
	NAS SMC
	TAU ACCEPT
	RANAP SMC/RRC SMC
	LAU ACCEPT
	RAU ACCEPT
	CS/GSM
	PS/GPRS

	
	
	
	
	
	
	CMC
	LAU ACCEPT
	AUTHENTICATION AND CIPHERING REQUEST
	RAU ACCEPT

	128-DSA
	>12
	>11
	applicable
	applicable
	applicable
	Not applicable
	Not applicable
	3
	3

	128-ECDSA
	>144
	>136
	applicable
	applicable
	applicable
	7
	4
	47
	42


4 Proposal

It is kindly proposed to include the analysis in TR33.869.
**********************************************Begin of Change*********************************************************

7.8
Evaluation of different solutions

Solution 1 can support country roaming.

7.8.1
Solution 3

7.8.1.1
Public key length
In section 6.2.3 of current PWS TR33.869, it defines two algorithms, i.e. 128-DSA and 128-ECDSA. The public key size of these two allgorithms are:
Table 7.7.1.1.1
	Security level (in bits)
	Public key sizes (in bits)

	
	ECDSA
	DSA

	112 (≤ 2030)
	224
	2048

	128 (~ 2040)
	256
	3072


If we use 128 level security, DSA use the longest size of public key, i.e. 3072 bits/384 bytes. If 112 level security is used, the longest size by DSA is 2048 bits/256 bytes. We’ll analyse NAS consumption use these two longest sizes. Then the small one can surely be used.

NOTE : In section 6.2.3, it also stated If companies or governments wants to use the "For further use"-range, the registration of new signature algorithms must be handled and approved by 3GPP.  Here we do not discuss the algorithm in future use since the size of them should meet NAS consumption and the used algorithm should be approved by 3GPP. 

7.8.1.2
NAS message consumption for public key

Editor’s Note: Further checking of maximum limits on the link layer protocols transferring the NAS messages needs be done. It seems that at least TS44.064 puts a maximum limit of about 1500 octets on the IE size. Specs for the other protocols transferring the NAS messages may need to be checked as well . 

NAS message is used to carry public key.  

LTE : 

With regard to LTE system, there is no standard restriction on the length of NAS message in SA1, SA2, CT1 and RAN3’s specifications. For implementation, the cache for sending NAS message in the MME side is allocated based on the actual length of NAS message. So there is no restriction for the MME to send public key in NAS. In the UE side, there is also no restriction on the length of NAS message. The UE NAS layer can handle NAS message as long as the message can be sent in air interface. Furthermore, there is no restriction in RAN3’s specification on the length of NAS PDU IE in S1 DOWNLINK NAS TRANSPORT message transmitted from the MME to the eNB. For implementation, there may be some restriction for cache in eNB. But normally the quantity level bytes of this restriction is much bigger than the actual message content. . 

The NAS based solution in TR33.869 requires only one public key distributed and at most two public keys in NAS for each CBE. If we use the strongest 384 bytes public key (i.e. 128-DSA) and the most number of public keys, e.g. 2 public keys each CBE, 3 CBEs(one for earthquake and tsunami, one for nuclear explosion and one for some social emergency like fire or terrorist attack) in one PLMN, the total length of public keys is 2*3*384=2304 bytes. More than 3 CBEs can be used but the increasing bytes is in the handling capability scope of network element. Based on the message definition in 3GPP TS 24.301, the current NAS SMC message content takes about 18-21 bytes. The current TAU ACCEPT message content (including optional IEs) takes about 66-246 bytes. If we use the NAS SMC message or TAU ACCEPT message to carry such public keys, it still has much available length capacity to carry all these public keys. So there is no problem for LTE system to use NAS based solution. 
In CT1’s LS C1-123453, it says that ‘’Except for the NAS protocols via Gb interface, CT1's specifications do not specify restrictions on the size of NAS messages (including the NAS SMC message, AUTHENTICATION AND CIPHERING REQUEST message and LAU/ATTACH/RAU/TAU ACCEPT messages).’’  

For the lower layers, CT1 says ‘’Note, however, that there may be a restriction from the lower layers’’ and would like to let other working groups to provide the exact length restrictions currently applicable. In RAN2 and RAN3’s LS, they did not list any size restriction for LTE and LTE lower layers. RAN2 says that ‘’According to current RAN2 specification on UMTS and LTE, there is no size limitation for the dedicated RRC messages transmitted over the radio interface.’’ RAN3 says that ‘’RAN3 does not see any constraint in size or in number of public keys sent in RANAP/S1AP message.’’
In LTE, public key will be distributed in NAS SMC and TAU ACCEPT. CT1 gives the current sizes of the NAS messages : NAS SMC: 21 bytes, TAU ACCEPT: 246 bytes. Please note that CT1 says that current ATTACH ACCEPT is already 4629 bytes. It means the capability of LTE NAS at least can carry 4629 bytes. We can assume 4608bytes(4629-21) for NAS SMC and 4383bytes(4629-246) for TAU ACCEPT are the maximum sizes and calculate the maximum numbers of public keys in NAS SMC using 128-DSA : 4608/384=12, 128-ECDSA : 4608/32=144 and in TAU ACCEPT using 128-DSA :4383/384=11, 4383/32=136. CT1 also says that ‘’According to the above NAS message size, the maximum LLC length value and the PWS public key sizes in SA3's LS, it is feasible from NAS protocol point of view to include 1 or 2 public keys in the NAS SMC and TAU ACCEPT messages in E-UTRAN and any of the above NAS messages in GERAN Gb mode.’’ 

In RAN2’s LS R2-125160, it says that ‘’Since NAS message will be filled in PDCP in LTE but not in UMTS, so the size of a dedicated RRC message is actually limited by the maximum PDCP SDU size of 8188 bytes in LTE.’’ So the maximum size over the radio interface is 8188 bytes. Obviously, this size can contain more than 20 128-DSA public keys and more than 200 128-ECDSA public keys. RAN2 also says that in some scenarios, delay and overload should be avoided by sending public keys. Two factors decides the happen of delay and overload, i.e. the ratio of NAS message capability vs the normal number of public keys carrying in it and the frequency of sending public key.Normally public keys will not send as maximum numbers as the capability of message can do. It depends on the number of CBEs in one area. We can imagine that the number of CBE will not be so many, for example, normally 3(one for earthquake and tsunami, one for nuclear explosion and one for some social emergency like fire or terroristic attack). Obviously, the capability of NAS message is much more than the size of normal public keys carrying in it. Moreover, public key will not carry in every NAS message. It only carry in the very first message. When public key update, the next key will be sent. The frequency of sending it is as much as public key update. So the case of delay and overload will not occur. 
From the above analysis, we can see that it is applicable in E-UTRAN using NAS messages to distribute public keys.
UMTS:

With regard to UMTS system, there is no standard restriction for NAS message in SA1, SA2, CT1 and RAN’s specifications.   For implementation, RANAP and RRC message size for network side is allocated by the cache of the  message.  The quantity level bytes of RNC is much bigger than the actual message content. This size can also carry the most size (2*3*384=2304 bytes) for public keys. The current RANAP and RRC SMC message content  takes about 64-65 bytes and more than 100 bytes to more than 200 bytes. The current RAU ACCEPT message content (including optional IEs) takes about 67-141 bytes. So there is no restriction for SGSN and RNC to send public key in SMC and RAU ACCEPT.  Because NAS PDU can be divided into several segments as long as upper layer has the capability of sending NAS so there is no problem for lower layer to transport NAS.  Similar to LTE, UE NAS layer can handle NAS message as long as the message can be sent in air interface. 
UMTS has similar analysis as LTE. CT1 also says that ‘’Except for the NAS protocols via Gb interface, CT1's specifications do not specify restrictions on the size of NAS messages (including the NAS SMC message, AUTHENTICATION AND CIPHERING REQUEST message and LAU/ATTACH/RAU/TAU ACCEPT messages).’’  

CT1 also says that 

‘’- in GERAN/UTRAN:

AUTHENTICATION AND CIPHERING REQUEST: 49 bytes, LAU ACCEPT: 119 bytes, ATTACH ACCEPT: 160 bytes, and RAU ACCEPT: 191 bytes.’’
For the lower layers, In RAN2 and RAN3’s LS, they did not list any size restriction for LTE and LTE lower layers. RAN2 says that ‘’According to current RAN2 specification on UMTS and LTE, there is no size limitation for the dedicated RRC messages transmitted over the radio interface’’. RAN3 says that ‘’RAN3 does not see any constraint in size or in number of public keys sent in RANAP/S1AP message.’’

From the above analysis, we can see that it is applicable in UTRAN using NAS messages to distribute public keys.
GSM/GPRS :

 With regard to GSM/GPRS system, there is no clear standard restriction for NAS message.  For implementation, NAS message size for network side is also allocated by the cache of the  message which is similar to UMTS.  The quantity level bytes of base station is much bigger than the actual message content. This size can also carry the most size (2*3*384=2304 bytes) for public keys. The current Cipher Mode Command message content  takes about 3 bytes. The current LAU ACCEPT message content (including optional IEs) takes about 25-119 bytes. So there is no restriction for MSC/SGSN to send public key in GSM/GPRS.  Similar to LTE and UMTS, UE NAS layer can handle NAS message as long as the message can be sent in air interface. 

From the above analysis,  NAS message consumption for public key is suitable for GSM/UMTS/LTE system. Moreover, the capability and cache of AN and CN network elements are much more than the increasing bytes by the public keys so the consumer of network resources can be handled well. 
2G CS/GSM:
In GERAN2’s LS, it says that ‘’When NAS message like AUTHENTICATION REQUEST and LAU ACCEPT messages or AS message like Ciphering Mode Command message are sent in CS domain via radio interface, the size of these message shall not exceed 251 octets as required in TS 44.006.

The message sent on A interface shall not exceed 272 octecs according to the Signaling System No.7, which bears NAS message like AUTHENTICATION REQUEST and LAU ACCEPT messages or BSSMAP messages like Cipher Mode Command.’’

GERAN2 also provide the current sizes of these messages. 

‘’LAU ACCEPT (NAS message for CS domain)                                                                      119 bytes

Ciphering Mode Command (AS message for CS domain)                                                      3    bytes

Cipher Mode Command (BSSMAP message for CS domain)                                                 35 bytes’’

So there are 237 bytes (272-35) and 248 bytes (251-3) for BSSMAP messages like Cipher Mode Command and AS message like Ciphering Mode Command message.  It is obvious public key using ECDSA is suitable for CS. The maximum number using 128-ECDSA is 237/32=7.

There are 153 bytes (272-119) and 132bytes (251-119) for LAU ACCEPT. It is also obvious public key using ECDSA is suitable for CS. The maximum number using 128-ECDSA is 132/32=4.

From the above, it is applicable in GSM to distribute normally 1~3 public keys in NAS message using ECDSA.
2G PS/GPRS :
In GERAN2’s LS, it says that ‘’When NAS message like AUTHENTICATION AND CIPHERING REQUEST and RAU ACCEPT messages are sent in PS domain via radio interface, the size of such upper layer PDUs shall not exceed 1560 octets as required in TS 44.060.

There is no specific limitation of NAS messages sent via Gb interface. So it’s GERAN2 understanding that the limitation in radio interface will be applied.’’

GERAN2 also provide the current sizes of these messages. 
AUTHENTICATION AND CIPHERING REQUEST(NAS message for CS and PS domain)  49   bytes

RAU ACCEPT(NAS message for PS domain)                                                                       191 bytes

So there is 1511 bytes (1560-49) left for AUTHENTICATION AND CIPHERING REQUEST. The maximum number using 128-DSA is 1511/384=3, 128-ECDSA is 1511/32=47.

There is 1369 bytes (1560-191) left for RAU ACCEPT. The maximum number using 128-DSA is 1369/384=3, 128-ECDSA is 1369/32=42.

From the above, it is applicable in GPRS to distribute public keys in NAS message using 128-ECDSA and it is applicable to distribute normally 1~3 public keys in NAS message using 128-DSA.
Summary :

In summary, the maximum numbers of public key which can be carried in NAS message in different systems are as follows :

NOTE : Since there is no maximum size given by other groups’ reply LSs for UMTS, no actual maximum number  can be figured out for UMTS. However, from the analysis we can see that it is applicable in UTRAN using NAS messages to distribute public keys.

	
	LTE
	UMTS
	2G

	
	NAS SMC
	TAU ACCEPT
	RANAP SMC/RRC SMC
	LAU ACCEPT
	RAU ACCEPT
	CS/GSM
	PS/GPRS

	
	
	
	
	
	
	CMC
	LAU ACCEPT
	AUTHENTICATION AND CIPHERING REQUEST
	RAU ACCEPT

	128-DSA
	>12
	>11
	applicable
	applicable
	applicable
	Not applicable
	Not applicable
	3
	3

	128-ECDSA
	>144
	>136
	applicable
	applicable
	applicable
	7
	4
	47
	42


7.8.1.3
Frequency of NAS message carrying public key
Public key may be updated when the UE firstly initiates Attach/TAU/RAU/LAU procedure to a new PLMN.

In addition, normally, the CBE rarely changes its public key. However, when this happens, there will be one key update per UE.
**********************************************End of Change*********************************************************

