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Abstract of the contribution: This contribution adds the scenario of monitoring mobile MTC devices moving in a widely open area without movement restriction.
1. Analysis 

In TS22.368, MTC monitoring is a specific feature of MTC service requirements. The system shall detect several events which include change of MTC Device location (geographical position and/or point of attachment in the network). It does not define how wide the area is that the MTC device can move in.  
And in TR33.868, it has discussed the type of UEs that should not move from an authorized location, or should only move in an authorized area. The scenario of type of UEs that are used for tracking purposes that can move widely may need to be considered. These MTC devices may be used to fix vehicle position, trace animals and so on, so such MTC devices are not restricted in certain authorized area but move in an unrestricted manner.
Some security problems will result from the theft of such MTC Devices. For area-restricted MTC Device, UE reports the location identifiers and Network entity stores the pre-defined location identifier, so the network can be able to verify whether a MTC Devcie is in threat by comparing these two identifiers. Howerever, as the mobile area is not limited for mobile MTC Devices, the network can not verify if the MTC Device is stolen or controlled by attackers just by comparing the location identifier of UE and the pre-defined locaton identifier stored in the network. As a result, the stolen vehicle monitor of A may be used for B, or attackers with stolen MTC Device can report a wrong location identifier to the network, or attackers can use MTC device to trace other peoples’ positions, etc. 
The network should be able to distinguish between the MTC devices that have movement restriction and those that do not and manage them accordingly.
2. Proposals 

From above analysis, we can see security impacts caused by mobile MTC devices moving in a widely open area. We kindly ask SA3 to consider above possible mechanisms and add the following PCR to the current SIMTC TR33.868.
PCR
*************************************Begin of Change*********************************************
5.9.1
Issue Details

As discussed in TR 23.888 (clause 5.10.1) [10], UEs may be deployed in locations with high risk, e.g. possibility of theft of the communication module. There are UEs that should not move from an authorized location, or should only move in an authorized area. There are UEs that can move in a widely open area without restriction (e.g. UEs that are used to track cargo, animals, vehicle, etc.). For those UEs, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from theft of the communication module. If such an event is detected, the network might be configured to perform special actions.
5.9.2
Threats

In the case of an MTC application where the UE should not move from an authorized location, or should only move in an authorized area (e.g. within a home), there could be security risks if the device is operated from an unauthorized location (e.g. as a result of theft of the communication module). For example, a water metering used in user A's home to record user A's water usage should be fixed in user A's home. If it is moved to another place like B's home without permission, it could potentially be used to report user B's water usage against user A's account. The primary method to mitigate this attack should be to bind the identity and authentication of the UE to the specific user's water meter. Detecting or preventing a change in location of the UE could be a useful secondary security mechanism.
Another example is fire monitor in the building. When a fire monitor is moved to another place, wrong location information will be sent to the fire monitoring server if there is a fire. In this case detecting change of the location of the UE would be a useful feature.
For mobile MTC devices used for tracking purposes, the mobile area is not limited for mobile MTC Devices, the network can not verify if the MTC Device is stolen or controlled by attackers just by comparing the location identifier of UE and the pre-defined locaton identifier stored in the network. As a result, the stolen vehicle monitor of A may be used for B, or attackers with stolen MTC Device can report a wrong location identifier to the network, or attackers can use MTC device to trace other peoples’ positions, etc. 
 For those UEs that can be linked to an individual, MTC Monitoring could cause an invasion of privacy. In particularly, if MTC Monitoring is applied to UEs that should not be monitored.
5.9.3
Security Requirements

It is required for the network to provide a location management mechanism for UEs that should not move from an authorized location, or should only move in an authorized area to detect if the device has been moved to an unauthorized location.
The network should be able to distinguish between MTC devices that have restriction in movement and those that do not have restriction and manage their mobility accordingly.
The network should be able to prevent MTC monitoring to be activated for those devices that should or are not monitored by the network.
*************************************End of Change*********************************************
