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1. Introduction

This pCR proposes new text for Section 5 of the FS_SECAM TR.
2. Rationale

The criteria for selection of certification scheme for hardening of network elements is currently under investigation.  A number of certification schemes (including Common Criteria, Commercial Product Assurance and FIPS, to name a few) are currently being successfully utilized by various standard bodies, agencies, and organizations.  The example certification schemes listed above as well as other schemes may have merit in their own right and should be considered for their applicability to the task of certification.  The criteria for evaluation of the methods should consider a broad range of issues including cost, reproducibility, current as well as anticipated international recognition, coordination with other standards bodies, expandability, component isolation and the ability to reuse pre-certified components, duration and complexity of testing cycle, current as well as anticipated adoption rate and whether testing should be third party or self certified.  Finally, each of the proposed certification schemes must be able to provide measurable results of the certification process.
The certification methods discussed in this TR are established methodologies that may not be suitable on their own for any one particular network element, and therefore a combination of methods may prove a more appropriate approach. 

3. pCR
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5
Criteria for the evaluation of the methodologies

Editor’s Note: This chapter will list the criteria that will be used to evaluate the proposed solution (type of attacks conducted, reproducibility of the tests, costs, international recognition, need for coordination with other bodies ...) 
The certification schemes under consideration should be evaluated based on the following evaluation criteria: 

Editor’s Note: The following is a non- exhaustive list of criteria to be used for evaluation certification schemes. Each entry in this list has to be further opened and explained to limit misunderstanding.
· Reproducibility – ability of a particular certification scheme (method) to produce identical certification result when applied to the same target at a different time, place, or by a different certification body (agent)

· Current as well as anticipated international recognition – an official acknowledgement and appreciation of a particular certification scheme by various agencies, consortia, and standard bodies belonging to more than one country. Anticipated international recognition, as well as current international recognition have to be considered when evaluating a particular certification scheme
· Coordination with other standards bodies – established use or consideration for certification by standard bodies other than 3GPP 

· Expandability – ability of a particular certification scheme (method) to be expanded to a different industry

· Component isolation and the ability to reuse pre-certified components – ability to isolate a component of a system for its certification and subsequent re-use as a pre-certified element of another system

· Duration and complexity (cost) of testing cycle – each certification scheme has anticipated complexity and duration of its testing cycle. In many circumstances, shorter anticipated duration and lower levels of complexity are preferable

· Current as well as anticipated adoption rate – some certification schemes have better adoption rate in the telecom industry than others. Anticipated adoption rate, as well as current adoption rate have to be considered when evaluating a particular certification scheme

· Third party or self certified testing options – some certification schemes (methods) allow self certification by manufacturers, while some other schemes allow only third-party certification by dedicated agents.  This property has to be considered when evaluating a particular certification scheme

· Ability of the certification methodology to provide measurable results – measurable results of the certification process is considered to be one of the important properties which has to be considered when evaluating a particular certification scheme

The certification methods discussed in this TR are established methodologies that may or may not be suitable on their own for any one particular network element. Therefore a combination of different methods with re-use of third party pre-certifications may prove a more appropriate approach. 
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