3GPP TSG SA WG3 (Security) Meeting #69
S3-121001
5 – 9 November 2012, Edinburgh,United Kingdom
Source:
Chairman of 3GPP TSG SA WG3

Title:
Report from TSG SA #57
Document for:
Information

Agenda Item:
4.2   Meeting Reports
1. Introduction
This document contains information about the TSG SA #57 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA #57 documents can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_57/Docs/
The draft SA #57 meeting report can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_57/Report/
The SA3 status report to SA #57 (SP-120595) is attached. 

2. SA #57 Outcome on SA3 Submissions

The MBMS CRs submitted by SA3 were not approved at SA, but sent back to SA3 for further work. All other CRs were approved without modifications.
For the MBMS CRs on “Relaxing the requirement to consume MTK-IDs in strict order” and “Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY”, there are CT6 comments provided in the LS in SP-120594. These comments need to be taken into account when progressing the work on these CRs.

For the CRs on “Fixing the lack of confidentiality protection for Associated Delivery Procedures”, there was discussion on which releases these changes should apply to. Since there were no related SA4 CRs submitted to SA #57, it was decided to send the SA3 CRs back, and align them with the CRs that SA4 plans to submit to SA #58.
The next SA4 meeting is held in the same week as SA3 #69. In discussions with the SA4 chairman, it was agreed that SA4 aims to send an LS to us, with their agreed CRs attached, at latest on Thursday, November 8. This means that we need to be prepared to take the SA4 input into account and align our CRs accordingly.

Our draft TR on “Extended IP Multimedia Subsystem (IMS) media plane security features” was submitted for information in SP-120598. SA had no comments and the draft TR was noted.

Our WID proposal on “Study Item on Security Assurance Methodology for 3GPP Network Elements” was approved in SP-120654. The only modification was that 4 new supporting companies were added: NEC, NTT DOCOMO, Huawei and Nokia Siemens Networks.
3. SA #57 Outcome on SA3-LI Submissions

All our CRs were approved without modifications.
The WID proposal on “Lawful Interception Rel-12” was approved without modifications in SP-120597.

CT3 has updated the TS 29.212 title from Rel-11 onwards. Consequently, specifications with references to TS 29.212 needed to be corrected. References were corrected also in TSs 33.107 and 33.108. These CRs were approved in the CR pack SP-120627.
4. Machine Type Communication
SA1 submitted an updated WID on “Machine-Type and other mobile data applications Communications enhancements (MTCe)” to include the Stage 1 aspects. The updated WID was approved in SP-120540.

SA1 also submitted a new WID on “Machine-Type and other mobile data applications Communications – Service Requirement Maintenance”. The main purpose of the WID is to ensure that the Stage 1 requirements will be aligned with the Stage 2 work that will be done in Rel-12. The WID was approved in SP-120541.

SA1 submitted a number of Rel-11 CRs for SIMTC. These CRs align Stage 1 specifications to what has been specified in Stage 2 for Rel-11. The CRs were approved in SP-120521.
SA approved the SA2 TR 23.888: 'System Improvements for Machine-Type Communications (Release 11)' in SP-120489.
SA2 also submitted a number of CRs for SIMTC. They were approved in SP-120482.
ITU-T sent SA an LS on their Joint Coordination Activity on Internet of Things (SP-120492). They are working on a IoT standards roadmap and asked 3GPP for input for updating the roadmap with the relevant 3GPP standards. SA provided a reply in SP-120656. SA also appointed Farooq Bari (AT &T) as the 3GPP liaison officer for ITU-T JCA-IoT.

5. PWS

SA1 submitted a CR on “Introduction of PWS Security requirements”. The CR was approved in SP-120529. With the approval of this CR, SA1 has completed the Stage 1 work for PWS security in Rel-12.
6. SSO

SA1 submitted CRs on “Service requirements for integration of Single Sign-On (SSO) frameworks with 3GPP networks”. The CRs were approved in SP-120528, and the Stage 1 work in SA1 for Rel-12 has now been completed. 
7. Application Network Efficiency Aspects
All WGs in 3GPP had reviewed the GSMA white paper and provided feedback to SA #57.  Based on the WG input, SA sent a reply to GSMA in SP-120655.
8. IMS P2P Security

There was a company contribution to update the SA2 WID on IMS P2P. SA2 has already completed their work, but the WI was updated to include the SA3 TR on IMS P2P security. We are expected to finalize the TR in November and submit if for approval to SA #58 in December. The updated WI was approved in SP-120622.
9. BBAI H(e)NB's Local-IP Address Issue
SA discussed the H(e)NB's Local-IP Address Issue based on input contributions. Many companies indicated interest in solving this issue for Rel-11. SA2 will try to reach consensus on the way forward before SA #58 in December.

10. Hosting Party Authentication

SA1 submitted a CR on “Clarification on Hosting Party identification and authentication” for Rel-9, and corresponding Rel-10 and Rel-11 mirrors with the title “Optional UICC authentication”. The CRs were approved in SP-120520.
11. Approved WIDs with Security Aspects
SA1 submitted a new WID on “Stage 1 for Policy and Charging Support for Fixed Mobile Convergence”. The security aspects section states that “Any necessary security analysis will be undertaken by SA3 with support from SA2”. The WID was approved in SP-120542.

SA1 submitted a new WID on “IMS registration control”. The security aspects section states:

“The impacts on security aspects need to be taken into account”. The new WID was approved in SP-120544. CRs for this work item were approved in SP-120532. The Stage 1 work for Rel-12 was completed by these CRs.
SA2 submitted an updated WID on “Core Network Overload Solutions Study”. The security aspects section states that “Any potential security aspects are to be determined”. The WID was approved in SP-120490.
12. Release Management
SA agreed to have an SA workshop on Release 12. The workshop will held on the first day (Monday) of SA #58. The main focus will be on SA1/SA2 scope, but the whole scope of SA WGs for Rel-12 will be reviewed. Based on this workshop, the aim is to provide guidance from SA #58 to WGs on the focus of Rel-12 work. Some more details on the workshop are found from SP-120658.
13. Changes to procedures

MCC submitted a CR to TS 21.801 on “TS and TR titles”. The CR was approved in SP-120610.

