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1
Opening of the Meeting 

Stefan Schroeder (Deustche Telecom) gave the Welcome Speech on behalf of EF3

2
Approval of Agenda and Meeting Objectives

S3-120600
Meeting Agenda





Source: WG Chairman

Abstract: 

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms(http://www.etsi.org/WebSite/document/Legal/IPRforms.doc)

4
Meeting Reports

S3-120601
Report from SA Plenary meeting





Source: WG Chairman

Abstract: 

Discussion: 

The SA3 Chairman presented the report from the last SA Plenary from SA3 perspective.

No issues with the CRs presented.

BBs will be features on their own in Rel-12. SEC12 will be only for generic security topics.

The SA3 Chairman also presented the slides from the SA Chairman about managing Releases (SP-120388).

Decision: 

The document was noted.



S3-120602
Report from last SA3 Ordinary meeting





Source: ETSI Secretariat

Abstract: 

Discussion: 

Action points from the last meeting were closed.

Decision: 

The document was approved.



S3-120603
SA3 Work Plan





Source: ETSI Secretariat

Abstract: 

ACTION:
Rapporteurs to provide input on progress in their WIs after the meeting to the technical officer

(action on: Chairman / due by: 2012-09-27)

Decision: 

The document was noted.



4.1
Approval of the Report from SA3 #67

4.2
Report from SA #56

4.3
Report from SA3-LI 

Nothing new from SA3-LI, their meeting will be in one week.

There will be a two week approval process for the CRs as usual.

5
Items for early consideration

S3-120617
LS on Product and Information Security Assurance





Source: SP-120430

Abstract: 

Decision: 

The document was replied to in S3-120823.



S3-120823
Reply to: LS on Product and Information Security Assurance





Source: Ericsson

Decision: 

The document was approved.



S3-120618
LS on Product and Information Security Assurance(Chairman of Common Criteria Management Committee)





Source: SP-120431

Abstract: 

Discussion: 

TeliaSonera commented whether we understand the work that is implied. What WIs are going to be affected and so on.

Decision: 

The document was noted.



S3-120726
Use of Common Criteria Protection Profiles in 3GPP





Source: Ericsson

Abstract: 

Decision: 

The document was noted.



S3-120725
Organizing Work on Product and Information Security Assurance





Source: Ericsson

Abstract: 

Decision: 

The document was noted.



S3-120700
Study Item proposal for Hardening Requirements of 3GPP Network Elements





Source: AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN, Rogers Wireless, TeliaSonera

Abstract: 

Discussion: 

Revised to update the supporters list

Decision: 

The document was revised to S3-120768.



S3-120768
Study Item proposal for Hardening Requirements of 3GPP Network Elements





Source: AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN,Orange, Rogers Wireless, TeliaSonera,Interdigital

(Replaces S3-120700)

Discussion: 

There are two alternatives of this S.I.:

S3-120817 and S3-120818

Decision: 

The document was revised to S3-120818.



S3-120760
Comments on S3-120700





Source: Ericsson

Abstract: 

Discussion: 

Deutsche Telecom didn't see any problem with the scope (threat analysis, security requirements, test cases)

AT&T didn't support the idea of having a SWG.

Interdigital commented that accepting CC as a methodology and having a SWG would not make sense because this is what half of SA3 is doing already.

Decision: 

The document was noted.



S3-120701
Proposed skeleton for the SID on hardening of 3GPP network elements





Source: TeliaSonera

Abstract: 

Decision: 

The document was noted.



S3-120702
Proposed scope text for the SID on hardening of 3gpp network elements





Source: TeliaSonera

Abstract: 

Decision: 

The document was noted.



S3-120797
Presentation from CCRA





Source: CCDB Chair

Decision: 

The document was noted.



S3-120817
Study Item proposal for Hardening Requirements of 3GPP Network Elements





Source: TeliaSonera

(Replaces S3-120768)

Discussion: 

Merged with S3-120818 into S3-120822

Decision: 

The document was revised to S3-120822.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

There was no GSMA meeting after the last SA3 meeting, so nothing to report.

The next GSMA SG#84 meeting will take place in St. Julians, Malta on 12-13 September 2012.

There are some LS from GSMA for this meeting

S3-120616
LS on GSMA Application Network Efficiency Task Force whitepaper and actions





Source: SP-120423

Abstract: 

Discussion: 

Commented in S3-120761

Answered in S3-120697

Decision: 

The document was replied to in S3-120697.



S3-120697
draft reply LS to S3-120616 LS on GSMA Application Network Efficiency Task Force 'whitepaper and actions'





Source: Intel

Abstract: 

Decision: 

The document was revised to S3-120770.



S3-120770
draft reply LS to S3-120616 LS on GSMA Application Network Efficiency Task Force 'whitepaper and actions'





Source: Intel

(Replaces S3-120697)

Decision: 

The document was approved.



S3-120761
COMMENTS TO S3-120697 draft LS to SA regarding GSMA Application Network Efficiency





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was noted.



6.5
3GPP2

6.6
OMA

6.7
TCG

Silke (NSN) commented that GlobalPlatform and the Trusted Computing Group (TCG) have announced the creation of a joint work group that will allow sharing of expertise and collaboration around mobile device industry standards. The joint work group will coordinate activity, such as technical requirements, technical specifications and use cases, between the two groups. The focus of the work group will be placed on security topics.

http://www.trustedcomputinggroup.org/media_room/news/253

6.8
Other Groups

The re-organization in ETSI at Working Group level will be looked at during the next SA3 meeting.

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

S3-120655
Removing erroneous e2ae indication





33.328
  CR-0036  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Deutsche Telecom asked about the situation when the UE receives traffic from the P-CSCF

NSN replied that this is already covered in the section.

Decision: 

The document was agreed.



S3-120656
Correction of confidentiality on the Iq interface





33.328
  CR-0037  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



S3-120657
Extending the scope and structure of TS 33.328 to accommodate IMS media security extensions





33.328
  CR-0038  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120764.



S3-120764
Extending the scope and structure of TS 33.328 - update of 657





33.328
  CR-0038  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-120657)

Abstract: 

Decision: 

The document was revised to S3-120799.



S3-120799
Extending the scope and structure of TS 33.328 - update of 657





33.328
  CR-0038  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-120764)

Discussion: 

If there is input on call diversion, the structure proposed in this document should be used in the TS

Decision: 

The document was agreed.



S3-120710
Mechanisms for e2ae media protection for MSRP





33.328
  CR-0039  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was revised to S3-120767.



S3-120767
Mechanisms for e2ae media protection for MSRP - update of 710





33.328
  CR-0039  (Rel-12) v..





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120710)

Abstract: 

Decision: 

The document was revised to S3-120800.



S3-120800
Mechanisms for e2ae media protection for MSRP - update of 710





33.328
  CR-0039  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120767)

Decision: 

The document was agreed.



7.1.2
Other Common IMS Issues

S3-120605
LS on border control concepts for VINE





Source: C1-122465

Abstract: 

Discussion: 

Some doubts about the double ISC from NSN.

AT&T replied that from the signalling profile perspective they are the same 

Deutsche Telecom queried whether TLS is specified for the ISC interface. ALU commented that it's up for SA3

The consensus of the group was that confidentiality should be required and filtering is something to be considered.

Decision: 

The document was replied to in S3-120801.



S3-120801
Reply to: LS on border control concepts for VINE





Source: Alcatel Lucent

Decision: 

The document was approved.



S3-120607
LS to SG17 and 3GPP SA3 on support of TLS for media security in IP networks





Source: COM 16  LS 298  E

Abstract: 

Decision: 

The document was replied to in S3-120712.



S3-120707
TLS enhancements for IMS signalling security (update)





33.203
  CR-0192  rev 1 (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.203

Decision: 

The document was revised to S3-120785.



S3-120785
TLS enhancements for IMS signalling security (update)





33.203
  CR-0192  rev 2 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120707)

Decision: 

The document was revised to S3-120802.



S3-120802
TLS enhancements for IMS signalling security (update)





33.203
  CR-0192  rev 3 (Rel-12) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120785)

Decision: 

The document was agreed.



7.2
Network Domain Security

S3-120690
Clarification of integrity and confidentiality requirements for GTP-C [Rel-11]





33.210
  CR-0043  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.210

Decision: 

The document was agreed.



S3-120691
Clarification of integrity and confidentiality requirements for GTP-C [Rel-12]





33.210
  CR-0044  (Rel-12) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.210

Decision: 

The document was agreed.



S3-120755
Clarification of CMP requirements





33.310
  CR-0064  rev 1 (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 


  TS 33.310

Decision: 

The document was agreed.



S3-120619
Correct referencing RFC5280 instead of void document





33.310
  CR-0061  (Rel-9) v..





Source: RadiSys

Abstract: 

33.310

Decision: 

The document was withdrawn.



S3-120620
Correct referencing RFC5280 instead of void document





33.310
  CR-0062  (Rel-10) v..





Source: RadiSys

Abstract: 

33.310

Decision: 

The document was withdrawn.



S3-120621
Correct referencing RFC5280 instead of void document





33.310
  CR-0063  (Rel-11) v..





Source: RadiSys

Abstract: 

33.310

Discussion: 

The content was already covered in the approved CR S3-120756

Decision: 

The document was noted.



S3-120756
Miscellaneous corrections to TS 33.310





33.310
  CR-0065  rev 1 (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 


  TS 33.310

Decision: 

The document was agreed.



S3-120694
Correction of psk-TLS references and NULL cipher profiles to point toTS 33.310





33.222
  CR-0037  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.222

Decision: 

The document was agreed.



S3-120692
Clarification of CMP requirements





33.310
  CR-0064  (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.310

Decision: 

The document was withdrawn.



S3-120693
Miscellaneous corrections to TS 33.310





33.310
  CR-0065  (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.310

Decision: 

The document was withdrawn.



S3-120695
Correction for TLS references to point to TS 33.310





33.110
  CR-0020  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.110

Decision: 

The document was agreed.



S3-120696
Correction for TLS references to point to TS 33.310





33.259
  CR-0009  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.259

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-120608
Reply LS on stage 3 for modification of security context storage rate on the UICC





Source: R2-122999

Abstract: 

Decision: 

The document was noted.



S3-120639
Corrections to rSRVCC cases for UTRAN/HSPA





33.102
  CR-0254  (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

This had to be revised due to wrong CR number on the cover.

Decision: 

The document was withdrawn.



S3-120727
Aligning START handling after authentication with the stage 3 specifications





33.102
  CR-0255  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

Abstract: 

Decision: 

The document was agreed.



S3-120754
Corrections to rSRVCC cases for UTRAN/HSPA





33.102
  CR-0254  rev 1 (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was revised to S3-120772.



S3-120772
Corrections to rSRVCC cases for UTRAN/HSPA





33.102
  CR-0254  rev 2 (Rel-11) v..





Source: Huawei, HiSilicon

(Replaces S3-120754)

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

S3-120614
PCR to TR 33.823-020 Scope fix





Source: Interdigital

Abstract: 

33.823

Decision: 

The document was approved.



S3-120703
7.1 Clean-up





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was approved.



S3-120708
Definition of Session





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Merged with S3-120649 into S3-120789

Decision: 

The document was revised to S3-120789.



S3-120789
Definition of Session





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120708)

Discussion: 

S3-120708 and S3-120649 were merged into S3-120789

Decision: 

The document was approved.



S3-120649
pCR to TR 33.823: Clarification of the term session





Source: Ericsson, ST-Ericsson

Abstract: 

33.823

Discussion: 

Merged with S3-120708 into S3-120789

Decision: 

The document was revised to S3-120789.



S3-120665
Usage of GBA_Digest with a UE browser





Source: Interdigital

Abstract: 

TR 33.823

Discussion: 

Requirements on the password in 33.203 will be maintained.

Decision: 

The document was revised to S3-120790.



S3-120790
Usage of GBA_Digest with a UE browser





Source: Interdigital

(Replaces S3-120665)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120666
pCR to TR 33.823: Usage of GBA with a UE browser: comments





Source: Gemalto

Abstract: 

Discussion: 

This was approved with modifications and split into S3-120819, S3-120820 and S3-120821 for more clarification

Decision: 

The document was revised to S3-120818.



S3-120706
Key Usage





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120648
pCR to TR 33.823: Rate limiting of bootstrapping requests for GBA in browser





Source: Ericsson, ST-Ericsson

Abstract: 

33.823

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120704
Proposal for further transfer of Web GBA work





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Nokia commented that W3C would be informed about the updates of this work.

NTT DoCoMo would rather have another chapter

Decision: 

The document was noted.



S3-120788
New draft TR 33.823





33.823 v..





Source: Rapporteur

Decision: 

The document was approved.



S3-120818
Study Item proposal for Hardening Requirements of 3GPP Network Elements





Source: AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN,Orange, Rogers Wireless, TeliaSonera,Interdigital

(Replaces S3-120768)

Discussion: 

Merged with S3-120817 into S3-120822

Show of hands proved that most companies preferred two SIDs 

One SID approach would have all the work in there. 

Two SIDs approach would have a decision on the methods and a new SID would be created to do the actual work

Decision: 

The document was revised to S3-120822.



S3-120822
Study Item proposal for Hardening Requirements of 3GPP Network Elements





Source: AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN,Orange, Rogers Wireless, TeliaSonera,Interdigital

(Replaces S3-120818)

Decision: 

The document was approved.



S3-120819
pCR to TR 33.823: Usage of GBA with a UE browser: section  6 (TLS certificate issue)





Source: Gemalto

(Replaces S3-120666)

Decision: 

The document was approved.



S3-120820
pCR to TR 33.823: Usage of GBA with a UE browser: section 7 (FQDN issue)





Source: Gemalto

(Replaces S3-120666)

Decision: 

The document was approved.



S3-120821
pCR to TR 33.823: Usage of GBA with a UE browser:re-naming the key to authentication token





Source: Gemalto

(Replaces S3-120666)
Decision: 

The document was approved.



7.5.2 
GBA extensions for re-use of SIP Digest credentials

S3-120663
Correction of description of ''Bootstrapping Initiation''





33.220
  CR-0170  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120793.



S3-120793
Correction of description of ''Bootstrapping Initiation''





33.220
  CR-0170  rev 1 (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120663)

Decision: 

The document was agreed.



S3-120664
Taking into account GBA_Digest for HTTPS-based Ua interface





33.222
  CR-0036  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was agreed.



7.5.3
 Other GAA Issues

S3-120643
Clarification of UE registration procedure in Push-NAF





33.223
  CR-0022  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.223

Discussion: 

It was decided to perform this change in Rel-11 instead of Rel-12

Decision: 

The document was revised to S3-120794.



S3-120794
Clarification of UE registration procedure in Push-NAF





33.223
  CR-0022  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120643)

Decision: 

The document was agreed.



S3-120644
Addition of missing cipher suites with NULL encryption for GPL





33.224
  CR-0003  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.224

Discussion: 

Changed to Rel-11 and some editorial changes

Decision: 

The document was revised to S3-120795.



S3-120795
Addition of missing cipher suites with NULL encryption for GPL





33.224
  CR-0003  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson

(Replaces S3-120644)

Decision: 

The document was agreed.



S3-120689
Deletion of unused references





33.221
  CR-0011  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

TS 33.221

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-120612
LS on Secure Associated Delivery Procedures





Source: S4-120872

Abstract: 

Discussion: 

Qualcomm: there might be other servers outside the operator's domain.

Decision: 

The document was replied to in S3-120810.



S3-120810
Reply to: LS on Secure Associated Delivery Procedures





Source: Qualcomm

Discussion: 

The SA3 Chairman will inform the SA4 Chairman about the CRs and the LS directed to his group after the end of SA3#68 meeting, taking into account that SA4 next meeting is in August and the next SA Plenary will be in September

Decision: 

The document was approved.



S3-120728
Confidentiality Protection for MBMS Associated Delivery Procedures





Source: Qualcomm Incorporated

Abstract: 

Decision: 

The document was noted.



S3-120729
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0158  (Rel-9) v..





Source: Qualcomm Incorporated

Abstract: 

Decision: 

The document was revised to S3-120791.



S3-120791
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0158  rev 1 (Rel-9) v..





Source: Qualcomm Incorporated,Ericsson, ST Ericsson

(Replaces S3-120729)

Discussion: 

Some issues with this CR being in Rel-9, but it will be presented in the SA Plenary anyway since the change is justified.

Decision: 

The document was agreed.



S3-120730
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0159  (Rel-10) v..





Source: Qualcomm Incorporated

Abstract: 

Decision: 

The document was revised to S3-120792.



S3-120792
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0159  rev 1 (Rel-10) v..





Source: Qualcomm Incorporated,Ericsson,ST Ericsson

(Replaces S3-120730)

Decision: 

The document was agreed.



S3-120715
Rel-9 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0156  (Rel-9) v..





Source: Ericsson, ST-Ericsson

Abstract: 

Discussion: 

NSN: this is basically a new feature. Do we want to change all Releases or just the new Releases?

Vodafone: there have been CRs related to MBMS in other groups. It's more complex to implement a Rel-9 architecture and then add Rel-11 CRs as features

Decision: 

The document was revised to S3-120811.



S3-120811
Rel-9 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0156  rev 1 (Rel-9) v..





Source: Ericsson, ST-Ericsson,Gemalto

(Replaces S3-120715)

Discussion: 

Some doubts about adding an editor's note in a Rel-9 TS.

NSN and Gemalto would rather have the editor's note anyway since this still needs some fixing.

The SA3 Chairman will explain if necessary during the next SA Plenary

Decision: 

The document was agreed.



S3-120716
Rel-10 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0157  (Rel-10) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120812.



S3-120812
Rel-10 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0157  rev 1 (Rel-10) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto

(Replaces S3-120716)

Decision: 

The document was agreed.



S3-120717
Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0160  (-) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Discussion: 

Withdrawn due to wrong CR number

Revised in S3-120750

Decision: 

The document was withdrawn.



S3-120718
Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0161  (-) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Discussion: 

Withdrawn due to wrong CR number

Revised in S3-120751

Decision: 

The document was withdrawn.



S3-120719
Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0162  (-) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Discussion: 

Withdrawn due to wrong CR number

Revised in S3-120752

Decision: 

The document was withdrawn.



S3-120720
Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0163  (-) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Discussion: 

Withdrawn due to wrong CR number

Revised in S3-120753

Decision: 

The document was withdrawn.



S3-120750
Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0160  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent, Qualcomm Incorporated

Abstract: 

Decision: 

The document was revised to S3-120813.



S3-120813
Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order





33.246
  CR-0160  rev 2 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent, Qualcomm Incorporated,Gemalto

(Replaces S3-120750)

Decision: 

The document was agreed.



S3-120751
Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0161  rev 1 (Rel-9) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120814.



S3-120814
Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0161  rev 2 (Rel-9) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto

(Replaces S3-120751)

Decision: 

The document was agreed.



S3-120752
Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0162  rev 1 (Rel-10) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120815.



S3-120815
Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0162  rev 2 (Rel-10) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto

(Replaces S3-120752)

Decision: 

The document was agreed.



S3-120753
Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0163  rev 1 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent

Abstract: 

Decision: 

The document was revised to S3-120816.



S3-120816
Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY





33.246
  CR-0163  rev 2 (Rel-11) v..





Source: Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto

(Replaces S3-120753)

Decision: 

The document was agreed.



S3-120828
Fixing the lack of confidentiality protection for Associated Delivery Procedures





33.246
  CR-0164  (Rel-11) v..





Source: Qualcomm Incorporated,Ericsson,ST Ericsson

Decision: 

The document was agreed.



7.7
SAE/LTE Security

S3-120635
S6a security





Source: Huawei, Hisilicon, Deutsche Telekom AG

Abstract: 

Decision: 

The document was noted.



S3-120636
draft LS on S6a security





Source: Huawei, HiSilicon,Deutsche Telekom AG

Abstract: 

Decision: 

The document was revised to S3-120771.



S3-120771
draft LS on S6a security





Source: Huawei, HiSilicon,Deutsche Telekom AG

(Replaces S3-120636)

Decision: 

The document was approved.



S3-120637
length of truncated NAS token





33.401
  CR-0504  (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was agreed.



S3-120638
Corrections to rSRVCC cases for E-UTRAN





33.401
  CR-0505  (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was agreed.



S3-120763
Comments on S3-120635 'S6a security'





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Martin (AT&T): how do we verify the security of the IPX?

There were some discussions on the  end-to-end security alternatives.

Deuscthe Telecom clarified that it's important to give guidelines to the intermediate nodes about how to verify the source.

There was no consensus for sending the LS. It was agreed that this needs more study, although according to Deutsche Telecom this work is taking a bit long and a LS would speed up the work.

NSN doesn't expect to receive any useful information from CT4.

Huawei,Orange and Vodafone supported sending the LS. NSN and Ericsson still objected to sending the LS.

It was proposed to draft the LS (S3-120771).

The SA3 Chairman questioned whether it would be useful to create a WI/TR

S3-120763 will serve as a baseline for future studies.

Decision: 

The document was noted.



7.7.1
TS 33.401 Issues

S3-120624
Alignment of rule for running EPS-AKA at IRAT mobility





33.401
  CR-0503  (Rel-12) v..





Source: Ericsson, ST-Ericsson

Abstract: 

33.401

Decision: 

The document was agreed.



S3-120667
Support of 256 Keys and Algorithms





Source: Rapporteur

Abstract: 

Discussion: 

Some discussions on end-to-end security. Interdigital pointed out that end-to-end is not in the scope of the paper.

Grace asked: are there backwards compatibility issues and changes needed in 33.401? Martin replied that yes.

A new USIM would be needed.

Deustche Telecom commented that using 256 keys will be used later than sooner. This change will bring in a lot of work.

Martin (AT&T) reminded that there's a public document on LTE requirements from the government agencies. This doc could bring a new set of changes.

This feedback will be noted for future discussions back in the US.

Decision: 

The document was noted.



S3-120668
Proposed Study Item for Keys and Algorithms





Source: Rapporteur

Abstract: 

Decision: 

The document was withdrawn.



7.7.2
TS 33.402 Issues

S3-120769
Correction of reference





33.402
  CR-0111  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.7.3
Relay Node Security

7.7.4
EEA3 and EIA3 Issues

7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

S3-120606
Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking





Source: C4-121308

Abstract: 

Decision: 

The document was noted.



S3-120609
Reply LS on Signalling of Tunnel Information for BBF Access





Source: R3-121375

Abstract: 

Decision: 

The document was noted.



S3-120640
HeNB message verification solution and analysis





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Orange commented that the functionality in the DNS is not mandatory yet. 

SA2 might have views on this

There should be also a solution for unbinding the IP address as commented by Interdigital,Vodafone and NSN.

Vodafone would like to see a comparison with the use of an AAA server and Diameter.

Interdigital suggested the use of a Dynamic DNS.

Huawei recognised that the feedback was good and that this solution may be studied further.

Decision: 

The document was noted.



7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Machine-Type Communication

S3-120610
Resubmitted LS on MTC through non-3GPP access network





Source: S1-120275

Abstract: 

Discussion: 

Vesa (Ericsson) pointed out that IWLAN is mentioned but then 22.368 is only applicable to 3GPP access networks only.

Vesa will check offline whether this will impact SA3's work.

Decision: 

The document was noted.



S3-120732
MTC Security Architecture update





Source: Samsung

Abstract: 

Discussion: 

Merged with 675 and 633

Decision: 

The document was approved.



S3-120633
Update the architecture of TR 33.868





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Merged with 675 and 732

Decision: 

The document was approved.



S3-120675
Security architecture update





Source: China Mobile

Abstract: 

Discussion: 

Merged with 732 and 633

Decision: 

The document was approved.



S3-120632
Update the Scope of TR 33.868





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120641
DISC-Authorize the sources for triggering





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was noted.



S3-120642
CR-Authorize the sources for triggering





23.682
  CR-0051  (Rel-11) v..





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

NSN commented that there is a functional change from the procedural point of view.

Huawei proposed to improve the Rel-11 solution in Rel-12, although the CR is for Rel-11.

Vodafone proposed not to start agreeing on Rel-12 CRs.

Decision: 

The document was noted.



S3-120650
Discussion of Tsp interface security





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

650-653 are related and were presented together.

Decision: 

The document was noted.



S3-120651
Tsp interface security requirements





23.682
  CR-0052  (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120776.



S3-120776
Tsp interface security requirements





23.682
  CR-0052  rev 1 (Rel-11) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120651)

Decision: 

The document was agreed.



S3-120652
Tsp interface security procedures





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

These are changes on a CT3 document (29.368). If CT3 makes any changes in the section, a LS could be sent in order to SA3 about it.

Decision: 

The document was revised to S3-120777.



S3-120777
Tsp interface security procedures





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120652)

Discussion: 

Endorsed by SA3 to be sent to CT3 with the S3-120778 LS

Decision: 

The document was agreed.



S3-120653
Draft LS to CT3 on Tsp interface security





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120778.



S3-120778
Draft LS to CT3 on Tsp interface security





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120653)

Decision: 

The document was approved.



S3-120747
SMS Trigger Threats and Requirements





Source: NEC Corporation

Abstract: 

Discussion: 

Merged with S3-120741 into S3-120779

Decision: 

The document was revised to S3-120779.



S3-120779
SMS Trigger Threats and Requirements





Source: NEC Corporation

(Replaces S3-120747)

Decision: 

The document was approved.



S3-120745
MTC: Security solution for NAS trigger





Source: NEC Corporation

Abstract: 

Discussion: 

Some queries about how MTC IWF is trusted.

Merged with S3-120779

Decision: 

The document was revised to S3-120779.



S3-120740
MTC: SMS Trigger





Source: NEC Corporation

Abstract: 

Decision: 

The document was noted.



S3-120741
MTC: pCR SMS Trigger





Source: NEC Corporation

Abstract: 

Discussion: 

China Mobile asked how the information is pushed from the HSS/HLR. NEC replied that they do not go into that detail, although China Mobile replied this is not possible.

It is merged with S3-120747 into S3-120779.

Decision: 

The document was revised to S3-120779.



S3-120713
Cryptographic protection of device trigger with GBA push





Source: Ericsson, ST-Ericsson

Abstract: 

Discussion: 

AT&T queried whether all MTC devices will support GBA, Ericsson believes so.

Qualcomm pointed out that this approach differs from the approach for the service layer in ETSI M2M.

Morpho Cards clarified that GBA is an optional feature in ETSI M2M.

Qualcomm and NSN commented that this should be generalised, not only in Tsp and T4. Ericsson proposed to add an editor's note could be added to clean up the figures and also to study whether this will be possible for Tsms.

Decision: 

The document was revised to S3-120780.



S3-120780
Cryptographic protection of device trigger with GBA push





Source: Ericsson, ST-Ericsson

(Replaces S3-120713)

Decision: 

The document was approved.



S3-120733
End-to-end application level protection for SMS based triggering





Source: Samsung

Abstract: 

Decision: 

The document was approved.



S3-120631
MTC trigger security solution analysis





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Where is the requirement for the UE sending the triggering message coming from? Vodafone wondered.

This is not a requirement coming from SA1 or SA2.

Huawei should check whether there are any references in TS or TR from SA1/SA2. If there is no requirement, the Future Thinking note should be taken out.

After some offline discussions, Huawei found some references in TS from SA2. NSN didn't think this was conclusive, since they don't clarify that mobile stations can send trigger SMS.

Decision: 

The document was revised to S3-120781.



S3-120781
MTC trigger security solution analysis





Source: Huawei, HiSilicon

(Replaces S3-120631)

Discussion: 

Added an editor's note.

Decision: 

The document was approved.



S3-120676
Impacts analysis for SMS device triggering





Source: China Mobile

Abstract: 

Decision: 

The document was revised to S3-120782.



S3-120782
Impacts analysis for SMS device triggering





Source: China Mobile

(Replaces S3-120676)

Decision: 

The document was approved.



S3-120677
Evaluation for the solutions protecting SMS triggering





Source: China Mobile

Abstract: 

Discussion: 

Merged into 782

Decision: 

The document was revised to S3-120782.



S3-120678
Authorization for SMS based device triggering in Tsp





Source: China Mobile

Abstract: 

Decision: 

The document was approved.



S3-120705
IMSI-IMEI binding using pre-shared secret





Source: Alcatel Lucent

Abstract: 

Discussion: 

Silke (Nokia) found the proposal incomplete. If the secret is put during the manufacturing time, the manufacturer needs information like the operator. If it is put later, you may find the problem that the device cannot get an IP address because it is not allowed to use AKA.

Violeta answered that there are cases that the information is available during the manufacturing time.

Nokia and Gemalto supported the inclusion of an editor's note about the provisioning issues.

Decision: 

The document was revised to S3-120783.



S3-120783
IMSI-IMEI binding using pre-shared secret





Source: Alcatel Lucent

(Replaces S3-120705)

Decision: 

The document was approved.



S3-120714
Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions





Source: Ericsson, ST-Ericsson

Abstract: 

Discussion: 

Gemalto proposed to add this solution for Rel-12.

Approved with modifications.

Decision: 

The document was approved.



S3-120735
Some observations on UE based pairing solutions





Source: Qualcomm Incorporated

Abstract: 

Discussion: 

Gemalto highlighted that solutions have been identified to address concerns raised in Qualcomm contribution. CRs describing the solutions will be submitted at next SA3 meeting

Decision: 

The document was approved.



S3-120611
Resubmitted 'Answer to LS to SA1, SA2 on corrections for secure connection'





Source: S1-120344

Abstract: 

Decision: 

The document was noted.



S3-120630
Corrections on secure connection





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Merged with S3-120679

Decision: 

The document was revised to S3-120679.



S3-120679
Security connection update





Source: China Mobile

Abstract: 

Discussion: 

Approved with modifications (it includes S3-120630)

Decision: 

The document was approved.



S3-120680
Security evaluation for secure connection





Source: China Mobile

Abstract: 

Discussion: 

Nokia: HTTP is not required for GBA Push, it's transport independent.

GBA does depend on HTTP.

Gemalto and Ericsson found the conclusion too premature.

Approved with modifications

Decision: 

The document was approved.



S3-120681
New solution for secure connection





Source: China Mobile

Abstract: 

Discussion: 

Nokia queried about the interface between the AAA Server and the MTC server. This IF may not exist, so SA2 would have to see whether there would be issues with having this interface.

Nokia also wonders about the use of IKE, what advantage it provides with respect to PANA (which is the solution considered in ETSI M2M).An editor's note or a note should clarify the reason why IKE is preferred.

Decision: 

The document was revised to S3-120784.



S3-120784
New solution for secure connection





Source: China Mobile

(Replaces S3-120681)

Decision: 

The document was approved.



S3-120671
(Resubmitted) Another thought on privacy protection





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

KPN pointed out that only a category of MTC devices would support the location tracking.

Approved with modifications

Decision: 

The document was approved.



S3-120746
MTC: Privacy issue





Source: NEC Corporation, KPN

Abstract: 

Discussion: 

NSN would like to keep the editor's note. Further work is invited to clarify further these requirements

Decision: 

The document was noted.



S3-120687
Temporary identifier protection for privacy





Source: China Mobile, KPN

Abstract: 

Discussion: 

Intel stated that the fixed MTC devices still do a tracking area allocation regularly despite they are fixed (periodic allocation update). So there is no need of a timer in the UE. NSN supported this.

Intel also wondered about where this timer is located.

NSN proposed to locate it in the network. Huawei commented that having a timer in the UE would imply signalling implications.

Vodafone didn't see any advantages of having a timer in the UE.

Decision: 

The document was revised to S3-120786.



S3-120786
Temporary identifier protection for privacy





Source: China Mobile, KPN

(Replaces S3-120687)

Decision: 

The document was approved.



S3-120688
New privacy requirement for SIMTC





Source: China Mobile

Abstract: 

Decision: 

The document was revised to S3-120787.



S3-120787
New privacy requirement for SIMTC





Source: China Mobile

(Replaces S3-120688)

Decision: 

The document was approved.



S3-120721
MTC Privacy detach procedure





Source: KPN, NEC Corporation

Abstract: 

TR 33.868

Discussion: 

Intel: not always a third party is responsible for a security breach.

Approved with modifications

Decision: 

The document was approved.



S3-120743
Privacy protection for Machine type and other mobile data applications communications





Source: Samsung

Abstract: 

Discussion: 

Ericsson proposed to use the term UE instead of MTC device. This was accepted in the group.

Approved with modifications

Decision: 

The document was approved.



S3-120670
Anti-spam solution for MTC devices without continuous power





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

China Mobile: How can the configuration parameters be sent when the SMS are blocked? What are the other alternatives can be used for configuring the device?

NSN replied that T4 can be used for sending SMS

Approved with modifications. Other solutions should be studied in the following meetings

Decision: 

The document was approved.



S3-120634
Low power consumption





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120682
New solution for secure connection





Source: China Mobile

Abstract: 

Decision: 

The document was withdrawn.



S3-120742
MTC: Security for group based feature





Source: NEC Corporation

Abstract: 

Discussion: 

The proposal is endorsed for the group.

Decision: 

The document was noted.



S3-120744
MTC: pCR Security for group based feature





Source: NEC Corporation

Abstract: 

Discussion: 

China Mobile considered this as too early, since SA2 hasn't progressed much in this work. Ericsson supported this.

Decision: 

The document was noted.



S3-120748
Group based security protection for Machine type and other mobile data applications communications





Source: Samsung

Abstract: 

Discussion: 

Case one was already endorsed to be studied in Rel-12

MBMS will be kept in mind

Decision: 

The document was noted.



S3-120773
Security Architecture update





Source: Huawei, Samsung,HiSilicon,China Mobile

Discussion: 

It merges 732,675 and 633

Decision: 

The document was approved.



S3-120774
Draft TR 33.868





33.868 v..





Source: Rapporteur

Decision: 

The document was approved.



S3-120775
Structural change of TR 33.868





Source: Samsung

Discussion: 

Left for email approval

First version Monday 3rd September 

Monday 17th September deadline comments

Monday the 24th of September final version will be available

Decision: 

The document was For email approval.



7.10 
Security Aspects of Public Warning System

S3-120629
PWS TS Skeleton





Source: Huawei, HiSilicon, Ericsson, ST-Ericsson, ZTE Corporation,Vodafone

Abstract: 

Discussion: 

ALU is concerned that there is no single security requirement in SA1 for this.

Decision: 

The document was revised to S3-120803.



S3-120803
PWS TS Skeleton





Source: Huawei, HiSilicon, Ericsson, ST-Ericsson, ZTE Corporation,Vodafone

(Replaces S3-120629)

Decision: 

The document was approved.



S3-120625
PWS NAS Solution Analysis-NAS Length





Source: Huawei, HiSilicon, ZTE Corporation

Abstract: 

Discussion: 

Ericsson believes that there are actually limitations in GPRS.

There were several views on the frequency of updating the public key. NTTDoCoMo stated that this rarely happens but when it happens the signalling load in the network would be heavy.

Decision: 

The document was revised to S3-120804.



S3-120804
PWS NAS Solution Analysis-NAS Length





Source: Huawei, HiSilicon, ZTE Corporation

(Replaces S3-120625)

Decision: 

The document was approved.



S3-120673
PWS Public Key Configuration on MME for Solution 3





Source: ZTE Corporation, CATR

Abstract: 

Decision: 

The document was approved.



S3-120674
Signing Entity CBC deletion for Solution 3





Source: ZTE Corporation, Huawei, HiSilicon, CATR

Abstract: 

Decision: 

The document was approved.



S3-120734
A NAS layer solution for protecting PWS keys in UTRAN/GERAN





Source: Qualcomm Incorporated

Abstract: 

Discussion: 

This should be compared with other mechanisms (NSN)

Decision: 

The document was revised to S3-120807.



S3-120807
A NAS layer solution for protecting PWS keys in UTRAN/GERAN





Source: Qualcomm Incorporated

(Replaces S3-120734)

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120749
PWS replay protection





Source: NTT docomo

Abstract: 

Decision: 

The document was approved.



S3-120626
PWS security of GERAN in NAS solution





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120627
Correction of text  for GWCN description





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was approved.



S3-120628
Analysis of receiving CBS message in CS-connected state





Source: Huawei, HiSilicon

Abstract: 

Decision: 

The document was approved.



S3-120736
Public Warning System Security for roaming users





Source: Samsung

Abstract: 

Decision: 

The document was noted.



S3-120669
Implicit certificate based approach to PWS security





Source: Research In Motion UK Ltd

Abstract: 

Discussion: 

Merged with S3-120759 into S3-120808

Decision: 

The document was revised to S3-120808.



S3-120759
Comments to S3-120669-Implicit certificate based approach to PWS security





Source: Huawei, HiSilicon

Abstract: 

Discussion: 

NSN would like to study this further.

TeliaSonera would also like to study this further, like Vodafone.

Decision: 

The document was revised to S3-120808.



S3-120808
Comments to S3-120669-Implicit certificate based approach to PWS security





Source: Huawei, HiSilicon

(Replaces S3-120759)

Decision: 

The document was approved.



S3-120758
GBA based protection of key distribution for PWS (merger of S3-120647 and S3-120672)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120646
PWS transport protocol options for public keys





Source: Ericsson, ST-Ericsson

Abstract: 

33.869

Decision: 

The document was approved.



S3-120645
Misimplemented PWS pCR on messages received over multiple RATs





Source: Ericsson, ST-Ericsson

Abstract: 

33.869

Decision: 

The document was withdrawn.



S3-120647
PWS application layer security





Source: Ericsson, ST-Ericsson

Abstract: 

33.869

Decision: 

The document was withdrawn.



S3-120672
GBA based solution for PWS





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was withdrawn.



S3-120805
LS on NAS Solution Analysis-NAS Length





Source: Huawei

Decision: 

The document was approved.



S3-120806
New draft TS 33.869





33.869 v..





Source: rapporteur

Decision: 

The document was approved.



7.11 
Other Areas

S3-120613
Publication of GSMA  Recommendations for Minimal Wi-Fi Capabilities of Terminals v1





Source: GSMA

Abstract: 

Discussion: 

NSN and Deustche Telecom commented that some requirements are not consistent or aligned with SA3 specifications.

WiFi Alliance has also released some requirements on the terminals. Vodafone would like to know the relationship between the two documents

Decision: 

The document was replied to in S3-120809.



S3-120809
Reply to: Publication of GSMA  Recommendations for Minimal Wi-Fi Capabilities of Terminals v1





Source: Deustche Telecom

Decision: 

The document was approved.



8
Studies

8.1
UTRAN Key Management Enhancements

8.2
Extended Identity Management

8.3 
Extended IMS media plane security features

S3-120658
Pseudo-CR to TR 33.829: Recommended SDES-based solution for conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120659
Pseudo-CR to TR 33.829: Extending discussion on messaging security leveraging IMS control plane security





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120660
Pseudo-CR to TR 33.829: Recommended solution for messaging security leveraging IMS control plane security





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120765.



S3-120765
Pseudo-CR to TR 33.829: Recommended solution for messaging security - update of 660





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-120660)

Abstract: 

Decision: 

The document was approved.



S3-120661
Pseudo-CR to TR 33.829: Recommended SDES-based solution for CDIV





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120662
Pseudo-CR to TR 33.829: Conclusions





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was revised to S3-120766.



S3-120766
Pseudo-CR to TR 33.829: Conclusions - update of 662





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-120662)

Abstract: 

Decision: 

The document was approved.



S3-120709
Conclusion on end-to-end media security for IMS messaging





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was approved.



S3-120711
IMS media security mid-call intercept





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was approved.



S3-120722
Deferred delivery issues





Source: Alcatel Lucent

Abstract: 

Decision: 

The document was noted.



S3-120723
Deferred delivery CR





33.828
  CR-0004  (Rel-11) v..





Source: Alcatel Lucent

Abstract: 

Decision: 

The document was agreed.



S3-120724
Deferred delivery pCR





Source: Alcatel Lucent

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120712
Draft LS reply to ITU-T SG16 on Support of TLS for media security in IP networks





Source: Ericsson, ST-Ericsson

Abstract: 

Decision: 

The document was revised to S3-120762.



S3-120762
Comments to Draft LS reply to ITU-T SG16





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120712)

Abstract: 

Decision: 

The document was revised to S3-120798.



S3-120798
Comments to Draft LS reply to ITU-T SG16





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-120762)

Decision: 

The document was approved.



S3-120796
Draft TR 33.829





33.829 v..





Source: Rapporteur

Decision: 

The document was approved.



8.4 
SSO Applications Security for IMS – based on SIP Digest

8.5 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

8.6 
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-120683
IMS P2P security protection on user identity privacy





Source: China Mobile

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120684
IMS P2P security protection on user identity privacy





Source: China Mobile

Abstract: 

Decision: 

The document was withdrawn.



S3-120685
IMS P2P security protection against content tampering and replacement





Source: China Mobile

Abstract: 

Decision: 

The document was revised to S3-120825.



S3-120825
IMS P2P security protection against content tampering and replacement





Source: China Mobile

(Replaces S3-120685)

Decision: 

The document was approved.



S3-120686
IMS P2P security conclusion





Source: China Mobile

Abstract: 

Decision: 

The document was approved.



S3-120824
Living Document on “security study on IMS Based Peer-to-Peer Content Distribution Services”





Source: China Mobile

ACTION:
Rapporteur to convert the living document into a TR for the next meeting

(action on: rapporteur / due by: 2012-09-30)

Decision: 

The document was approved.



8.7 
Study on IMS Firewall Traversal

S3-120622
pCR:iFire: TSCF Control Message Header





Source: Acme Packet

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120623
pCR:iFire TSCF Control TLV's





Source: Acme Packet

Abstract: 

Decision: 

The document was withdrawn.



S3-120731
iFire: Control Message TLV's for TSCF





Source: Acme Packet

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120826
Draft TR on Feasibility Study on IMS firewall traversal





33.830 v..





Source: Rapporteur

Decision: 

The document was approved.



8.8  
Security Study on Spoofed Call Detection and Prevention

S3-120699
spoofed call requirement





Source: China Mobile

Abstract: 

Discussion: 

Approved with modifications

Decision: 

The document was approved.



S3-120737
Scenarios for Call Spoofing





Source: NEC Corporation

Abstract: 

Decision: 

The document was noted.



S3-120738
Protection of Caller ID in IMS





Source: NEC Corporation

Abstract: 

Decision: 

The document was noted.



S3-120739
P-Asserted-Identifier Verification





Source: NEC Corporation

Abstract: 

Decision: 

The document was noted.



S3-120698
candidate solution for spoofed call





Source: China Mobile

Abstract: 

Discussion: 

Interdigital queried whether this solution had already been presented in SA3#67. The answer was positive.

NTTDoCoMo: this solution would only work between two individuals, not with multiple lines with the same ID.

This solution should be worked and discussed again in the next meeting

Decision: 

The document was noted.



S3-120654
Pseudo-CR: Integration of material from S3-120455 into current TR on spoofed ID





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Decision: 

The document was approved.



S3-120827
Draft TR on spoofed call detection and prevention





Source: rapporteur

Decision: 

The document was approved.



8.9
Other Study Areas 

S3-120615
Study Item proposal for Investigation of security enhancements for H(e)NodeB and small cells





Source: Interdigital

Abstract: 

Discussion: 

Deustche Telecom commented that nowadays'  H(e)NodeB do not fulfil SA3's requirements, so more requirements would have the risk of never been implemented. NSN and Qualcomm supported this.

Interdigital replied that there are two solutions for CSG, for example, and this would be the perfect placeholder for this.

NSN replied that there is nothing new in the Study Item. Besides, the concept of small cell is not clear and it should be checked in SA1.

NEC proposed as the others to take it to the next meeting after dedicating to it some more work, make it more specific, and have a look at what SA2 is doing

Decision: 

The document was noted.



9
Review and Update of Work Plan 

10
Future Meeting Dates and Venues

S3-120604
SA3 Meeting Calendar





Source: ETSI Secretariat

Abstract: 

It was agreed that SA3#73 will be held from the 20th till the 24th of January 2014. There couldn't be an agreement for the rest of the meetings in 2014, so this may be decided during SA3#69.
Decision: 

The document was noted.



11
Any Other Business

This was the last meeting of Wolf Moeller (NSN), since he was close to retirement. The delegates gave him a well deserved applause, a gift and the best wishes for this new stage of his life

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-120600
	Meeting Agenda
	WG Chairman
	approved
	-
	-

	S3-120601
	Report from SA Plenary meeting
	WG Chairman
	noted
	-
	-

	S3-120602
	Report from last SA3 Ordinary meeting
	ETSI Secretariat
	approved
	-
	-

	S3-120603
	SA3 Work Plan
	ETSI Secretariat
	noted
	-
	-

	S3-120604
	SA3 Meeting Calendar
	ETSI Secretariat
	noted
	-
	-

	S3-120605
	LS on border control concepts for VINE
	C1-122465
	replied to
	-
	-

	S3-120606
	Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	C4-121308
	noted
	-
	-

	S3-120607
	LS to SG17 and 3GPP SA3 on support of TLS for media security in IP networks
	COM 16  LS 298  E
	replied to
	-
	-

	S3-120608
	Reply LS on stage 3 for modification of security context storage rate on the UICC
	R2-122999
	noted
	-
	-

	S3-120609
	Reply LS on Signalling of Tunnel Information for BBF Access
	R3-121375
	noted
	-
	-

	S3-120610
	Resubmitted LS on MTC through non-3GPP access network
	S1-120275
	noted
	-
	-

	S3-120611
	Resubmitted 'Answer to LS to SA1, SA2 on corrections for secure connection'
	S1-120344
	noted
	-
	-

	S3-120612
	LS on Secure Associated Delivery Procedures
	S4-120872
	replied to
	-
	-

	S3-120613
	Publication of GSMA  Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	GSMA
	replied to
	-
	-

	S3-120614
	PCR to TR 33.823-020 Scope fix
	Interdigital
	approved
	-
	-

	S3-120615
	Study Item proposal for Investigation of security enhancements for H(e)NodeB and small cells
	Interdigital
	noted
	-
	-

	S3-120616
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	SP-120423
	replied to
	-
	-

	S3-120617
	LS on Product and Information Security Assurance
	SP-120430
	replied to
	-
	-

	S3-120618
	LS on Product and Information Security Assurance(Chairman of Common Criteria Management Committee)
	SP-120431
	noted
	-
	-

	S3-120619
	Correct referencing RFC5280 instead of void document
	RadiSys
	withdrawn
	-
	-

	S3-120620
	Correct referencing RFC5280 instead of void document
	RadiSys
	withdrawn
	-
	-

	S3-120621
	Correct referencing RFC5280 instead of void document
	RadiSys
	noted
	-
	-

	S3-120622
	pCR:iFire: TSCF Control Message Header
	Acme Packet
	approved
	-
	-

	S3-120623
	pCR:iFire TSCF Control TLV's
	Acme Packet
	withdrawn
	-
	-

	S3-120624
	Alignment of rule for running EPS-AKA at IRAT mobility
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-120625
	PWS NAS Solution Analysis-NAS Length
	Huawei, HiSilicon, ZTE Corporation
	revised
	-
	S3-120804

	S3-120626
	PWS security of GERAN in NAS solution
	Huawei, HiSilicon
	approved
	-
	-

	S3-120627
	Correction of text  for GWCN description
	Huawei, HiSilicon
	approved
	-
	-

	S3-120628
	Analysis of receiving CBS message in CS-connected state
	Huawei, HiSilicon
	approved
	-
	-

	S3-120629
	PWS TS Skeleton
	Huawei, HiSilicon, Ericsson, ST-Ericsson, ZTE Corporation,Vodafone
	revised
	-
	S3-120803

	S3-120630
	Corrections on secure connection
	Huawei, HiSilicon
	revised
	-
	S3-120679

	S3-120631
	MTC trigger security solution analysis
	Huawei, HiSilicon
	revised
	-
	S3-120781

	S3-120632
	Update the Scope of TR 33.868
	Huawei, HiSilicon
	approved
	-
	-

	S3-120633
	Update the architecture of TR 33.868
	Huawei, HiSilicon
	approved
	-
	-

	S3-120634
	Low power consumption
	Huawei, HiSilicon
	approved
	-
	-

	S3-120635
	S6a security
	Huawei, Hisilicon, Deutsche Telekom AG
	noted
	-
	-

	S3-120636
	draft LS on S6a security
	Huawei, HiSilicon,Deutsche Telekom AG
	revised
	-
	S3-120771

	S3-120637
	length of truncated NAS token
	Huawei, HiSilicon
	agreed
	-
	-

	S3-120638
	Corrections to rSRVCC cases for E-UTRAN
	Huawei, HiSilicon
	agreed
	-
	-

	S3-120639
	Corrections to rSRVCC cases for UTRAN/HSPA
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-120640
	HeNB message verification solution and analysis
	Huawei, HiSilicon
	noted
	-
	-

	S3-120641
	DISC-Authorize the sources for triggering
	Huawei, HiSilicon
	noted
	-
	-

	S3-120642
	CR-Authorize the sources for triggering
	Huawei, HiSilicon
	noted
	-
	-

	S3-120643
	Clarification of UE registration procedure in Push-NAF
	Ericsson, ST-Ericsson
	revised
	-
	S3-120794

	S3-120644
	Addition of missing cipher suites with NULL encryption for GPL
	Ericsson, ST-Ericsson
	revised
	-
	S3-120795

	S3-120645
	Misimplemented PWS pCR on messages received over multiple RATs
	Ericsson, ST-Ericsson
	withdrawn
	-
	-

	S3-120646
	PWS transport protocol options for public keys
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120647
	PWS application layer security
	Ericsson, ST-Ericsson
	withdrawn
	-
	-

	S3-120648
	pCR to TR 33.823: Rate limiting of bootstrapping requests for GBA in browser
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120649
	pCR to TR 33.823: Clarification of the term session
	Ericsson, ST-Ericsson
	revised
	-
	S3-120789

	S3-120650
	Discussion of Tsp interface security
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120651
	Tsp interface security requirements
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120776

	S3-120652
	Tsp interface security procedures
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120777

	S3-120653
	Draft LS to CT3 on Tsp interface security
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120778

	S3-120654
	Pseudo-CR: Integration of material from S3-120455 into current TR on spoofed ID
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120655
	Removing erroneous e2ae indication
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120656
	Correction of confidentiality on the Iq interface
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120657
	Extending the scope and structure of TS 33.328 to accommodate IMS media security extensions
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120764

	S3-120658
	Pseudo-CR to TR 33.829: Recommended SDES-based solution for conferencing
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120659
	Pseudo-CR to TR 33.829: Extending discussion on messaging security leveraging IMS control plane security
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120660
	Pseudo-CR to TR 33.829: Recommended solution for messaging security leveraging IMS control plane security
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120765

	S3-120661
	Pseudo-CR to TR 33.829: Recommended SDES-based solution for CDIV
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120662
	Pseudo-CR to TR 33.829: Conclusions
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120766

	S3-120663
	Correction of description of ''Bootstrapping Initiation''
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120793

	S3-120664
	Taking into account GBA_Digest for HTTPS-based Ua interface
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120665
	Usage of GBA_Digest with a UE browser
	Interdigital
	revised
	-
	S3-120790

	S3-120666
	pCR to TR 33.823: Usage of GBA with a UE browser: comments
	Gemalto
	revised
	-
	S3-120819, S3-120820, S3-120821

	S3-120667
	Support of 256 Keys and Algorithms
	Rapporteur
	noted
	-
	-

	S3-120668
	Proposed Study Item for Keys and Algorithms
	Rapporteur
	withdrawn
	-
	-

	S3-120669
	Implicit certificate based approach to PWS security
	Research In Motion UK Ltd
	revised
	-
	S3-120808

	S3-120670
	Anti-spam solution for MTC devices without continuous power
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120671
	(Resubmitted) Another thought on privacy protection
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120672
	GBA based solution for PWS
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	-

	S3-120673
	PWS Public Key Configuration on MME for Solution 3
	ZTE Corporation, CATR
	approved
	-
	-

	S3-120674
	Signing Entity CBC deletion for Solution 3
	ZTE Corporation, Huawei, HiSilicon, CATR
	approved
	-
	-

	S3-120675
	Security architecture update
	China Mobile
	approved
	-
	-

	S3-120676
	Impacts analysis for SMS device triggering
	China Mobile
	revised
	-
	S3-120782

	S3-120677
	Evaluation for the solutions protecting SMS triggering
	China Mobile
	revised
	-
	S3-120782

	S3-120678
	Authorization for SMS based device triggering in Tsp
	China Mobile
	approved
	-
	-

	S3-120679
	Security connection update
	China Mobile
	approved
	-
	-

	S3-120680
	Security evaluation for secure connection
	China Mobile
	approved
	-
	-

	S3-120681
	New solution for secure connection
	China Mobile
	revised
	-
	S3-120784

	S3-120682
	New solution for secure connection
	China Mobile
	withdrawn
	-
	-

	S3-120683
	IMS P2P security protection on user identity privacy
	China Mobile
	approved
	-
	-

	S3-120684
	IMS P2P security protection on user identity privacy
	China Mobile
	withdrawn
	-
	-

	S3-120685
	IMS P2P security protection against content tampering and replacement
	China Mobile
	revised
	-
	S3-120825

	S3-120686
	IMS P2P security conclusion
	China Mobile
	approved
	-
	-

	S3-120687
	Temporary identifier protection for privacy
	China Mobile, KPN
	revised
	-
	S3-120786

	S3-120688
	New privacy requirement for SIMTC
	China Mobile
	revised
	-
	S3-120787

	S3-120689
	Deletion of unused references
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120690
	Clarification of integrity and confidentiality requirements for GTP-C [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120691
	Clarification of integrity and confidentiality requirements for GTP-C [Rel-12]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120692
	Clarification of CMP requirements
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	-

	S3-120693
	Miscellaneous corrections to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	-

	S3-120694
	Correction of psk-TLS references and NULL cipher profiles to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120695
	Correction for TLS references to point to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120696
	Correction for TLS references to point to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120697
	draft reply LS to S3-120616 LS on GSMA Application Network Efficiency Task Force 'whitepaper and actions'
	Intel
	revised
	-
	S3-120770

	S3-120698
	candidate solution for spoofed call
	China Mobile
	noted
	-
	-

	S3-120699
	spoofed call requirement
	China Mobile
	approved
	-
	-

	S3-120700
	Study Item proposal for Hardening Requirements of 3GPP Network Elements
	AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN, Rogers Wireless, TeliaSonera
	revised
	-
	S3-120768

	S3-120701
	Proposed skeleton for the SID on hardening of 3GPP network elements
	TeliaSonera
	noted
	-
	-

	S3-120702
	Proposed scope text for the SID on hardening of 3gpp network elements
	TeliaSonera
	noted
	-
	-

	S3-120703
	7.1 Clean-up
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120704
	Proposal for further transfer of Web GBA work
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120705
	IMSI-IMEI binding using pre-shared secret
	Alcatel Lucent
	revised
	-
	S3-120783

	S3-120706
	Key Usage
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120707
	TLS enhancements for IMS signalling security (update)
	Ericsson, ST-Ericsson
	revised
	-
	S3-120785

	S3-120708
	Definition of Session
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-120789

	S3-120709
	Conclusion on end-to-end media security for IMS messaging
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120710
	Mechanisms for e2ae media protection for MSRP
	Ericsson, ST-Ericsson
	revised
	-
	S3-120767

	S3-120711
	IMS media security mid-call intercept
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120712
	Draft LS reply to ITU-T SG16 on Support of TLS for media security in IP networks
	Ericsson, ST-Ericsson
	revised
	-
	S3-120762

	S3-120713
	Cryptographic protection of device trigger with GBA push
	Ericsson, ST-Ericsson
	revised
	-
	S3-120780

	S3-120714
	Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-120715
	Rel-9 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson
	revised
	-
	S3-120811

	S3-120716
	Rel-10 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	revised
	-
	S3-120812

	S3-120717
	Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	withdrawn
	-
	-

	S3-120718
	Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	withdrawn
	-
	-

	S3-120719
	Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	withdrawn
	-
	-

	S3-120720
	Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	withdrawn
	-
	-

	S3-120721
	MTC Privacy detach procedure
	KPN, NEC Corporation
	approved
	-
	-

	S3-120722
	Deferred delivery issues
	Alcatel Lucent
	noted
	-
	-

	S3-120723
	Deferred delivery CR
	Alcatel Lucent
	agreed
	-
	-

	S3-120724
	Deferred delivery pCR
	Alcatel Lucent
	approved
	-
	-

	S3-120725
	Organizing Work on Product and Information Security Assurance
	Ericsson
	noted
	-
	-

	S3-120726
	Use of Common Criteria Protection Profiles in 3GPP
	Ericsson
	noted
	-
	-

	S3-120727
	Aligning START handling after authentication with the stage 3 specifications
	Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed
	-
	-

	S3-120728
	Confidentiality Protection for MBMS Associated Delivery Procedures
	Qualcomm Incorporated
	noted
	-
	-

	S3-120729
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated
	revised
	-
	S3-120791

	S3-120730
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated
	revised
	-
	S3-120792

	S3-120731
	iFire: Control Message TLV's for TSCF
	Acme Packet
	approved
	-
	-

	S3-120732
	MTC Security Architecture update
	Samsung
	approved
	-
	-

	S3-120733
	End-to-end application level protection for SMS based triggering
	Samsung
	approved
	-
	-

	S3-120734
	A NAS layer solution for protecting PWS keys in UTRAN/GERAN
	Qualcomm Incorporated
	revised
	-
	S3-120807

	S3-120735
	Some observations on UE based pairing solutions
	Qualcomm Incorporated
	approved
	-
	-

	S3-120736
	Public Warning System Security for roaming users
	Samsung
	noted
	-
	-

	S3-120737
	Scenarios for Call Spoofing
	NEC Corporation
	noted
	-
	-

	S3-120738
	Protection of Caller ID in IMS
	NEC Corporation
	noted
	-
	-

	S3-120739
	P-Asserted-Identifier Verification
	NEC Corporation
	noted
	-
	-

	S3-120740
	MTC: SMS Trigger
	NEC Corporation
	noted
	-
	-

	S3-120741
	MTC: pCR SMS Trigger
	NEC Corporation
	revised
	-
	S3-120779

	S3-120742
	MTC: Security for group based feature
	NEC Corporation
	noted
	-
	-

	S3-120743
	Privacy protection for Machine type and other mobile data applications communications
	Samsung
	approved
	-
	-

	S3-120744
	MTC: pCR Security for group based feature
	NEC Corporation
	noted
	-
	-

	S3-120745
	MTC: Security solution for NAS trigger
	NEC Corporation
	revised
	-
	S3-120779

	S3-120746
	MTC: Privacy issue
	NEC Corporation, KPN
	noted
	-
	-

	S3-120747
	SMS Trigger Threats and Requirements
	NEC Corporation
	revised
	-
	S3-120779

	S3-120748
	Group based security protection for Machine type and other mobile data applications communications
	Samsung
	noted
	-
	-

	S3-120749
	PWS replay protection
	NTT docomo
	approved
	-
	-

	S3-120750
	Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent, Qualcomm Incorporated
	revised
	-
	S3-120813

	S3-120751
	Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	revised
	-
	S3-120814

	S3-120752
	Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	revised
	-
	S3-120815

	S3-120753
	Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	revised
	-
	S3-120816

	S3-120754
	Corrections to rSRVCC cases for UTRAN/HSPA
	Huawei, HiSilicon
	revised
	-
	S3-120772

	S3-120755
	Clarification of CMP requirements
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120756
	Miscellaneous corrections to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120758
	GBA based protection of key distribution for PWS (merger of S3-120647 and S3-120672)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-120759
	Comments to S3-120669-Implicit certificate based approach to PWS security
	Huawei, HiSilicon
	revised
	-
	S3-120808

	S3-120760
	Comments on S3-120700
	Ericsson
	noted
	-
	-

	S3-120761
	COMMENTS TO S3-120697 draft LS to SA regarding GSMA Application Network Efficiency
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120762
	Comments to Draft LS reply to ITU-T SG16
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-120712
	S3-120798

	S3-120763
	Comments on S3-120635 'S6a security'
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-120764
	Extending the scope and structure of TS 33.328 - update of 657
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	revised
	S3-120657
	S3-120799

	S3-120765
	Pseudo-CR to TR 33.829: Recommended solution for messaging security - update of 660
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved
	S3-120660
	-

	S3-120766
	Pseudo-CR to TR 33.829: Conclusions - update of 662
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved
	S3-120662
	-

	S3-120767
	Mechanisms for e2ae media protection for MSRP - update of 710
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	S3-120710
	S3-120800

	S3-120768
	Study Item proposal for Hardening Requirements of 3GPP Network Elements
	AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN,Orange, Rogers Wireless, TeliaSonera,Interdigital
	revised
	S3-120700
	S3-120818

	S3-120769
	Correction of reference
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-120770
	draft reply LS to S3-120616 LS on GSMA Application Network Efficiency Task Force 'whitepaper and actions'
	Intel
	approved
	S3-120697
	-

	S3-120771
	draft LS on S6a security
	Huawei, HiSilicon,Deutsche Telekom AG
	approved
	S3-120636
	-

	S3-120772
	Corrections to rSRVCC cases for UTRAN/HSPA
	Huawei, HiSilicon
	agreed
	S3-120754
	-

	S3-120773
	Security Architecture update
	Huawei, Samsung,HiSilicon,China Mobile
	approved
	-
	-

	S3-120774
	Draft TR 33.868
	Rapporteur
	approved
	-
	-

	S3-120775
	Structural change of TR 33.868
	Samsung
	For email approval
	-
	-

	S3-120776
	Tsp interface security requirements
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120651
	-

	S3-120777
	Tsp interface security procedures
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120652
	-

	S3-120778
	Draft LS to CT3 on Tsp interface security
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-120653
	-

	S3-120779
	SMS Trigger Threats and Requirements
	NEC Corporation
	approved
	S3-120747
	-

	S3-120780
	Cryptographic protection of device trigger with GBA push
	Ericsson, ST-Ericsson
	approved
	S3-120713
	-

	S3-120781
	MTC trigger security solution analysis
	Huawei, HiSilicon
	approved
	S3-120631
	-

	S3-120782
	Impacts analysis for SMS device triggering
	China Mobile
	approved
	S3-120676
	-

	S3-120783
	IMSI-IMEI binding using pre-shared secret
	Alcatel Lucent
	approved
	S3-120705
	-

	S3-120784
	New solution for secure connection
	China Mobile
	approved
	S3-120681
	-

	S3-120785
	TLS enhancements for IMS signalling security (update)
	Ericsson, ST-Ericsson
	revised
	S3-120707
	S3-120802

	S3-120786
	Temporary identifier protection for privacy
	China Mobile, KPN
	approved
	S3-120687
	-

	S3-120787
	New privacy requirement for SIMTC
	China Mobile
	approved
	S3-120688
	-

	S3-120788
	New draft TR 33.823
	Rapporteur
	approved
	-
	-

	S3-120789
	Definition of Session
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-120708
	-

	S3-120790
	Usage of GBA_Digest with a UE browser
	Interdigital
	approved
	S3-120665
	-

	S3-120791
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated,Ericsson, ST Ericsson
	agreed
	S3-120729
	-

	S3-120792
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated,Ericsson,ST Ericsson
	agreed
	S3-120730
	-

	S3-120793
	Correction of description of ''Bootstrapping Initiation''
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120663
	-

	S3-120794
	Clarification of UE registration procedure in Push-NAF
	Ericsson, ST-Ericsson
	agreed
	S3-120643
	-

	S3-120795
	Addition of missing cipher suites with NULL encryption for GPL
	Ericsson, ST-Ericsson
	agreed
	S3-120644
	-

	S3-120796
	Draft TR 33.829
	Rapporteur
	approved
	-
	-

	S3-120797
	Presentation from CCRA
	CCDB Chair
	noted
	-
	-

	S3-120798
	Comments to Draft LS reply to ITU-T SG16
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-120762
	-

	S3-120799
	Extending the scope and structure of TS 33.328 - update of 657
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed
	S3-120764
	-

	S3-120800
	Mechanisms for e2ae media protection for MSRP - update of 710
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-120767
	-

	S3-120801
	Reply to: LS on border control concepts for VINE
	Alcatel Lucent
	approved
	-
	-

	S3-120802
	TLS enhancements for IMS signalling security (update)
	Ericsson, ST-Ericsson
	agreed
	S3-120785
	-

	S3-120803
	PWS TS Skeleton
	Huawei, HiSilicon, Ericsson, ST-Ericsson, ZTE Corporation,Vodafone
	approved
	S3-120629
	-

	S3-120804
	PWS NAS Solution Analysis-NAS Length
	Huawei, HiSilicon, ZTE Corporation
	approved
	S3-120625
	-

	S3-120805
	LS on NAS Solution Analysis-NAS Length
	Huawei
	approved
	-
	-

	S3-120806
	New draft TS 33.869
	rapporteur
	approved
	-
	-

	S3-120807
	A NAS layer solution for protecting PWS keys in UTRAN/GERAN
	Qualcomm Incorporated
	approved
	S3-120734
	-

	S3-120808
	Comments to S3-120669-Implicit certificate based approach to PWS security
	Huawei, HiSilicon
	approved
	S3-120759
	-

	S3-120809
	Reply to: Publication of GSMA  Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	Deustche Telecom
	approved
	-
	-

	S3-120810
	Reply to: LS on Secure Associated Delivery Procedures
	Qualcomm
	approved
	-
	-

	S3-120811
	Rel-9 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson,Gemalto
	agreed
	S3-120715
	-

	S3-120812
	Rel-10 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	agreed
	S3-120716
	-

	S3-120813
	Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent, Qualcomm Incorporated,Gemalto
	agreed
	S3-120750
	-

	S3-120814
	Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	agreed
	S3-120751
	-

	S3-120815
	Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	agreed
	S3-120752
	-

	S3-120816
	Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	agreed
	S3-120753
	-

	S3-120817
	Study Item proposal for Hardening Requirements of 3GPP Network Elements
	TeliaSonera
	revised
	S3-120768
	S3-120822

	S3-120818
	Study Item proposal for Hardening Requirements of 3GPP Network Elements
	AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN,Orange, Rogers Wireless, TeliaSonera,Interdigital
	revised
	S3-120768
	S3-120822

	S3-120819
	pCR to TR 33.823: Usage of GBA with a UE browser: section  6 (TLS certificate issue)
	Gemalto
	approved
	S3-120666
	-

	S3-120820
	pCR to TR 33.823: Usage of GBA with a UE browser: section 7 (FQDN issue)
	Gemalto
	approved
	S3-120666
	-

	S3-120821
	pCR to TR 33.823: Usage of GBA with a UE browser:re-naming the key to authentication token
	Gemalto
	approved
	S3-120666
	-

	S3-120822
	Study Item proposal for Hardening Requirements of 3GPP Network Elements
	AT&T, BT, China Mobile, Deutsche Telekom AG, Juniper Networks, KPN,Orange, Rogers Wireless, TeliaSonera,Interdigital
	approved
	S3-120818
	-

	S3-120823
	Reply to: LS on Product and Information Security Assurance
	Ericsson
	approved
	-
	-

	S3-120824
	Living Document on “security study on IMS Based Peer-to-Peer Content Distribution Services”
	China Mobile
	approved
	-
	-

	S3-120825
	IMS P2P security protection against content tampering and replacement
	China Mobile
	approved
	S3-120685
	-

	S3-120826
	Draft TR on Feasibility Study on IMS firewall traversal
	Rapporteur
	approved
	-
	-

	S3-120827
	Draft TR on spoofed call detection and prevention
	rapporteur
	approved
	-
	-

	S3-120828
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated,Ericsson,ST Ericsson
	agreed
	-
	-


Annex B: List of change requests

	Document
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	Decision

	S3-120642
	CR-Authorize the sources for triggering
	Huawei, HiSilicon
	23.682
	0051
	-
	Rel-11
	F
	SIMTC
	noted

	S3-120651
	Tsp interface security requirements
	Nokia Corporation, Nokia Siemens Networks
	23.682
	0052
	-
	Rel-11
	F
	SIMTC
	revised

	S3-120776
	Tsp interface security requirements
	Nokia Corporation, Nokia Siemens Networks
	23.682
	0052
	1
	Rel-11
	F
	SIMTC
	agreed

	S3-120639
	Corrections to rSRVCC cases for UTRAN/HSPA
	Huawei, HiSilicon
	33.102
	0254
	-
	Rel-11
	F
	SEC11
	withdrawn

	S3-120754
	Corrections to rSRVCC cases for UTRAN/HSPA
	Huawei, HiSilicon
	33.102
	0254
	1
	Rel-11
	F
	SEC11
	revised

	S3-120772
	Corrections to rSRVCC cases for UTRAN/HSPA
	Huawei, HiSilicon
	33.102
	0254
	2
	Rel-11
	F
	SEC11
	agreed

	S3-120727
	Aligning START handling after authentication with the stage 3 specifications
	Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	33.102
	0255
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120695
	Correction for TLS references to point to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.110
	0020
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120707
	TLS enhancements for IMS signalling security (update)
	Ericsson, ST-Ericsson
	33.203
	0192
	1
	Rel-12
	C
	SEC12
	revised

	S3-120785
	TLS enhancements for IMS signalling security (update)
	Ericsson, ST-Ericsson
	33.203
	0192
	2
	Rel-12
	C
	SEC12
	revised

	S3-120802
	TLS enhancements for IMS signalling security (update)
	Ericsson, ST-Ericsson
	33.203
	0192
	3
	Rel-12
	C
	SEC12
	agreed

	S3-120690
	Clarification of integrity and confidentiality requirements for GTP-C [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.210
	0043
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120691
	Clarification of integrity and confidentiality requirements for GTP-C [Rel-12]
	Nokia Corporation, Nokia Siemens Networks
	33.210
	0044
	-
	Rel-12
	A
	SEC11
	agreed

	S3-120663
	Correction of description of ''Bootstrapping Initiation''
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0170
	-
	Rel-11
	F
	SEC11
	revised

	S3-120793
	Correction of description of ''Bootstrapping Initiation''
	Nokia Corporation, Nokia Siemens Networks
	33.220
	0170
	1
	Rel-11
	F
	SEC11
	agreed

	S3-120689
	Deletion of unused references
	Nokia Corporation, Nokia Siemens Networks
	33.221
	0011
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120664
	Taking into account GBA_Digest for HTTPS-based Ua interface
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0036
	-
	Rel-11
	F
	GBA-ext
	agreed

	S3-120694
	Correction of psk-TLS references and NULL cipher profiles to point toTS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.222
	0037
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120643
	Clarification of UE registration procedure in Push-NAF
	Ericsson, ST-Ericsson
	33.223
	0022
	-
	Rel-12
	F
	SEC11
	revised

	S3-120794
	Clarification of UE registration procedure in Push-NAF
	Ericsson, ST-Ericsson
	33.223
	0022
	1
	Rel-11
	F
	SEC12
	agreed

	S3-120644
	Addition of missing cipher suites with NULL encryption for GPL
	Ericsson, ST-Ericsson
	33.224
	0003
	-
	Rel-12
	F
	SEC12
	revised

	S3-120795
	Addition of missing cipher suites with NULL encryption for GPL
	Ericsson, ST-Ericsson
	33.224
	0003
	1
	Rel-11
	F
	SEC11
	agreed

	S3-120715
	Rel-9 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson
	33.246
	0156
	-
	Rel-9
	F
	TEI9
	revised

	S3-120811
	Rel-9 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson,Gemalto
	33.246
	0156
	1
	Rel-9
	F
	TEI9
	agreed

	S3-120716
	Rel-10 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0157
	-
	Rel-10
	A
	TEI10
	revised

	S3-120812
	Rel-10 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	33.246
	0157
	1
	Rel-10
	A
	TEI10
	agreed

	S3-120729
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated
	33.246
	0158
	-
	Rel-9
	F
	TEI9
	revised

	S3-120791
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated,Ericsson, ST Ericsson
	33.246
	0158
	1
	Rel-9
	F
	TEI9
	agreed

	S3-120730
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated
	33.246
	0159
	-
	Rel-10
	A
	TEI9
	revised

	S3-120792
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated,Ericsson,ST Ericsson
	33.246
	0159
	1
	Rel-10
	A
	TEI9
	agreed

	S3-120717
	Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0160
	-
	-
	-
	-
	withdrawn

	S3-120750
	Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent, Qualcomm Incorporated
	33.246
	0160
	1
	Rel-11
	A
	SEC11
	revised

	S3-120813
	Rel-11 CR: Relaxing the requirement to consume MTK-IDs in strict order
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent, Qualcomm Incorporated,Gemalto
	33.246
	0160
	2
	Rel-11
	A
	SEC11
	agreed

	S3-120718
	Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0161
	-
	-
	-
	-
	withdrawn

	S3-120751
	Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0161
	1
	Rel-9
	F
	TEI9
	revised

	S3-120814
	Rel-9 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	33.246
	0161
	2
	Rel-9
	F
	TEI9
	agreed

	S3-120719
	Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0162
	-
	-
	-
	-
	withdrawn

	S3-120752
	Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0162
	1
	Rel-10
	A
	TEI10
	revised

	S3-120815
	Rel-10 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	33.246
	0162
	2
	Rel-10
	A
	TEI10
	agreed

	S3-120720
	Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0163
	-
	-
	-
	-
	withdrawn

	S3-120753
	Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent
	33.246
	0163
	1
	Rel-11
	A
	SEC11
	revised

	S3-120816
	Rel-11 CR: Allowing NTP-UTC timestamp for replay protection in MBMS MIKEY
	Ericsson, ST-Ericsson, Verizon Wireless, Alcatel-Lucent,Gemalto
	33.246
	0163
	2
	Rel-11
	A
	SEC11
	agreed

	S3-120828
	Fixing the lack of confidentiality protection for Associated Delivery Procedures
	Qualcomm Incorporated,Ericsson,ST Ericsson
	33.246
	0164
	-
	Rel-11
	A
	-
	agreed

	S3-120696
	Correction for TLS references to point to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.259
	0009
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120619
	Correct referencing RFC5280 instead of void document
	RadiSys
	33.310
	0061
	-
	Rel-9
	F
	NDS_Backhaul
	withdrawn

	S3-120620
	Correct referencing RFC5280 instead of void document
	RadiSys
	33.310
	0062
	-
	Rel-10
	A
	NDS_Backhaul
	withdrawn

	S3-120621
	Correct referencing RFC5280 instead of void document
	RadiSys
	33.310
	0063
	-
	Rel-11
	A
	NDS_Backhaul
	noted

	S3-120692
	Clarification of CMP requirements
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0064
	-
	-
	-
	-
	withdrawn

	S3-120755
	Clarification of CMP requirements
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0064
	1
	Rel-11
	F
	NDS_Backhaul
	agreed

	S3-120693
	Miscellaneous corrections to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0065
	-
	-
	-
	-
	withdrawn

	S3-120756
	Miscellaneous corrections to TS 33.310
	Nokia Corporation, Nokia Siemens Networks
	33.310
	0065
	1
	Rel-11
	F
	SEC11
	agreed

	S3-120655
	Removing erroneous e2ae indication
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0036
	-
	Rel-12
	F
	SEC12
	agreed

	S3-120656
	Correction of confidentiality on the Iq interface
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0037
	-
	Rel-12
	F
	SEC12
	agreed

	S3-120657
	Extending the scope and structure of TS 33.328 to accommodate IMS media security extensions
	Nokia Corporation, Nokia Siemens Networks
	33.328
	0038
	-
	Rel-12
	B
	eMEDIASEC
	revised

	S3-120764
	Extending the scope and structure of TS 33.328 - update of 657
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	33.328
	0038
	-
	Rel-12
	B
	eMEDIASEC
	revised

	S3-120799
	Extending the scope and structure of TS 33.328 - update of 657
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	33.328
	0038
	1
	Rel-12
	B
	eMEDIASEC
	agreed

	S3-120710
	Mechanisms for e2ae media protection for MSRP
	Ericsson, ST-Ericsson
	33.328
	0039
	-
	Rel-12
	B
	eMEDIASEC
	revised

	S3-120767
	Mechanisms for e2ae media protection for MSRP - update of 710
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	33.328
	0039
	-
	Rel-12
	B
	eMEDIASEC
	revised

	S3-120800
	Mechanisms for e2ae media protection for MSRP - update of 710
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	33.328
	0039
	1
	Rel-12
	B
	eMEDIASEC
	agreed

	S3-120624
	Alignment of rule for running EPS-AKA at IRAT mobility
	Ericsson, ST-Ericsson
	33.401
	0503
	-
	Rel-12
	F
	SEC12
	agreed

	S3-120637
	length of truncated NAS token
	Huawei, HiSilicon
	33.401
	0504
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120638
	Corrections to rSRVCC cases for E-UTRAN
	Huawei, HiSilicon
	33.401
	0505
	-
	Rel-11
	F
	SEC11
	agreed

	S3-120769
	Correction of reference
	Nokia Corporation, Nokia Siemens Networks
	33.402
	0111
	-
	Rel-8
	F
	TEI8
	agreed

	S3-120723
	Deferred delivery CR
	Alcatel Lucent
	33.828
	0004
	-
	Rel-11
	F
	FS_eMEDIASEC
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-120605
	
	LS on border control concepts for VINE
	C1-122465
	replied to
	S3-120801

	S3-120606
	
	Reply LS on H(e)NB local IP address for Fixed Broadband Access network interworking
	C4-121308
	noted
	

	S3-120607
	
	LS to SG17 and 3GPP SA3 on support of TLS for media security in IP networks
	COM 16  LS 298  E
	replied to
	S3-120762

	S3-120607
	
	LS to SG17 and 3GPP SA3 on support of TLS for media security in IP networks
	COM 16  LS 298  E
	replied to
	S3-120712

	S3-120607
	
	LS to SG17 and 3GPP SA3 on support of TLS for media security in IP networks
	COM 16  LS 298  E
	replied to
	S3-120798

	S3-120608
	
	Reply LS on stage 3 for modification of security context storage rate on the UICC
	R2-122999
	noted
	

	S3-120609
	
	Reply LS on Signalling of Tunnel Information for BBF Access
	R3-121375
	noted
	

	S3-120610
	
	Resubmitted LS on MTC through non-3GPP access network
	S1-120275
	noted
	

	S3-120611
	
	Resubmitted 'Answer to LS to SA1, SA2 on corrections for secure connection'
	S1-120344
	noted
	

	S3-120612
	
	LS on Secure Associated Delivery Procedures
	S4-120872
	replied to
	S3-120810

	S3-120613
	
	Publication of GSMA  Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	GSMA
	replied to
	S3-120809

	S3-120616
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	SP-120423
	replied to
	S3-120770

	S3-120616
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	SP-120423
	replied to
	S3-120697

	S3-120616
	
	LS on GSMA Application Network Efficiency Task Force whitepaper and actions
	SP-120423
	replied to
	S3-120761

	S3-120617
	
	LS on Product and Information Security Assurance
	SP-120430
	replied to
	S3-120823

	S3-120618
	
	LS on Product and Information Security Assurance(Chairman of Common Criteria Management Committee)
	SP-120431
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-120770
	reply LS to S3-120616 LS on GSMA Application Network Efficiency Task Force 'whitepaper and actions'
	3GPP SA
	-
	S3-120616

	S3-120771
	LS on S6a security
	3GPP CT4, SA2
	-
	-

	S3-120778
	LS to CT3 on Tsp interface security
	CT3
	-
	-

	S3-120798
	Comments to Draft LS reply to ITU-T SG16
	ITU-T SG16
	ITU-T SG17, 3GPP CT4
	S3-120607

	S3-120801
	Reply to: LS on border control concepts for VINE
	3GPP CT1
	3GPP SA2
	S3-120605

	S3-120805
	LS on NAS Solution Analysis-NAS Length
	3GPP CT1, 3GPP SA2,3GPP RAN2, 3GPP RAN3, 3GPP GERAN2
	-
	

	S3-120809
	Reply to: Publication of GSMA  Recommendations for Minimal Wi-Fi Capabilities of Terminals v1
	GSMA
	-
	S3-120613

	S3-120810
	Reply to: LS on Secure Associated Delivery Procedures
	3GPP SA4
	-
	S3-120612

	S3-120823
	Reply to: LS on Product and Information Security Assurance
	3GPP SA
	GSMA Security Group
	S3-120617


Annex D: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	S3-68/1
	4
	S3-120603
	Rapporteurs to provide input on progress in their WIs after the meeting to the technical officer
	Chairman
	2012-09-27

	S3-68/2
	8.6
	S3-120824
	Rapporteur to convert the living document into a TR for the next meeting
	rapporteur
	2012-09-30
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