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1. Pseudo Change Request
*************************START OF CHANGES*********************************

7.4
Solutions to security issues in GSM/GPRS

7.4.1
General

Unlike LTE and UMTS, GSM/GPRS security mechanism does not provide integrity protection on the radio interface. So the proposed PWS public key distribution solution based on integrity protection in AS and NAS messages in UMTS and LTE is infeasible. 
This section describes solutions on how to distribute the public key and other security information to the UE in GSM/GPRS. Several possible approaches are suggested:

NOTE: This is not an exhaustive set of options.
7.4.2
Re-use current GSM/GPRS security mechanism with initiating ciphering

In GSM/GPRS, PWS public key can be ciphered with the key Kc. The solution that we suggest is distributing public keys based on NAS message. Figure 7.4.2.3.1 shows an example that distributes public key in GSM/GPRS. The RAU/LAU ACCEPT message can also be used.
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Figure 7.4.2.3.1: Distribution of public key information in GSM/GPRS

In the initial LAU/RAU procedure, UE sends the LAU/RAU request. When MSC/SGSN receives the LAU/RAU request, MSC/SGSN sends LAU/RAU Accept message to UE. In the LAU/RAU Accept, the latest public key and PKSI are included. BTS or SGSN encrypts the LAU/RAU Accept message with Kc. And the PWS public key and PKSI are protected. When UE receives LAU/RAU Accept message, it decrypts the LAU/RAU Accept message to obtain the latest public key and PKSI, saves the latest public key and PKSI.

If UE has attached to the network before, UE can send the public key identifier to the network entity in LAU/RAU. MSC/SGSN checks whether the PKSI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI. When UE receives LAU/ RAU ACCEPT, it saves the latest public key and PKSI.

Only cipher LAU/ RAU ACCEPT with UP still remaining unencrypted:

In common views, it cannot only mandate ciphering LAU/RAU one procedure and leave others and UP without ciphering since once ciphering is turned on, it is better not to be turned off for security reasons. If operator does not want to turn on ciphering according to local policy, a possible alternative can be that SGSN/MSC mandates ciphering when performing RAU/LAU procedure for distributing public key. If SGSN/MSC decided to carry PWS public in RAU/LAU accept message, we use the current GSM security to cipher LAU/RAU accept message carrying with PWS public key. Normally, after that, UE will release RRC connection and be in idle mode. In the next session, UE connects to the network and MSC/SGSN sends cipher mode command with turning off ciphering in Cipher Mode Command setting to the UE when local policy is remaining UP unencrypted. Please note that above solution needs some changes in SGSN/MSC. In addition, there may be a possibility that cipher algorithms are disabled in BSS, i.e. BSS does not support any cipher algorithms, if cipher is not allowed by local policies. If it is the case, BSS should also be modified.

Not initiating ciphering in the whole GSM/GPRS system:

In case that operator will not initiate ciphering anyhow in GSM/GPRS, it is suggested to send PWS public key and identifier directly without ciphering in LAU/ RAU ACCEPT message. To some extent, it can also ensure that UE will get a genuine public key to verify the signature than without doing any security to PWS in GSM/GPRS.
7.4.3
Enhanced integrity protection mechanism for GSM /GPRS

-
Generate the integrity key based on the current GSM security. Kc is the encrypted key which generate from GSM AKA, Kmac is the integrity key used in PWS generated from Kc. Then Kmac can be used to protect PWS public key. Note that in this solution it is not restricted integrity mechanism only for PWS, it can be used in the whole system if operator want to enhance the security in the whole system.

-
Key Derivation method directly:

-
Kmac is derived from Kc.It can be generated as follows:

-
Kmac=KDF [Kc，S], S=Fc||P||L, Fc=0x14, P=UE id, L= the length of UE id

-
The configuration of the integrity algorithm. 

-
Pre- configured the integrity algorithm in MS and network node.

-
Distribution the integrity algorithm to MS from network. When the integrity key is generated, the integrity algorithm or the algorithm identity indication can be distributed with protection.

In GSM, integrity algorithm and PWS public key can be integrity protected with Cipher mode CMD message. The integrity key Kmac is generated with the method discussed above. The procedure is shown in Figure 7.4.3.1.
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Figure 7.4.3.1: Distribution of public key information in GSM 

In GPRS, integrity algorithm and PWS public key can be integrity protected within Authentication and Ciphering Request message. The integrity key Kmac is generated with the method discussed above. The procedure is shown in Figure 7.4.3.2.
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Figure 7.4.3.2: Distribution of public key information in GPRS

7.4.4
Limiting key updates in GSM/GPRS

If the protection of the key distribution in GSM/GPRS has a lower security level (or no security) than the protection of the key distribution in the other accesses, this lower security level might spread to UMTS or LTE capable UEs if they listen for key distribution messages in GSM/GPRS.

The reason being than an UMTS or LTE capable UEs might attach to a GMS network when there is no UMTS or LTE coverage. Even if the UE is configured to discard messages without a valid signature, an adversary could potentially inject false keys and false warning messages in an attempt to cause panic.

-
For GSM only UEs, the only solution is to introduce some kind of enhanced GSM/GPRS security context. Making such a large change to existing GSM/GPRS networks seems unjustified just for PWS.

-
For UMTS or LTE capable UEs, the problem could be mitigated by only accept key distribution messages in GSM/GPRS if there is no valid key received from UMTS/LTE. If the same signature key is used in all accesses, improved robustness and coverage could still be achieved by listen for warning messages in GSM networks.

As a subscriber with an UMTS or LTE capable UEs could have GSM only coverage for weeks (e.g. when going on vacation), this puts some extra requirements on the key distribution methods. The lifetime of the signature keys would need to be at least as long as the time an subscriber might have GSM only coverage.

Editor's Note: It is FFS if there are regulatory requirements to accept key distribution messages in accesses where the user does not have a subscription.

7.4.5
Mechanisms of NAS solution for GSM/GPRS

It is considered to mitigate this security issue through the NAS solution’s mechanism.Two possible methods can be used to mitigate the seurity impacts caused by no integrity protection in GSM/GPRS.

The first one is prior receiving PWS public key from UMTS/LTE network.Nowadays most UEs will support multi-mode and UE can receive PWS public key from different RATs. When the UE and network perform the initial distribution or update of PWS public key, UE receives and stores public keys indenpendly from GERAN/UMTS/LTE. As the same signature key is used in all accesses in one PLMN for the same CBE, UE should prior use the public keys from UMTS/LTE to verify the PWS notification message received from GSM/GPRS network. This can avoid injecting a forge PWS public key to UEs by a fake base station. This method does not work for terminals that only have GSM coverage for an extended period of time or are only GSM capable.The second one is broadcasting periodic PWS testing warning messages by the network.As the PWS public key update procedure described in clause 7.3.1.2, the network periodically broadcasts PWS warning message “test” signed by the latest public key. UE verifies the signature using the public key it stores. If successful, UE determines that the public key it is storing is the latest, and discards the warning test silently. Otherwise, UE determines that the public key it storing is not correct, and sends the public key ID and signing entity ID in the next TAU/RAU/LAU request. When SGSN/MSC receives them, SGSN/MSC checks whether public key ID is the same as it saves. If not, SGSN/MSC sends the update public key, public key ID and signing entity ID it saves in TAU/RAU/LAU accept messages. In this way, if UE receieves and stores a forge PWS public key from GSM/GPRS network, UE can always identify whether the public key is correct or not by periodic PWS testing warning message, and then UE could fetch a correct PWS public key from the network in time. The test message can be received when the terminal is in PS connected state. It depends on the RRC state.

Editor's Note: It needs to be verified if the terminal can receive test messages in CS connected state or not. Note that this editor's note is also present in clause 6.2.8 and should be taken care of at the same time as this one.
Editor's Note: The risk of introducing DDoS attacks and simple key forgery attacks needs further study.
*************************END OF CHANGES*********************************

UE 





MSC/SGSN





4. Cipher [LAU/ RAU ACCEPT (the latest public key and PKSI)]  





4.NAS SMC(the latest public key and PKSI) 











1. LAU/ RAU Request  











2. AKA procedure
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