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Abstract of the contribution:

In the scope of the study on restricting the USIM to specific MTC devices/UEs, this contribution aims describing an extension of USAT paring solution relying on MTC feature.
1. Introduction
SA1 requirement to restrict the use of a USIM to specific MTC Devices/UEs does not mandate to have mechanism based on IMEI matching; the restriction could also be based on matching or mismatching of MTC features. 

2. Analysis

In some scenarios, restriction based on MTC feature may be more efficient than restriction based on IMEI. 

Example in case of low mobility as MTC feature: 

MTC UEs may have a low mobility constraint, they can have either a fixed location, or limited mobility restricted to a specific cell_ID. The restriction to use the USIM to specific MTC UEs may be associated to the location of the MTC UEs in a specific area, whatever the identity of the MTC UE. E.g. shopping trolleys allocated to a speficic area identified by the cell_ID. 

The following pseudo-CR to TR 33.868 proposes to extend the USAT application pairing solution in order to have also pairing solution based on matching of MTC features. 

3. Proposal: pseudo-CR to TR 33.868

START of FIRST change
5.4.4.1 
User Equipment-based pairings
CT6 discussed and considered three User Equipment-based mechanisms to restrict the use of UICC to specific MTC MEs, confer CT6 contribution C6-110182:

· Secure Channel pairing

· USAT application pairing

· PIN verification pairing

5.4.4.1.1
Secure Channel pairing

A secure channel pairing is successful when an Application-to-Application “Secured APDU” secure channel is completed as described in ETSI TS 102 484. 

CT6 mechanism proposes the use of pre-shared key (PSK) to establish the secure channel. 

TS 102 484 defines also a key agreement based on certificate exchange to establish the key material for the Master SA of the  Application-to-Application “Secured APDU” secure channel, the key material results from a certificate-based TLS handshake. This key agreement based on certificate exchange is used in Rel-10 Relay Node security to define certificate-based secure channel between the Relay Node and the UICC, as described in TS 33.401.  Consequently, the use of a key agreement based on certificate exchange, as decribed in ETSI TS 102 484, is considered in this analysis as a possible solution to restrict the USIM to specific UEs. To ease the reading of this analysis, the Application-to-Application “Secured APDU” secure channel with a pre-shared key is named PSK-based secure channel, and Application-to-Application “Secured APDU” secure channel with key agreement based on certificate exchanged is named certificate-based secure channel.

SA1 allows restricting the use of a USIM to one MTC ME or many MTC MEs.

·  In case of PSK-based secure channel, the same pre-shared key should be provisioned in the USIM and in one or several authorized MTC MEs to allow the use of a USIM to one MTC ME or a group of MTC MEs. 
· In case of certificate-based secure channel, it may be needed to reinforce the one-to-one or one-to-multiple binding by means of MTC ME identity check if the root certificate used to verify the MTC ME certificate is not dedicated to the list of authorized MTC MEs for this USIM . In this case, the USIM stores in a dedicated file (EFIMEISV) the list of authorized IMEI(SV) values or IMEI(SV) ranges of values to which the USIM is bound. During certificate verification the USIM checks that the IMEI(SV) received in MTC ME certificate matches the value or the range of values the UICC is configured with. The file of IMEI(SV) value or range of values to which the USIM is bound is described in CT6 contribution for USAT application pairing, this file can be updated by means of Over-The-Air mechanism. 
The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME. 
The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provide a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.
UICC OTA mechanism (as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]) is used to update the file EF IMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by addind or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EF IMEISV. 

The MTC ME stores a certificate where the subject name is the IMEI(SV) value. This certificate is signed by operator or vendor. To verify the MTC ME certificate, the UICC stores the associated root certificate corresponding to the operator or vendor who signed the MTC ME certificates.

The provisioning of certificates and pre-shared key can be performed during personalization phase of the MTC ME or the UICC. Provisioning during personalization phase is out of scope.

For UICC into the field it is possible to change the pre-shared key or root certificates stored in the UISM by means of UICC OTA  as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]. The USIM could store several root certificatse in the file dedicated to the storage of root certificates used to verify the combination of USIM and MTC ME. 

For MTC ME into the field it is possible to modify the pre-shared key or certificate stored in the MTC ME by means of OMA DM.
Editor’s Note: It is FFS Whether certificate is a vendor certificate or operator certificate. 

5.4.4.1.2
USAT application pairing

· IMEI-based USAT application pairing

USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. After a UICC reset, the USIM shall have its PIN in a blocked state before USIM application selection. The PIN is unblocked and disabled after a successfull USAT application pairing. An UE supporting USAT application pairing shall proceed to Profile download as specified in 31.111 [12]. The USIM shall immediately send a proactive command PROVIDE LOCAL INFORMATION requesting the UE’s IMEI(SV). The UE shall then send the TERMINAL RESPONSE with its IMEI(SV) before starting USIM initialisation procedure.
The file EFIMEISV stores the IMEI(SV) or range of value to which the USIM is bound.

The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME. 
The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provide a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons. 
UICC OTA mechanism (as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]) is used to update the file EF IMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by addind or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EF IMEISV. 
· MTC feature-based USAT application pairing

USAT application pairing is successful when the MTC feature related data (e.g. cell_ID) retrieved from the terminal matches one of the MTC features related data the UICC is configured with (e.g. specific cell_ID(s) for low mobility). An UE supporting USAT application pairing shall proceed the Profile download as specified in 31.111 [12]. After a UICC reset, the USIM shall have its PIN in a blocked state before USIM application selection. The USIM shall immediately send a proactive command PROVIDE LOCAL INFORMATION requesting the MTC feature related data, e.g. cell_ID information. The UE shall then send the TERMINAL RESPONSE with the requested MTC feature related data, e.g. cell_ID, before starting USIM initialization procedure. The PIN is unblocked and disabled after a successful USAT application pairing. If the terminal does not support USAT command PROVIDE LOCAL INFORMATION USAT application pairing will not be successful. 

The file EFMTCfeatures stores the MTC feature related data to which the USIM is bound, e.g. specific cell_ID(s) for low mobility. 
The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing chek. In case of unsuccessful pairing check, the USIM sets the status flag to “KO”.

The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. The information stored in the file EFpairing  provide a mechanism to detect change of association between between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

UICC OTA mechanism (as specified in 3GPP TS 31.115 [19] / TS 31116 [20] and ETSI TS 102 225 [17] and TS 102 226 [18]) is used to update the file EFMTCfeatures stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by addind or removing authorized MTC features related data in the file EFMTCfeature. 

END of FIRST change

---------------------------------------------------------------
START of SECOND change
5.4.5
Evaluation

Editor’s Note: Denial of Service and resource exhaust attacks needs to be taken in to account.
5.4.5.1 
User Equipment-based pairings
5.4.5.1.1
Secure Channel pairing

· The Secure Channel pairing prevents the connection of not-authorized UE to the network. When the UICC detects its presence in a not-authorized UE (not-authorized ME or a non-MTC ME), the UE stops working. The network operator or MTC application user has no information why the UE has stopped working.
· The exchanges to perform the secure channel pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not- authorized UE, the network resources are not consumed since the UE does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the UE and the network), no authentication vector consumption. 

· To establish the secure channel, a mutual authentication is performed between the USIM and the MTC ME. 

· After the secure channel establishment, all the data exchanged between the USIM and the MTC ME are protected.

· A secure environment is required in the terminal part of the UE for the secure channel establishment. 

· This solution create extra cost per MTC ME and per UICC and the UICC should support secure channel or TLS
· Secure channel pairing is the mechanism already selected and specified for Rel-10 Relay Node security to guaranty one-to-one binding between a USIM and a RN. 
· Fulfills the SA1 requirement on restrict the use of a USIM to specific UEs and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 
· The information stored in the file EFpairing provides a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons. 

· In case of operator change, i.e. when a new UICC from a new operator is inserted to a UE on the field, this solution does not provide a mechanism how to install the new shared secret or certificate in the UE needed for the secure channel.

· In case the UICC needs to be moved from an UE to a new UE which is on the field, the IMEI and shared secret or certificate need to be updated on the UICC when the UICC is still hosted by the old UE. If the old UE is no longer allowed to be associated to the UICC, then the old IMEI value should be removed from the UICCC when the UICC is hosted by the new UE.

· In case of certificate based secure channel, the certificate in the UE cannot in the general case be operator certificate since the operator is not always known at manufacturing time of MTC ME. In this case the UICC needs to be updated with the root certificate of the ME vendor when the UE is taken into use.
· It is not possible to manipulate the data that controls the pairing on the UICC from when the UICC is sent by the operator until the UICC is in a UE that can successfully attached to the network. This puts some limitations on management of allowable pairings, e.g. in cases when the device that will be paired with a UICC change between the UICC being supplied to the UE owner and the UICC being actually used to enable network connectivity.   
· For the symmetric key case, if it is necessary to change all the keys that are held on one device, e.g. due to the device being considered compromised, then it is necessary to change the key on all UICCs that can be paired with that device. In addition, all the devices that require the key of the UICCs that have been updated would also need to be updated.   

5.4.5.1.2
USAT application pairing
· The USAT application pairing prevents the connection of not-authorized UE to the network. When the UICC detects its presence in a not-authorized UE (not-authorized ME or a non-MTC ME), the UE stops working. The network operator or MTC application user has no information why the UE has stopped working.
· The data exchange to perform the USAT application pairing is performed only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized UE, the network resources are not consumed since the UE does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the UE and the network), no authentication vector consumption. 

· The security of the pairing depends on how secure the MTC ME is. The security requirements that it should not be possible to modify the IMEI already exist today (see [12] and [13]). There is no mechanism available to verify the integrity of the IMEI whether it is modified or not by the entity which enforce the pairing.
· There are existing methods today with which the IMEI or MTC feature related data may be modified in the storage and also during transmissions.
· Exchange of IMEI value or MTC feature related data between the ME and the UICC is not integrity protected and encrypted. 

· Fulfills the SA1 requirement on restrict the use of a USIM to specific UEs and fulfils the requirement that operator shall be able to enforce the restriction.

· The UICC is under the control of the operator. The USIM checks if the combination of USIM and MTC ME is authorized and the list of authorized IMEI(SV) values or IMEI(SV) ranges or MTC features related data (e.g specific cell_ID(s) for low mobility) stored on the USIM can be modified by the operator thanks to UICC OTA mechanism. In this way the operator can control the restriction of USIM to specific MTC MEs. 

· Fulfills the SA1 requirement for monitoring that the system shall provide mechanisms to detect change of the association between the MTC ME and the UICC. 

· The information stored in the file EFpairing provides a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

· The MTC ME should support the USAT functionality
· In case the UICC needs to be moved from an UE to a new UE which is on the field, the IMEI needs to be updated on the UICC when the UICC is still hosted by the old UE. If the old UE is no longer allowed to be associated to the UICC, then the old IMEI value should be removed from the UICC when the UICC is hosted by the new UE.
· It is not possible to manipulate the data that controls the pairing on the UICC from when the UICC is sent by the operator until the UICC is in a UE that can successfully attached to the network. This puts some limitations on management of allowable pairings, e.g. in cases when the device that will be paired with a UICC change between the UICC being supplied to the UE owner and the UICC being actually used to enable network connectivity.   
· In some scenarios, restriction of USIM to specific MTC MEs, based on MTC feature may be more efficient than restriction based on IMEI.

· The USAT application pairing based on MTC feature allows to restrict the USIM to MTC MEs having specific MTC features. Some MTC features related data locally available on the terminal may not be available in the network since the network databases may not store all the MTC features available for all MTC Devices/UEs. 
· END of SECOND change
