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Abstract of the contribution: This document presents an overview of Protection Profile (PP) creation. This document, together with S3-121118 and S3-121120 are proposed as input to the TR Section 5.
1. Protection Profile (PP) Development:
Overview:

The standard structure of a PP is defined in the CC Part 3 [5] and any method employ\ed in writing a PP must conform/comply to this structure. Since the CC documents (Part 1[3]. Part 2[4], or Part 3 [5]) do not explain ‘how a PP must be developed’, there are various ways in which a PP can be developed, which are suggestive methods that can generally be employed for this purpose in any region of the world. It is the PP-evaluation (following the PP development) which is region-specific, based on the evaluation scheme used for the PP-evaluation. 
In the following section we look at a method to develop protection profiles using MME as an example network element. The method discussed is based on German Federal Office for Information Security, followed by brief discussion on activity in USA under the National Information Assurance Partnership (NIAP) program.
PP as per German Federal Office for Information Security (BSI, Germany) [1]:

The PP/ST Guide document [2] by the BSI, details about a possible PP writing method which is based more on analysis and explanation and hence called the “explanation method”. We detail this method here as a potential way to develop PP. We relate to the PP development steps with reference to developing a PP for MME (MME-PP) for better understanding.
The document elaborates the steps of PP writing, which can be listed as follows [2]:

Step 1: Writing the conformance claims for the MME-PP [2]: which describes how the MME-PP conforms to the CC which consists of listing the exact version of the CC that was used to write (and presumably evaluate) the MME-PP, including the list of any translations of the CC that were used or if any international or national interpretations or supporting documents were used in writing (and presumably evaluation) of the MME-PP. This step also describes specific type of conformance of the MME-PP to CC Part 2 [4] (for SFRs contained within it, or SFRs not contained within it) and Part 3 [5] (for SARs contained within it, or SARs not contained within it). In this step a list of other PPs to which this MME-PP claims conformance to, is also written. Also a list of assurance packages (normally an Evaluation Assurance Level (EAL) plus any augmentations) to which the MME-PP conforms to, is also identified and written. Finally, in this step description of how other PPs and STs shall conform to this MME-PP being developed, also needs to be written.

Step 2: Determining the security problem definition for the MME-PP [2]: which includes defining the Organizational Security Policies (OSPs) for a MME-PP, based on applicable laws and regulations. It also involves defining threats based on the knowledge of MME as an asset, possible adverse actions that could be caused by threat agents. Information about these threats can be obtained from the MME manufacturers who either themselves have encountered a security threat with their own MME element or have re-designed (for protection) their MME element based on security threat information in the industry.

Step3: Deriving the security objectives for the MME-PP [2]: by a general rule based on the knowledge of the physical location of the Target of Evaluation (TOE) (MME, for our case) and whether it can be attacked in that location. The security objective for a MME-PP is also based on the purpose that the MME serves in the system and it also is based on its management, while in operation.

Step 4: Deriving the Security Functional Requirements (SFRs) for the MME-PP [2]: through two sub-steps of (i) Analysing the security objectives for the TOE (MME, for our case) and (ii) Detailed specification of SFRs for MME-PP. Having acquired knowledge of  the security objectives for the MME-PP from Step 3, the PP developers can refer to the CC Part 2 [4] to obtain and detail the specification of SFRs for the MME-PP.

Step 5: Defining the Security Assurance Requirements (SARs) for the MME-PP [2]: through three sub-steps of (i) Using the contents of the security problem definition and possible additional input in order to determine, how resourceful (in terms of expertise, equipment and time) you expect potential attackers on the MME to be, (ii) Defining the ‘level of protection needed’ for the MME-PP, expressing this level in the language of one of the AVA_VAN (Appendix B.3.1 of CEM [6]) components and (iii) Deriving the ‘level of assurance wished’ (EAL-level) for the MME-PP from the ‘protection level needed’ using, amongst others, formal dependencies between the AVA_VAN component chosen and other assurance components.
Step 6: Writing the PP introduction [2]: The PP introduction can be derived from CC Part 1 [3] section B.4, and also partly derived by summarizing the security problem definition, while the major security features are best described by summarizing the security objectives for the TOE. The BSI recommends the writing of the PP introduction in the end, although it is the first section in the PP. The reason for this, as the BSI suggests, is that the process of collecting all the information necessary for the other sections is the best method to enable the author to formulate an introduction (in the end).
National Information Assurance Partnership (NIAP) (United States of America): 

From another region apart from the BSI, the National Institute of Standards and Technology (NIST) and the National Security Agency (NSA) have established a program under the National Information Assurance Partnership (NIAP) to evaluate IT product conformance to international standards. The program, officially known as the NIAP Common Criteria Evaluation and Validation Scheme for IT Security (CCEVS) is a partnership between the public and private sectors. [7]

The NIAP US also has a US Government PP Development process that includes functions such as 
Technology Area Development List (TADL), Recommended Protection Profile List (RPPL), etc employing which a MME-PP can be developed as explained in [8].

With the above functional groups on in place, the NIAP has a revised (proposed) Protection Profile Development Process [9] as follows:

a) Phase 1: Development: that continues for around more than3 months; Gathering Requirements.

b) Phase 2: Drafting: that continues for between 1 to 3 months; Converting requirements into CC language.

c) Phase 3: Commenting: that continues for between 1 to 3 months; this phase typically takes two iterations.

d) Phase 4: Publishing of the PPs: that takes around a month; for obtaining approval for public release followed by posting on NIAP website.
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