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Introduction

Last meeting, following bullet was added in the TR:
· Wrong charging can happen because of fake trigger. 

Editor’s Note: How to make the wrong charging needs further clarification. 
Originally, for MTC device based trigger filtering, it was thought that network would charge the MTC device for every device trigger message, even if the message was found fake by the MTC device. However, network actually charges the source of the devive trigger message, so the server, not the MTC device, will be charged by the network. Thus, wrong charing does not exist. 
Proposal

Based on above discussion, it is proposed to remove the added bullet in TR 33.868 v0.9.0.
Start of Change 

· Solution3:

3-A: Network based SMS payload filtering:

Benefits: 
· This solution has low impacts on exsiting network entities, since whitelist based SMS filtering is supported by current SMS system.
· If a SMS spoofing happens, the SMS delivery can be terminated immediately by the network, network resource can be saved. 

Drawbacks: 
· Network node should inspect all received SMSs based on SMS Application Port ID which will increase network processing load.  One alternative way is that the HSS would check the SMS application port ID for all received SMSs, because it can do the authorization per UE and also it is very accurate check. But HSS check will increase the load in the HSS since SME number will be very large compared to SCS number in the Tsp interface. 
· Protection against SMS spoofing depends on home network if the HPLMN implements home network routing for SMS.
· Due to the size limit of whitelist maintained by SMS-SC, the granularity of whitelist is coarse-grained. 
3-B: MTC device based SMSC whitelisting:
Benefits: 
· Regardless of the routing way (HPLMN routing or VPLMN routing), protection against SMS spoofing can be provided.
Drawbacks:
· Configuration and modification of the whitelist on MTC device are difficult.

· 

· MTC device is usually power sensitive or energy restricted, so this solution can introduce more energy consumption to the device whatever maintaining a whitelist or USIM application toolkit or GBA push. 
· The granularity of this mechanism depends on the SMS filtering granularity supported by SMSC.
· Further details are required (this sentence can be placed into the original solution section)
3-C: GBA Push based approach

For this solution, the benefit is the mutual authentication between the MTC Device/UE and the MTC Server can be achieved. But it has the following problem:
· The specific BSF Server for SIMTC needs to be deployed in the operator’s network. Currently, some operator does not deploy the BSF Server. 
End of Change

