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Abstract of the contribution: This contribution identifies the purpose of MTC group based feature and adds the requirement of same group session key for MTC Devices.
1. Analysis 

As described in TR23.887, MTC applications generally involve group of MTC devices and typically applications today involve more than 1000 subscriptions for a single customer, so the amount of MTC devices can be very large. If it need to operate and manage each MTC device individually, there will bring complexity and overhead cost for both network and customers. From both customer and operator points of view, there is benefit in optimised handling of groups of MTC devices. The network resource could be saved by using group based optimization including many optimizations, e.g. group based charging, and group based singling saving and so on.
It states in TR33.368 that requirements and solutions of group based protection need to be studied, so we can make some further study into this issue.

Group based messaging can be used to efficiently distribute the same message (e.g. a trigger request) to those members of an MTC group that are located in a particular geographical area on request of the SCS. The same group MTC message may be broadcasted to MTC devices in a system broadcast message through MBMS or CBS or some other methods, so only one group session key is needed to protect the message. In the other hand, if all these same messages are protected with different individual session keys, it brings big network overhead. Firstly, the network needs to generate and always update individual keys for thousands of MTC devices. Secondly, when the network distributes a same message to thousands of MTC devices in a MTC group, the network need to make security protection for the same message with each different individual MTC session key for each MTC Device, so this would lead to huge and complex work for the network. 
To solve above problem, some security protection mechanism for Group MTC devices may be necessary. For UEs in one group, except for an independent session key for each device, a same group session key for all UEs in one group may be needed. Thus, the same message (e.g. a trigger request) can be protected with one group session key and delivered to Group MTC devices. But how to achieve it needs some further study.
2. Proposals 

From above analysis, we can see impacts if MTC devices in one group only have individual keys. We kindly ask SA3 to make further study the issue of group based protection and add the following PCR to the current SIMTC TR33.868.
PCR
*************************************Begin of Change*********************************************
5.7.1
Issue Details

SA2 has defined the group optimization in the 5.1 of TR 23.888 [10]. UEs can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of UEs is large. The UEs within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the UEs is visible from the network perspective.
Group based optimization may include many optimizations, e.g. group based charging, group based singling saving and so on. As group based addressing can significantly reduce the overhead of network resource, it may be required to protect group messages. The requirements and solutions for group based protection need to be studied further. 

For the UEs in one group, each may need to communicate with the network individually so an independent session key for each device may be needed.
Editor's Note: Individual session key establishment per UE in the group need to be considered and studied further.
For the UEs in one group, the network may need to distribute the same message (e.g. a trigger request) to those members of one MTC group so a same group session key may be needed.
Editor’s Note: The same MTC group session key establishment for all UEs in the group need to be considered and studied further.
*************************************End of Change*********************************************
